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Foreword 

Technology is ever evolving and new cyber threats continue to be devised. In embracing technology 
progress, cybersecurity must form an integral and indivisible part of the process. Unfortunately, 
cybersecurity is not yet at the core of many national and industrial technology strategies. Countries need 
to be aware of their current capability level in cybersecurity and at the same time identify areas where 
cybersecurity needs to be enhanced.  

The Global Cybersecurity Index (GCI) is a measure of each nation state’s level of cybersecurity development. 
The GCI aims at providing the right motivation to countries to intensify their efforts in cybersecurity. The 
ultimate goal is to help foster a global culture of cybersecurity and its integration at the core of information 
and communication technologies. 

Implemented with one of our partners, ABI Research, GCI brings in expertise in statistical analysis and 
industry benchmarking. An information letter and a questionnaire were sent to all ITU Member States in 
October 2013. Following the responses received, regional preliminary results were issued. With the support 
of each and every Member State, ITU is now publishing a global status report of cybersecurity for 2014.  

I thank all Member States for their support and as the GCI is an ongoing exercise I invite all respondents to 
continue sending in and updating this vital information that will improve the GCI by effectively sharing 
experiences, opinions and concerns. This will provide you with a tool that will grow, that will help gauge 
cybersecurity readiness at a national level and take informed decisions to foster a global culture of 
cybersecurity. 

 

 

 

Brahima Sanou 
Director 

Telecommunication Development Bureau 
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ABI Research  

After three solid years of painstaking effort representing a meaningful commitment by the leadership of 
ITU to collaborate with the private sector toward an important goal for the global community, ABI Research 
is extremely pleased with release of the first annual Global Cybersecurity Index (GCI).  

The GCI was embarked upon as a result of the vision of the ITU leadership to raise awareness about 
cybersecurity preparedness. ABI Research, as a technology intelligence company with 25 years of 
experience, is proud to have been a part of the international cooperation which is central to this project.  

The cost of cybercrime and the growing threat of increasingly sophisticated cyberattacks perpetrated by 
highly resourceful and competent threat agents continue to plague the development of safe ICTs globally. 
Safeguarding ICTs ensures the economic stability of cyberspace and provides for a reliable environment 
critical for organizations and individuals to conduct business and freely communicate. 

The goal of the GCI is to establish a measurement by which the continued innovation in technology and 
internet-based activities can be undertaken safely and securely. The growing dangers of opportunistic, 
financially or politically motivated crime can be minimized through a blend of technology, policy, legal, 
organization, and academic rigor. 

We look forward to continuing to work with ITU on the Global Cybersecurity Index as it represents an 
important first step in identifying areas of improvement for cybersecurity and helps drive open cooperation 
among all participants to share and learn from one another. 

 

 

 

 

Tim Archdeacon 
Founder and CEO 

ABI Research 
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1 Introduction  

The Global Cybersecurity Index (GCI) is born of a cooperative partnership between private sector and 
international organization to drive the issue of cybersecurity to the forefront of national agendas. A joint 
project undertaken by ABI Research and the International Telecommunication Union, the GCI provides 
insight into the cybersecurity engagement of sovereign states.  

Rooted in the ITU Global Cybersecurity Agenda, the GCI looks at the level of commitment in five areas: legal 
measures, technical measures, organizational measures, capacity building and international cooperation. 
The result is a country-level index and a global ranking on cybersecurity readiness. The GCI does not seek 
to determine the efficacy or success of a particular measure, but simply the existence of national structures 
in place to implement and promote cybersecurity.  

The project is a result of intensive primary and secondary research by both ITU and ABI Research. Country-
level surveys, complemented by in-depth qualitative research, were sent out to all ITU Member States. 
Information was collected on laws, regulations, CERTs and CIRTs, policies, national strategies, standards, 
certifications, professional training, awareness raising, and cooperative partnerships.  

The aim of the GCI is to provide a snapshot of where countries stand in their cybersecurity engagement at 
the national level. The visions as seen by ABI Research and ITU is to promote cybersecurity awareness and 
the important role governments have to play in integrating appropriate mechanisms to both support and 
promote this crucial discipline. Safeguarding the integrity of cyberspace must involve the development of 
cybersecurity. 

2 Key findings 

2.1 Global ranking 

Many countries share the the same ranking which indicates that they have the same level of readiness. The 
index has a low level of granularity since it aims at capturing the cybersecurity commitment/preparedness 
of a country and not its detailed capabilities or possible vulnerabilities. 

Table 1:  Country rank by index 

Country Index Global Rank  

United States of America* 0.824 1 

Canada* 0.794 2 

Australia* 0.765 3 

Malaysia 0.765 3 

Oman 0.765 3 

New Zealand* 0.735 4 

Norway* 0.735 4 

Brazil 0.706 5 

Estonia* 0.706 5 

Germany* 0.706 5 

India* 0.706 5 

Japan* 0.706 5 

Republic of Korea 0.706 5 

United Kingdom  0.706 5 
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Country Index Global Rank  

Austria* 0.676 6 

Hungary* 0.676 6 

Israel* 0.676 6 

Netherlands* 0.676 6 

Singapore 0.676 6 

Latvia* 0.647 7 

Sweden* 0.647 7 

Turkey 0.647 7 

Hong Kong 0.618 8 

Finland 0.618 8 

Qatar 0.618 8 

Slovakia 0.618 8 

Uruguay 0.618 8 

Colombia 0.588 9 

Denmark* 0.588 9 

Egypt 0.588 9 

France* 0.588 9 

Mauritius 0.588 9 

Spain* 0.588 9 

Italy 0.559 10 

Morocco 0.559 10 

Uganda 0.559 10 

Azerbaijan 0.529 11 

Poland* 0.529 11 

Rwanda 0.529 11 

Tunisia 0.529 11 

Czech Republic 0.500 12 

Georgia 0.500 12 

Russia* 0.500 12 

Indonesia 0.471 13 

Luxembourg* 0.471 13 

Romania 0.471 13 

Belgium* 0.441 14 

Bulgaria 0.441 14 

China* 0.441 14 

Lithuania 0.441 14 

Nigeria 0.441 14 

Sudan 0.441 14 

Argentina* 0.412 15 

Cameroon 0.412 15 

Croatia 0.412 15 
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Country Index Global Rank  

Kenya 0.412 15 

Mongolia 0.412 15 

Sri Lanka 0.412 15 

Thailand* 0.412 15 

Brunei Darussalam 0.382 16 

Chile* 0.382 16 

Moldova* 0.382 16 

Montenegro 0.382 16 

Myanmar 0.382 16 

South Africa 0.382 16 

Costa Rica* 0.353 17 

Ecuador 0.353 17 

Malta* 0.353 17 

Philippines 0.353 17 

Switzerland 0.353 17 

Ukraine* 0.353 17 

United Arab Emirates* 0.353 17 

Burkina Faso 0.324 18 

Mexico* 0.324 18 

Peru* 0.324 18 

Viet Nam* 0.324 18 

Bahrain 0.294 19 

Bangladesh 0.294 19 

Cyprus* 0.294 19 

Ghana* 0.294 19 

Iran * 0.294 19 

Libya 0.294 19 

Panama 0.294 19 

Portugal* 0.294 19 

Saudi Arabia* 0.294 19 

Afghanistan 0.265 20 

Serbia 0.265 20 

Togo 0.265 20 

Cote d'Ivoire 0.235 21 

Jamaica* 0.235 21 

Albania 0.206 22 

El Salvador* 0.206 22 

Greece* 0.206 22 

Guatemala 0.206 22 

Iceland* 0.206 22 

Ireland* 0.206 22 
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Country Index Global Rank  

Jordan 0.206 22 

Liberia 0.206 22 

Paraguay* 0.206 22 

Tanzania 0.206 22 

Trinidad and Tobago 0.206 22 

Venezuela  0.206 22 

Algeria 0.176 23 

Armenia 0.176 23 

Barbados 0.176 23 

Belarus* 0.176 23 

Belize* 0.176 23 

Benin* 0.176 23 

Bosnia and Herzegovina 0.176 23 

Botswana 0.176 23 

Kazakhstan* 0.176 23 

Malawi 0.176 23 

Pakistan* 0.176 23 

Samoa 0.176 23 

Senegal* 0.176 23 

Slovenia* 0.176 23 

Syria 0.176 23 

Bahamas* 0.147 24 

Mauritania* 0.147 24 

Nicaragua* 0.147 24 

Saint Kitts and Nevis 0.147 24 

State of Palestine* 0.147 24 

Tajikistan* 0.147 24 

Macedonia* 0.147 24 

Uzbekistan* 0.147 24 

Vanuatu 0.147 24 

Zambia 0.147 24 

Antigua and Barbuda* 0.118 25 

Bhutan 0.118 25 

Bolivia * 0.118 25 

Burundi 0.118 25 

Cambodia 0.118 25 

Dominican Republic 0.118 25 

Grenada 0.118 25 

Guyana* 0.118 25 

Kyrgyzstan* 0.118 25 

Liechtenstein* 0.118 25 
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Country Index Global Rank  

Micronesia  0.118 25 

Nepal* 0.118 25 

Papua New Guinea 0.118 25 

Saint Lucia* 0.118 25 

Seychelles* 0.118 25 

Suriname* 0.118 25 

San Marino 0.118 25 

Angola* 0.088 26 

Gambia 0.088 26 

Kiribati 0.088 26 

Lebanon 0.088 26 

Madagascar 0.088 26 

Maldives 0.088 26 

Mali 0.088 26 

Monaco* 0.088 26 

Niger* 0.088 26 

South Sudan* 0.088 26 

Tonga 0.088 26 

Turkmenistan* 0.088 26 

Zimbabwe 0.088 26 

Andorra* 0.059 27 

Congo 0.059 27 

Djibouti 0.059 27 

Dominica* 0.059 27 

Fiji 0.059 27 

Haiti* 0.059 27 

Kuwait* 0.059 27 

Lao  0.059 27 

Mozambique* 0.059 27 

Sao Tome and Principe 0.059 27 

Sierra Leone 0.059 27 

Swaziland 0.059 27 

Tuvalu 0.059 27 

Yemen* 0.059 27 

Cape Verde 0.029 28 

Chad* 0.029 28 

Comoros 0.029 28 

Cuba* 0.029 28 

Democratic Republic of the Congo 0.029 28 

Eritrea* 0.029 28 

Ethiopia* 0.029 28 
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Country Index Global Rank  

Gabon 0.029 28 

Guinea 0.029 28 

Guinea-Bissau* 0.029 28 

Iraq* 0.029 28 

Nauru 0.029 28 

Palau* 0.029 28 

Solomon Islands 0.029 28 

Somalia 0.029 28 

Central African Republic* 0.000 29 

Democratic People's Republic of Korea* 0.000 29 

Equatorial Guinea* 0.000 29 

Honduras* 0.000 29 

Lesotho 0.000 29 

Marshall Islands 0.000 29 

Namibia 0.000 29 

Saint Vincent and the Grenadines 0.000 29 

Timor-Leste* 0.000 29 

 * Based on secondary data (Source : ABI Research) 
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2.2 Regional ranking 

Table 2:  Africa region ranking by index 

Africa Legal Technical Organizational Capacity Building Cooperation Index Regional Rank 

Mauritius 0.7500 0.6667 0.6250 0.5000 0.5000 0.5882 1 

Uganda 0.7500 0.5000 0.8750 0.2500 0.5000 0.5588 2 

Rwanda 1.0000 0.5000 0.5000 0.3750 0.5000 0.5294 3 

Nigeria 0.2500 0.3333 0.5000 0.5000 0.5000 0.4412 4 

Cameroon 0.7500 0.5000 0.3750 0.5000 0.1250 0.4118 5 

Kenya 1.0000 0.3333 0.2500 0.2500 0.5000 0.4118 5 

South Africa 0.2500 0.5000 0.6250 0.2500 0.2500 0.3824 6 

Burkina Faso 0.0000 0.5000 0.7500 0.0000 0.2500 0.3235 7 

Ghana* 0.7500 0.3333 0.2500 0.2500 0.1250 0.2941 8 

Togo 0.0000 0.3333 0.3750 0.2500 0.2500 0.2647 9 

Cote d'Ivoire 0.7500 0.3333 0.1250 0.1250 0.1250 0.2353 10 

Liberia 0.0000 0.0000 0.2500 0.3750 0.2500 0.2059 11 

Tanzania 0.5000 0.3333 0.0000 0.1250 0.2500 0.2059 11 

Benin* 0.5000 0.0000 0.2500 0.1250 0.1250 0.1765 12 

Botswana 0.7500 0.1667 0.2500 0.0000 0.0000 0.1765 12 

Malawi 0.0000 0.0000 0.1250 0.3750 0.2500 0.1765 12 

Senegal* 1.0000 0.0000 0.1250 0.0000 0.1250 0.1765 12 

Zambia 0.2500 0.3333 0.1250 0.1250 0.0000 0.1471 13 

Burundi 0.2500 0.0000 0.1250 0.1250 0.1250 0.1176 14 

Seychelles* 0.7500 0.0000 0.0000 0.0000 0.1250 0.1176 14 
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Africa Legal Technical Organizational Capacity Building Cooperation Index Regional Rank 

Angola* 0.5000 0.0000 0.0000 0.0000 0.1250 0.0882 15 

Gambia 0.5000 0.0000 0.1250 0.0000 0.0000 0.0882 15 

Madagascar 0.5000 0.0000 0.0000 0.0000 0.1250 0.0882 15 

Mali 0.5000 0.0000 0.0000 0.0000 0.1250 0.0882 15 

Niger* 0.2500 0.0000 0.0000 0.1250 0.1250 0.0882 15 

South Sudan* 0.5000 0.0000 0.0000 0.0000 0.1250 0.0882 15 

Zimbabwe 0.2500 0.0000 0.1250 0.0000 0.1250 0.0882 15 

Congo 0.0000 0.0000 0.1250 0.0000 0.1250 0.0588 16 

Mozambique* 0.2500 0.0000 0.0000 0.0000 0.1250 0.0588 16 

Sao Tome and Principe 0.0000 0.0000 0.1250 0.0000 0.1250 0.0588 16 

Sierra Leone 0.0000 0.0000 0.2500 0.0000 0.0000 0.0588 16 

Swaziland 0.2500 0.0000 0.1250 0.0000 0.0000 0.0588 16 

Cape Verde 0.0000 0.0000 0.0000 0.0000 0.1250 0.0294 17 

Chad* 0.0000 0.0000 0.0000 0.0000 0.1250 0.0294 17 

Democratic Republic of 
the Congo 0.0000 0.0000 0.0000 0.0000 0.1250 0.0294 17 

Eritrea* 0.0000 0.0000 0.0000 0.0000 0.1250 0.0294 17 

Ethiopia* 0.0000 0.0000 0.0000 0.0000 0.1250 0.0294 17 

Gabon 0.0000 0.0000 0.0000 0.0000 0.1250 0.0294 17 

Guinea 0.0000 0.0000 0.1250 0.0000 0.0000 0.0294 17 

Guinea-Bissau* 0.0000 0.0000 0.0000 0.0000 0.1250 0.0294 17 

Central African Republic* 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 18 

Equatorial Guinea* 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 18 

Lesotho 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 18 

Namibia 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 18 

* Based on secondary data  
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Table 3:  Americas region ranking by index  

Americas Legal Technical Organizational Capacity Building Cooperation Index Regional Rank 

United States of 
America* 1.0000 0.8333 0.8750 1.0000 0.5000 0.8235 1 

Canada* 0.7500 1.0000 0.8750 0.8750 0.5000 0.7941 2 

Brazil 0.7500 0.6667 0.8750 0.7500 0.5000 0.7059 3 

Uruguay 1.0000 0.6667 0.6250 0.5000 0.5000 0.6176 4 

Colombia 0.7500 0.5000 0.7500 0.7500 0.2500 0.5882 5 

Argentina* 1.0000 0.3333 0.3750 0.5000 0.1250 0.4118 6 

Chile* 0.7500 0.5000 0.2500 0.3750 0.2500 0.3824 7 

Costa Rica* 0.7500 0.3333 0.2500 0.1250 0.5000 0.3529 8 

Ecuador 0.2500 0.6667 0.1250 0.5000 0.2500 0.3529 8 

Mexico* 0.2500 0.5000 0.1250 0.3750 0.3750 0.3235 9 

Peru* 0.7500 0.3333 0.2500 0.1250 0.3750 0.3235 9 

Panama 0.2500 0.5000 0.3750 0.2500 0.1250 0.2941 10 

Jamaica* 0.7500 0.0000 0.1250 0.1250 0.3750 0.2353 11 

El Salvador* 0.0000 0.3333 0.2500 0.1250 0.2500 0.2059 12 

Guatemala 0.0000 0.3333 0.1250 0.3750 0.1250 0.2059 12 

Paraguay* 0.0000 0.3333 0.1250 0.2500 0.2500 0.2059 12 

Trinidad and 
Tobago 0.2500 0.0000 0.5000 0.1250 0.1250 0.2059 12 

Venezuela 0.5000 0.3333 0.0000 0.2500 0.1250 0.2059 12 

Barbados 0.5000 0.0000 0.1250 0.2500 0.1250 0.1765 13 

Belize* 0.2500 0.0000 0.2500 0.1250 0.2500 0.1765 13 

Bahamas* 0.7500 0.0000 0.0000 0.1250 0.1250 0.1471 14 

Nicaragua* 0.5000 0.0000 0.2500 0.1250 0.0000 0.1471 14 
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Americas Legal Technical Organizational Capacity Building Cooperation Index Regional Rank 

Saint Kitts and 
Nevis 0.7500 0.0000 0.1250 0.0000 0.1250 0.1471 14 

Antigua and 
Barbuda* 0.7500 0.0000 0.0000 0.1250 0.0000 0.1176 15 

Bolivia* 0.0000 0.0000 0.2500 0.1250 0.1250 0.1176 15 

Dominican Republic 0.2500 0.0000 0.1250 0.1250 0.1250 0.1176 15 

Grenada 0.7500 0.0000 0.0000 0.1250 0.0000 0.1176 15 

Guyana* 0.0000 0.3333 0.1250 0.0000 0.1250 0.1176 15 

Saint Lucia* 0.7500 0.0000 0.0000 0.0000 0.1250 0.1176 15 

Suriname* 0.2500 0.0000 0.1250 0.1250 0.1250 0.1176 15 

Haiti* 0.0000 0.0000 0.0000 0.1250 0.1250 0.0588 16 

Dominica* 0.2500 0.0000 0.0000 0.0000 0.1250 0.0588 16 

Cuba* 0.0000 0.0000 0.0000 0.0000 0.1250 0.0294 17 

Honduras* 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 18 

Saint Vincent and 
the Grenadines 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 18 

* Based on secondary data  
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Table 4:  Arab States region ranking by index  

Arab States Legal Technical Organizational Capacity Building Cooperation Index Regional Rank 

Oman 0.7500 0.6667 1.0000 0.7500 0.6250 0.7647 1 

Qatar 0.7500 0.8333 0.5000 0.6250 0.5000 0.6176 2 

Egypt 0.5000 0.5000 0.3750 1.0000 0.5000 0.5882 3 

Morocco 0.5000 0.6667 0.7500 0.5000 0.3750 0.5588 4 

Tunisia 1.0000 0.5000 0.6250 0.2500 0.5000 0.5294 5 

Sudan 0.7500 0.5000 0.5000 0.2500 0.3750 0.4412 6 

United Arab 
Emirates* 

0.7500 0.3333 0.2500 0.5000 0.1250 0.3529 7 

Bahrain 0.7500 0.1667 0.1250 0.3750 0.2500 0.2941 8 

Libya 0.2500 0.3333 0.3750 0.1250 0.3750 0.2941 8 

Saudi Arabia* 0.7500 0.3333 0.1250 0.3750 0.1250 0.2941 8 

Jordan 0.5000 0.0000 0.5000 0.0000 0.1250 0.2059 9 

Algeria 0.7500 0.0000 0.0000 0.1250 0.2500 0.1765 10 

Syria 0.2500 0.3333 0.1250 0.1250 0.1250 0.1765 10 

Mauritania 0.2500 0.1667 0.2500 0.0000 0.1250 0.1471 11 

State of Palestine* 0.2500 0.0000 0.3750 0.1250 0.0000 0.1471 11 

Lebanon 0.0000 0.0000 0.0000 0.2500 0.1250 0.0882 12 

Djibouti 0.2500 0.0000 0.0000 0.0000 0.1250 0.0588 13 

Kuwait* 0.0000 0.0000 0.0000 0.1250 0.1250 0.0588 13 

Yemen* 0.2500 0.0000 0.0000 0.0000 0.1250 0.0588 13 

Comoros 0.0000 0.0000 0.0000 0.0000 0.1250 0.0294 14 

Iraq* 0.0000 0.0000 0.0000 0.0000 0.1250 0.0294 14 

Somalia 0.0000 0.0000 0.0000 0.1250 0.0000 0.0294 14 

* Based on secondary data  
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Table 5:  Asia Pacific region ranking by index  

Asia Pacific Legal Technical Organizational Capacity Building Cooperation Index Regional Rank 

Australia* 0.7500 0.6667 0.8750 0.8750 0.6250 0.7647 1 

Malaysia 0.7500 0.8333 1.0000 0.6250 0.6250 0.7647 1 

New Zealand* 1.0000 0.8333 0.8750 0.6250 0.5000 0.7353 2 

India* 1.0000 0.6667 0.7500 0.8750 0.3750 0.7059 3 

Japan* 1.0000 0.6667 0.7500 0.6250 0.6250 0.7059 3 

Republic of Korea 1.0000 0.6667 0.8750 0.6250 0.5000 0.7059 3 

Singapore 0.7500 0.6667 0.7500 0.7500 0.5000 0.6765 4 

Hong Kong 0.7500 0.6667 0.5000 0.7500 0.5000 0.6176 5 

Indonesia 1.0000 0.3333 0.2500 0.5000 0.5000 0.4706 5 

China* 0.7500 0.5000 0.2500 0.5000 0.3750 0.4412 6 

Mongolia 0.5000 0.8333 0.6250 0.1250 0.1250 0.4118 7 

Sri Lanka 0.5000 0.3333 0.2500 0.5000 0.5000 0.4118 7 

Thailand* 0.5000 0.3333 0.5000 0.2500 0.5000 0.4118 7 

Brunei Darussalam 0.7500 0.3333 0.1250 0.3750 0.5000 0.3824 8 

Myanmar 0.2500 0.5000 0.2500 0.5000 0.3750 0.3824 8 

Philippines 1.0000 0.3333 0.3750 0.3750 0.0000 0.3529 9 

Viet Nam* 0.5000 0.3333 0.1250 0.5000 0.2500 0.3235 10 

Bangladesh 0.5000 0.3333 0.1250 0.2500 0.3750 0.2941 11 

Iran* 0.5000 0.3333 0.5000 0.1250 0.1250 0.2941 11 

Afghanistan 0.0000 0.5000 0.3750 0.2500 0.1250 0.2647 12 

Pakistan* 0.2500 0.1667 0.0000 0.3750 0.1250 0.1765 13 

Samoa 0.5000 0.0000 0.1250 0.1250 0.2500 0.1765 13 

Vanuatu 0.0000 0.0000 0.2500 0.1250 0.2500 0.1471 14 

Bhutan 0.2500 0.3333 0.1250 0.0000 0.0000 0.1176 15 

Cambodia 0.2500 0.3333 0.1250 0.0000 0.0000 0.1176 15 

Micronesia  0.0000 0.0000 0.2500 0.1250 0.1250 0.1176 15 
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Asia Pacific Legal Technical Organizational Capacity Building Cooperation Index Regional Rank 

Nepal* 0.5000 0.0000 0.1250 0.0000 0.1250 0.1176 15 

Papua New Guinea 0.0000 0.0000 0.3750 0.0000 0.1250 0.1176 15 

Kiribati 0.0000 0.0000 0.1250 0.0000 0.2500 0.0882 16 

Maldives 0.0000 0.0000 0.1250 0.0000 0.2500 0.0882 16 

Tonga 0.5000 0.0000 0.1250 0.0000 0.0000 0.0882 16 

Fiji 0.2500 0.0000 0.0000 0.0000 0.1250 0.0588 17 

Lao  0.0000 0.3333 0.0000 0.0000 0.0000 0.0588 17 

Tuvalu 0.0000 0.0000 0.1250 0.0000 0.1250 0.0588 17 

Nauru 0.0000 0.1667 0.0000 0.0000 0.0000 0.0294 18 

Palau* 0.0000 0.0000 0.0000 0.0000 0.1250 0.0294 18 

Solomon Islands* 0.0000 0.0000 0.0000 0.0000 0.1250 0.0294 18 

Democratic People's 
Republic of Korea* 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 19 

Marshall Islands 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 19 

Timor-Leste* 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 19 

* Based on secondary data  

Table 6:  Commonwealth of Independent States (CIS) region ranking by index  

Commonwealth of 
Independent States 

Legal Technical Organizational Capacity Building Cooperation Index Region-al Rank 

Azerbaijan 0.7500 0.5000 0.5000 0.5000 0.5000 0.5294 1 

Georgia 0.7500 0.6667 0.7500 0.2500 0.2500 0.5000 2 

Russia* 1.0000 0.3333 0.5000 0.3750 0.5000 0.5000 2 

Moldova* 0.7500 0.5000 0.2500 0.2500 0.3750 0.3824 3 

Ukraine* 0.7500 0.3333 0.2500 0.1250 0.5000 0.3529 4 
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Commonwealth of 
Independent States 

Legal Technical Organizational Capacity Building Cooperation Index Region-al Rank 

Armenia 0.5000 0.5000 0.0000 0.0000 0.1250 0.1765 5 

Belarus* 0.7500 0.3333 0.0000 0.0000 0.1250 0.1765 5 

Kazakhstan* 0.7500 0.3333 0.0000 0.0000 0.1250 0.1765 5 

Tajikistan* 0.7500 0.0000 0.0000 0.0000 0.2500 0.1471 6 

Uzbekistan* 0.7500 0.1667 0.0000 0.0000 0.1250 0.1471 6 

Kyrgyzstan* 0.5000 0.0000 0.0000 0.0000 0.2500 0.1176 7 

Turkmenistan* 0.7500 0.0000 0.0000 0.0000 0.0000 0.0882 8 

* Based on secondary data  

Table 7:  Europe region ranking by index  

Europe Legal Technical Organizational Capacity Building Cooperation Index Regional Rank 

Norway* 1.0000 0.6667 0.7500 0.8750 0.5000 0.7353 1 

Estonia* 1.0000 0.6667 1.0000 0.5000 0.5000 0.7059 2 

Germany* 1.0000 1.0000 0.6250 0.6250 0.5000 0.7059 2 

United Kingdom  1.0000 0.6667 0.7500 0.7500 0.5000 0.7059 2 

Austria* 1.0000 0.3333 0.8750 0.7500 0.5000 0.6765 3 

Hungary* 1.0000 0.6667 0.7500 0.6250 0.5000 0.6765 3 

Israel* 1.0000 0.6667 0.6250 0.7500 0.5000 0.6765 3 

Netherlands* 0.7500 0.5000 0.8750 0.6250 0.6250 0.6765 3 

Latvia* 1.0000 0.6667 0.7500 0.5000 0.5000 0.6471 4 

Sweden* 0.7500 0.6667 0.6250 0.6250 0.6250 0.6471 4 

Turkey 0.5000 0.6667 0.7500 0.7500 0.5000 0.6471 4 

Finland 0.5000 0.6667 0.8750 0.5000 0.5000 0.6176 5 

Slovakia 1.0000 0.6667 0.8750 0.2500 0.5000 0.6176 5 

Denmark* 1.0000 0.6667 0.5000 0.5000 0.5000 0.5882 6 
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Europe Legal Technical Organizational Capacity Building Cooperation Index Regional Rank 

France* 1.0000 0.1667 0.5000 0.7500 0.6250 0.5882 6 

Spain* 1.0000 0.6667 0.6250 0.6250 0.2500 0.5882 6 

Italy 0.7500 0.3333 0.6250 0.6250 0.5000 0.5588 7 

Poland* 1.0000 0.3333 0.6250 0.6250 0.2500 0.5294 8 

Czech Republic 0.7500 0.6667 0.6250 0.3750 0.2500 0.5000 9 

Luxembourg* 0.7500 0.3333 0.5000 0.3750 0.5000 0.4706 10 

Romania 0.7500 0.3333 0.6250 0.2500 0.5000 0.4706 10 

Belgium* 0.7500 0.5000 0.2500 0.3750 0.5000 0.4412 11 

Bulgaria 0.7500 0.6667 0.5000 0.3750 0.1250 0.4412 11 

Lithuania 1.0000 0.3333 0.7500 0.1250 0.2500 0.4412 11 

Croatia 0.7500 0.6667 0.2500 0.3750 0.2500 0.4118 12 

Montenegro 1.0000 0.5000 0.5000 0.0000 0.2500 0.3824 13 

Malta* 0.7500 0.5000 0.2500 0.2500 0.2500 0.3529 14 

Switzerland 0.5000 0.3333 0.2500 0.2500 0.5000 0.3529 14 

Cyprus 0.7500 0.1667 0.3750 0.1250 0.2500 0.2941 15 

Portugal* 0.7500 0.5000 0.1250 0.1250 0.2500 0.2941 15 

Serbia 0.7500 0.0000 0.3750 0.2500 0.1250 0.2647 16 

Albania 0.7500 0.3333 0.1250 0.1250 0.0000 0.2059 17 

Greece* 0.5000 0.3333 0.1250 0.1250 0.1250 0.2059 17 

Iceland* 0.7500 0.3333 0.0000 0.0000 0.2500 0.2059 17 

Ireland* 0.5000 0.1667 0.0000 0.3750 0.1250 0.2059 17 

Bosnia and 
Herzegovina 0.7500 0.0000 0.1250 0.1250 0.1250 0.1765 18 

Slovenia* 0.5000 0.3333 0.0000 0.1250 0.1250 0.1765 18 

Macedonia* 0.7500 0.1667 0.0000 0.0000 0.1250 0.1471 19 

Liechtenstein* 0.7500 0.0000 0.0000 0.0000 0.1250 0.1176 20 

San Marino 0.5000 0.0000 0.0000 0.0000 0.2500 0.1176 20 
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Europe Legal Technical Organizational Capacity Building Cooperation Index Regional Rank 

Monaco* 0.5000 0.0000 0.0000 0.0000 0.1250 0.0882 21 

Andorra* 0.5000 0.0000 0.0000 0.0000 0.0000 0.0588 22 

* Based on secondary data  
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2.3 Additional analysis  

 

Global Africa Americas Arab Asia Pacific CIS Europe 

0.28 0.16 0.26 0.27 0.29 0.27 0.45 

Europe is the region with the highest index and Africa rates lowest. 

 

Area Legal Technology Organizational Capacity Building Cooperation  

Global 0.50 0.27 0.28 0.24 0.24 

Globally, there seems to be more work done on legal aspects and the least is in capacity building. 

 

Area Legal Technology Organizational Capacity Building Cooperation  

Africa 0.31 0.13 0.17 0.11 0.16 

Americas 0.44 0.24 0.24 0.25 0.20 

Arab 0.42 0.24 0.27 0.26 0.23 

Asia pacific 0.41 0.30 0.30 0.27 0.25 

CIS 0.73 0.31 0.19 0.13 0.26 

Europe  0.79 0.42 0.45 0.37 0.34 

The highest sub index is Europe for legal aspects and the lowest is Africa for capacity building. 

3 Good practices 

3.1 Africa 

 

 

 

 

 

 

 

 

 

 

 

 

 

MAURITIUS

 Four legislative instruments are in place: 

1. ICT Act 2001 

2. Computer Misuse and Cybercrime Act 2003 

3. Electronic Transaction Act 2000 

4. Data Protection Act 2004 

An Unsolicited Commercial Electronic Bill is being drafted in collaboration with the Council of Europe 

LEGAL 

  

A risk assessment methodology has been defined for the Civil Service: 

IT Security Unit is leading the implementation of ISO/IEC 27001 Information Security standard in the Civil 
Service as part of National Information and Communication Technology Strategic Plan (NICTSP) of 2007-
2011 and 2011-2014. 

TECHNICAL 
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RWANDA

CAMEROON

– A dedicated a budget is set for sensitization of the general public on cybersecurity: 

– Through quizzes, forums and a radio program every other Thursday 

– In planned campaigns for the two major cities: Yaoundé and Douala 

– The National ICT Agency (ANTIC) is working with the higher education ministry to develop 
program related to cybersecurity in engineering schools and universities 

– Two cybersecurity seminars have been organized in partnership with IMPACT in 2010 and 2013 
covering topics like penetration testing, security audit and forensic investigation 

 

CAPACITY BUILDING 

  

– Establishment of a specific IT security program in the Rwanda National Police Academy: 

 BSc Information Security Program  

– The ministry of education introduced different Information Security Course Modules in the 
overall IT or Computer Engineering program in higher education 

– In the ICT skills development plan, an IT Security Training and Certification Program was 
developed 

– Development of a National Cyber Security Awareness and Training Program to promote cyber 
security awareness for internet users and also to promote the development of security 
professional that support the public and private institutions to protect their critical systems 
against cyber threats 

CAPACITY BUILDING 
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3.2 Americas 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

COTE D'IVOIRE

URUGUAY

 
 

– Regulatory Framework on Cybersecurity 

– Policy on Information Security in public sector 

– Information Security Direction 

– National Computer Incident Responses Centre CERTuy Decree 

– Personal Data Protection and habeas data action Act 

– EU Commission decision on the adequate protection of personal data by Uruguay (2012) 

– Uruguay became the first non-European states to join COE’s personal data protection convention 
(2013) 

LEGAL 

  

During 2013, the Platform for the Fight Against Cybercrime (PLCC), a national agency set up to combat 
cybercrime: 

– Registered 9 497 complaints 

– Processed 552 complaints 

– Arrested 70 people 

– Imposed prison sentence for 65 cyber fraudster 

Since 2009: 

– More than 5 000 complaints have been registered and processed 

– 250 cyber fraudster have been sentenced to imprisonment (of which 62.5% are from the Ivory 
Coast) 

LEGAL 
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UNITED STATES

BRAZIL

 

 

Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) 

National Institute of standards and Technology  

– Framework for Improving Critical Infrastructure Cybersecurity Version 1.0 

– Special Publication 800 series 

– Federal information Processing Standard 

– Cybersecurity for Smart Manufacturing Systems 
National Initiative for Cybersecurity Education (NICCS) 

– Professional Certifications 

– National Cybersecurity Workforce Framework 

 

 

 

 

 

 

TECHNICAL 

 

– ABNT defines the Brazilian versions of ISO IEC standards (e.g. ABNT NBR ISO/IEC 27000 series) 

– CEPESC – Research and Development Center for the Security of Communication – develops 
scientific and technological research applied to projects related to the security of communications 
including technology transfer  

– CAIS RNP – Security Incident Response Team – acts in the detection, solution and prevention of 
security incidents in the Brazilian academic network, besides creating, promoting and spreading 
security practices in networks  

– CEGSIC / UnB – Specialization Course in Management of Information Security and Communications 

– CGI.br – The Brazilian Internet Steering Committee is responsible for recommending technical 
standards and good practices related to the Internet, and promoting security best practices. 

 

CAPACITY BUILDING 
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3.3 Arab States 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

OMAN

MOROCCO

EGYPT

TUNISIA

 
 

– High Level Cyber Security Strategy and Master Plan, and Comprehensive Roadmap under five 
domains:  

1 Organizational Structure 

2 Legal Measures 

3 Capacity Building 

4 Technical and Procedural Measures 

5 Regional and International Cooperation 

ORGANIZATIONAL 

 
 

– As part of the national cybersecurity strategy, most scientific and technical schools and 
universities in Morocco integrate courses in cybersecurity into their curriculum to meet the 
growing demand for skills in systems information security at national level 

ORGANIZATIONAL 

 

– Ministry of Communications and Information Technology has launched several initiatives 
towards a national Cybersecurity framework, including the establishment of a national PKI 
center (Root CA) operated by ITIDA and licensing a Government CA and three private sector 
CAs 

CAPACITY BUILDING 

 

– Legal measures requiring mandatory periodic information security audits of public 
administration and other selected organizations, and fixing the conditions and procedures for 
the certification of auditors in information security. 

LEGAL 
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3.4 Asia Pacific 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
  

AUSTRALIA

MALAYSIA

 
– Australia has acceded to the Council of Europe Convention on Cybercrime. The convention came 

into force on 1 March 2013.  

– Cybercrime Legislation Amendment Act 2012, No. 120, 2012 

– Australian Cybercrime Online Reporting Network and the Cybercrime Strategic Framework 

– Australian Communications and Media Authority (ACMA) are responsible for enforcing the Spam 
Act 2003. ACMA has a developed an online tool to report spam. 

– The Australian Competition and Consumer Commission (ACCC) provide advice about scams and 
how to report them. 

– Australian Federal Police (AFP) High Tech Crime Operations (HTCO) is responsible for investigating 
high tech crime in Australia. 

– Australian Securities and Investment Commission (ASIC) investigate scams relating to financial 
services such as phishing. 

 

LEGAL 

 

– Malaysia Computer Emergency Response Team (MyCERT) was formed on January 13, 1997, 
operating from the office of CyberSecurity Malaysia 

– GCERT MAMPU was founded in January 2001 by the Government ICT Security Policy Framework 
(PA 3/2000) to ensure continuity of government ICT arrangements 

– GCERT has relations with 55 other CERT agencies 

– National Cybersecurity Frameworks 

– National Cyber Security Policy (NCSP) 

– Arahan 24 (NSC Directives No. 24) 

– The Cabinet’s Decision in 2010 

– Arahan Keselamatan under Chief Government Security Office (CGSO) 

– NCSP – Policy Thrust 3: Cybersecurity Technology Framework 

TECHNICAL 
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INDIA

KOREA

 

 

– A number of R&D projects have been supported at premier academic and R&D institutions in the 
identified Thrust Areas: (a) Cryptography and cryptanalysis, (b) Steganography, (c) Network & 
systems security assurance, (d) Network Monitoring, (e) Cyber Forensics and (f) Capacity 
Development in the area of cyber security. A host of Cyber Forensic tools have been developed in 
the country. 

– Nation-wide Information Security Education and Awareness Programme have been in progress.  

 CERT-In, in collaboration with CII, NASSCOM and Microsoft, has created a portal “secureyourpc.in” 
to educate consumers on cyber security issues. 

– Cyber security training facilities have been set up to provide training to law enforcement agencies 
and facilitating cybercrime investigation. 

– Training Centres have been set up at CBI, Ghaziabad and Kerala Police to facilitate advanced 
training in cybercrime investigation.  

– Computer forensic labs and training facilities are being set up in J&K state, North Eastern states.  

– Forensic Centres have been set up with the help of NASSCOM at Mumbai, Bangalore, Bhopal and 
Kolkata. 

– Virtual training environment based training modules have been prepared.  

– 94 training programmes have been conducted by CERT-In on specialized Cyber Security topics – in 
which - 3392 people have been trained. 

 

CAPACITY BUILDING 

 

– National cyber security measures for a systematic government-level response to various 
cyber threats to national security, including four strategies established with a goal to realize 
powerful cyber security: 

– To strengthen promptness of cyber threat response system 

– To establish smart cooperative system for relevant agencies 

– To reinforce robustness of cyber space security measures 

– To build creative basis for cyber security  

– Personal information protection normalization plan to promote a general approach for 
information management and protection of system, technology & rights 

– Overseen by the Ministry of Science, ICT and Future Planning 

– National Information Security Index: An objective and quantitative measure for assessing 
the information security level of the private sector (enterprises and individual internet users) 
in Korea 

– Comprehensive political activities performed through reference to cases in various 
countries and exemplary cases 

ORGANIZATIONAL 



Global Cybersecurity Index & Cyberwellness Profiles 

24   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3.5 Commonwealth of Independent States (CIS) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

JAPAN

AZERBAIJAN

 

– In the Asia Pacific region, JPCERT/CC helped form APCERT (Asia Pacific Computer 
Emergency Response Team) and provides a secretariat function for APCERT. 

– Globally, as a member of the Forum of Incident Response and Security Teams (FIRST), 
JPCERT/CC cooperates with the trusted CSIRTs worldwide. 

– International Strategy on Cybersecurity - j-initiative for Cybersecurity 

– International cooperation with US, EU, Israel, South America 

– UNGGE, G8, OECD, APEC, NATO, ASEAN collaboration 

– Meridian and International Watch and Warning Network 

– Signatory to the Budapest Convention 

– Ministry of Defense Information Sharing programs 

– METI Cybersecurity Information Sharing Partnership Japan (J-CSIP) 

COOPERATION 

 

– Azerbaijan Ministry of Communications and High Technologies has officially recognized national or 
sector-specific research and development programs/projects for cybersecurity standards, good 
practices and guidelines to be applied in the private AND the public sector 

– The Technical Committee is to implement the preparation of national standards on the basis of 
international (regional) and interstate standards 

– Azerbaijan conducts short training courses on E-government and information security 

– AZ-CERT organizes capture-the-flag competitions to enhance professional competence in 
information security 

– CERT GOV AZ is certified by FIRST, Trusted Introducer and CERT 

– The IT and Communications Department of the State Oil Company of Azerbaijan Republic (SOCAR) 
is certified under ISO 27001:2005 

– SOCAR IT and Communications Department certified under ISO 27001:2005 

 

CAPACITY BUILDING 
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RUSSIAN FEDERATION

MOLDOVA

 
– Personal Data Protection – regulated by Roscomnadzor, Federal Law 152 

– Blacklisting and ISP control – regulated by Roscomnadzor, Federal Law 139 

– Critical Infrastructure Protection – regulated by FSTEC RF, secret and distributed only for licensed 
companies and industries 

– Critical Infrastructure Protection – FSB RF has announced strategy on how to protect CIP 

– Cryptography – regulated by FSB RF 

– Information Security in government sector – regulated by FSB RF, FSTEC RF and FSO RF 

– Information Security in government sector located in foreign countries – regulated by SVR RF 

– Information Security in MoD – regulated by MoD and FSB RF 

– Information Security for confidential data protection – regulated by FSTEC RF 

– Information Security solutions compliance (software, hardware) - regulated by FSTEC RF 

– Cybercrimes investigations - regulated by Ministry of Interior 

– Each agency has its own certification and requirements for security solutions and data protection: all of 
them are very similar for each other, but the process of certification is different and controlled by each of 
the agencies.  

LEGAL 

 

– In 2013, the e-Governance Academy of Estonia and the e-Government Center of the 
Republic of Moldova implemented a cybersecurity project with 3 main components:  

– The first component consists in developing a Cyber Security Roadmap for Moldovan 
government institutions 

– The second component consists in developing minimum requirements for digital 
information security for government institutions, or what governments should do in 
order to secure digital information 

– The third component is more general, raising awareness among government officials 
and Moldovan citizens on current risks and threats in relation to cyber security 

 

COOPERATION 
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3.6 Europe 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

TURKEY

UNITED KINGDOM OF GREAT BRITAIN AND NORTHERN IRELAND

ESTONIA

  

– The National Cyber Security Strategy and Action Plan 2013-2014. 

– The Action plan consists of 29 main actions and 95 sub actions and assigns responsibilities about 
legislation, capacity building, development of technical infrastructure, etc.  

– The Cyber Security Board was established in order to determine the measures regarding cyber 
security, to approve the prepared plans, programs, reports, procedures, principles and standards 
and ensure their application and coordination. 

– In last three years three cyber security exercises were organized in national level with 
participants from both public and private sector. The exercises played a big role in raising 
awareness of cybersecurity and also were a great tool for measuring the development of 
cybersecurity.  

ORGANIZATIONAL 

 

– The CESG is the Information Security arm of GCHQ, and the National Technical Authority for 
Information Assurance within the UK 

– CESG is an Authorising Member of the Common Criteria Recognition Arrangement 

– Alongside the CESG, the UK Research Councils have a programme called ‘Global Uncertainties’ 
and Cybersecurity is a key theme in this. 

– The UK has established a set of Academic Centres of Excellence in Cybersecurity Research and 
complementary Research Institutes, one of which is the Oxford Internet Institute that includes 
a capacity building centre  

– There is a government-run IA certification scheme for IA professionals, known as CCP 

– The UK Government strongly supports the IISP certification and encourages membership of IISP 
and CCP 

CAPACITY BUILDING 
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ESTONIA

THE NETHERLANDS

 

– ISKE is an information security standard that is developed for the Estonian public sector 
which is compulsory for state and local government organisations who handle 
databases/registers. 

– A three-level baseline system means three different sets of security measures for three 
different security requirements have been developed . 

– The Estonian e-Government and IT infrastructure system uses 2048-bit encryption to power 
Estonia’s Electronic-ID, digital signatures and X-road-enabled systems. 

– Estonia has implemented a national PKI. The most substantial fields related to the field of PKI 
are organised by the state: 

– The collection of applications necessary for using the PKI (the base software of ID card), 
which is handled by the Information System Authority (RIA). 

– Legislation that determines the quality and trust requirements of the PKI services. This 
field is handled by the Department of State Information Systems of the Ministry of 
Economic Affairs and Communications. 

– Issuing means for secure electronic authentication and signing (ID card, etc.). This field is 
handled by the Police and Border Guard Board. 

TECHNICAL 

 
 

– Intra-Agency Cooperation is done through the High-Tech Crime Unit of the Dutch Police 
Services Agency (KLPD) and through the National Cyber Security Centre (NCSC). The NCSC 
collects information on ICT security and advises organizations on security. 

– The services offered by the NCSC derive most of their added value from the cooperation 
between public and private parties.  

– NCSC concentrates mainly on those parties which are crucial for society, the so-called vital 
sectors: energy companies, the telecommunications and the financial sector.  

– Participants from the government in the NCSC PPPs include the Ministries of Security and 
Justice, Economic Affairs, Agriculture and Innovation, the Interior and Kingdom Relations, 
Foreign Affairs and Defence, Public Prosecution Service, the General Intelligence and 
Security Service and the National Police Services Agency. 

COOPERATION 
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4 Cyberwellness country profiles1 

As part of the ITU overall support to its 193 Member States within the framework of the Global 
Cybersecurity Agenda2, the cyberwellness profiles are being presented as factual representations of each 
nation state’s level of cybersecurity development. It aims to provide a clear perspective on the current 
cybersecurity landscape based on the five pillars of the Global Cybersecurity Agenda namely legal measures, 
technical measures, organization measures, capacity building and cooperation. The aspect of Child Online 
Protection, a key ITU initiative is also included. 

No single publication can adequately cover all aspects in depth. Nonetheless, we hope that the 
cyberwellness profile will assist in ongoing discussions and research by providing facts of today’s challenges 
and opportunities in cybersecurity.  

Annex 3 is a compilation of the cyberwellness profiles of all ITU Member States updated as at the time of 
printing of this publication. The latest version of profiles can be viewed at www.itu.int/en/ITU-
D/Cybersecurity/Pages/Country_Profiles.asp 

5 Concluding remarks  

The GCI has been successfully recognized at the ITU Plenipotentiary Conference in Busan and included 
under Resolution 130 (Rev. Busan, 2014) on strengthening the role of ITU in building confidence and security 
in the use of information and communication technologies. Specifically, Member States are invited “to 
support ITU initiatives on cybersecurity, including the Global Cybersecurity Index (GCI), in order to promote 
government strategies and the sharing of information on efforts across industries and sectors”. 

The GCI maiden edition succeeded in measuring the commitment of Member States to cybersecurity and 
generated interest on cybersecurity assessment among Member States. GCI has motivated countries to 
intensify their efforts in cybersecurity, raised awareness in countries for the need to start bilateral 
cooperation, and increased visibility of what countries are doing in cybersecurity. 

In order for the GCI to continue to have an impact on raising awareness on this global emerging concern 
over time, continuity of the GCI would be crucial.  Member States and industry stakeholders are welcome 
to participate in the continued research and development, to enhance the current reference model and to 
introduce contributing partners.  

These partners could pool resources to increase the granularity of the GCI questionnaire, to provide strong 
evidence based secondary data, to further analyse the data collected through a qualitative appreciation 
from experts as well as quantitative correlations with other established indicators such as the ITU ICT 
Development Index and Word Economic Forum Network Readiness Index.  

The success of this extensive data gathering effort depends heavily on the response rate to the 
questionnaire and we call on all Member States to take part in the GCI exercise. The future GCI work will 
offer more opportunities for open consultation with ITU Member States and relevant stakeholders and will 
become an annual exercise with results reported at WSIS. The ultimate goal of this initiative is to help foster 
a global culture of cybersecurity and its integration at the core of ICTs, a key ITU mandate. 

                                                             

1 There are currently 193 cyberwellness profiles available. Please contact ITU at cybersecurity@itu.int to help keep the 

cyberwellness profiles up to date, and new data from the ITU membership is welcome especially for countries for which the 
profiles have not yet been elaborated due to lack of reliable data. Annex 3 is a compilation of the cyberwellness profiles of 
all Member States updated as at the time of printing of this publication. The latest version of profiles can be viewed at 
www.itu.int/en/ITU-D/Cybersecurity/Pages/Country_Profiles.asp  

2 www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI.aspx  

http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI.aspx
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI.aspx
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/Country_Profiles.asp
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/Country_Profiles.asp
mailto:cybersecurity@itu.int
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/Country_Profiles.asp
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI.aspx
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Annex 1: Conceptual framework 

Information and Communication Technologies (ICT) are the driving force behind the evolution of modern 
societies. They underpin the social, economic and political growth of individuals, organizations and 
governments alike. ICTs have become not only ubiquitous, but essential for progress. Smart devices, M2M 
communications and cloud-based services, among many other technologies, are advancing the next-
generation of networked (NGN) societies. Digital technology and internet connectivity are being 
systematically integrated into all verticals of the private and public sectors because they offer significant 
advantages: productivity, speed, cost-reduction and flexibility. As a result, ICTs are progressively being 
deployed in new platforms, such as retail RFID systems and vehicular telematics for example. But more 
significantly, they are being used to upgrade critical infrastructures, including energy grids, transport 
networks and healthcare systems.  

Cybersecurity is paramount for sustaining a technologically-sound model. The disruption of electricity or 
the impairment of financial systems through interference with ICT networks is a reality; these events 
constitute national security threats. Malicious online agents are numerous, organized and of diverse 
persuasions: political, criminal, terrorist, hacktivist. The tools at their disposal become more sophisticated 
and complex over time and with experience; the growing number of connected platforms only serves to 
offer new attack vectors. There is no going back to simpler times. In embracing technological progress, 
cybersecurity must form an integral and indivisible part of that process. 

Unfortunately, cybersecurity is not yet at the core of many national and industrial technology strategies. 
Although cybersecurity efforts are numerous, they are eclectic and dispersed. Differences in internet 
penetration, technological development, private sector dynamics, government strategies, means that 
cybersecurity is emerging from a bottom up approach; a natural occurrence where disparities exist between 
nation states, public and private sectors, and across industries. In essence however, a global culture of 
cybersecurity can be more successfully initiated from the top down. Information sharing and cooperation 
are key to tackling cross-border threats. Such elements require a certain measure of organization in a 
multitude of disciplines: legal, technical, educational. While a particular country or a specific sector will 
have developed and adopted a highly effective cybersecurity framework, the knowledge is rarely shared 
outside of that circle.  

The primary obstacle is that cybersecurity is a sensitive issue, whether from a government or private sector 
perspective. Admission of vulnerabilities can be seen as a weakness. This is a barrier to the discussion and 
sharing of threat information and best practices. Yet security through obscurity is not a viable defense 
model against modern cyber threats. The answer is to implement cybersecurity mechanisms in all layers of 
society. However, the drive and the incentive to do so are inadequate, either due to cost constraints or 
simply lack of awareness. A first step towards remedying the situation lies in comparing cybersecurity 
capabilities of nation states and publishing an effective ranking of their status. A ranking system would 
reveal shortcomings and motivate states to intensify their efforts in cybersecurity. It is only through 
comparison that the real value of a nation’s cybersecurity capability can truly be weighed. 

The Global Cybersecurity Index (GCI) project aims to effectively measure each nation state’s level of 
commitment to cybersecurity. The ultimate goal is to help foster a global culture of cybersecurity and its 
integration at the core of information and communication technologies. The project has been launched by 
the International Telecommunication Union (ITU) and private sector company ABI Research. The GCI project 
finds its basis in the current ITU mandate and the related projects and activities of the ITU 
Telecommunication Development Bureau (BDT).  

ITU is the lead facilitator for WSIS (World Summit on the Information Society) Action Line C5 for assisting 
stakeholders in building confidence and security in the use of ICTs at national, regional and international 
levels. The ITU mandate in cybersecurity is further supported by Resolution 69 on the “Creation of national 
computer incident response teams, particularly for developing countries, and cooperation between them” 
adopted at the fifth World Telecommunication Development Conference (WTDC-10) and by Resolution 130 
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(Busan, 2014) on “Strengthening the role of ITU in building confidence and security in the use of information 
and communication technologies”. In this framework, the Global Cybersecurity Agenda (GCA) was launched 
by the ITU Secretary-General as the ITU framework for international multi-stakeholder cooperation towards 
a safer and more secure information society, and focuses on the following five work areas: 

• Legal Measures 

• Technical Measures 

• Organizational Measures 

• Capacity Building 

• Cooperation. 

These five designated areas will form the basis of the indicators for the GCI. These five indicators are critical 
to measuring national capabilities in cybersecurity because they form the inherent building blocks of a 
national culture. Cybersecurity has a field of application that cuts across all industries, all sectors, both 
vertically and horizontally. Enabling the development of national capabilities therefore requires investment 
by political, economic and social forces. This can be done by law enforcement and justice departments, 
educational institutions and ministries, private sector operators and developers of technology, public-
private partnerships and intra-state cooperation.  

The long-term aim is to drive further efforts in the adoption and integration of cybersecurity on a global 
scale. A comparison of national cybersecurity strategies will reveal those states with high rankings in specific 
areas, and consequently expose lesser-known yet successful cybersecurity strategies. This can prompt 
increased information sharing on deploying cybersecurity for those states at different levels of 
development as well. By measuring the level of cybersecurity preparedness in various areas, the index will 
allow states to assess where they are on a scale of development, where they need to make further 
improvements and how far they are from implementing an acceptable level of cybersecurity. All states are 
moving towards a more digitized and connected environment, and adopting cybersecurity early on can 
enable the deployment of more secure and resilient infrastructure in the long term. 

The GCI project will be a joint effort between the BDT, specifically the Cybersecurity and ICT applications 
Division (CYB) and ABI Research. CYB will act as focal point and owner of the project, and ABI Research will 
bring in its core skill sets in strategy development, competitive intelligence, business planning, technology 
assessment, and industry benchmarking for the realization of the project. ABI Research is a market 
intelligence company specializing in global technology markets through quantitative forecasting and 
analysis of key metrics and trends. Uniquely competent in providing forward-looking insight and actionable, 
timely, real-world data points in the technology sector, ABI Research will bring its expertise for the timely 
development and production of a reliable index. Under the arrangement, ITU and ABI Research: 

• Identified performance metrics; 

• Developed a global ranking mechanism; 

• Researched and collected data on nation states’ cybersecurity capabilities; 

• Contacted and liaised with nation states and relevant organizations; 

• Identified and inserted the relevant data in the index; 

• Published a global cybersecurity index. 

Categories and Performance Indicators 

The GCI will be a benchmark ranking measuring the cybersecurity development capabilities of sovereign 
nation states. The index is essentially a composite indicator, aggregating a number of individual indicators. 
The process of cybersecurity development can be analysed within five important broad categories. The 
following indicators and sub-groups have been identified, and nations will be ranked against the benchmark 
provided in each indicator.  
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Legal Measures 

Legislation is a critical measure for providing a harmonized framework for entities to align themselves to a 
common regulatory basis, whether on the matter of prohibition of specified criminal conduct or minimum 
regulatory requirements. Legal measures also allow a nation state to set down the basic response 
mechanisms to breach: through investigation and prosecution of crimes and the imposition of sanctions for 
non-compliance or breach of law. A legislative framework sets the minimum standards of behaviour across 
the board, applicable to all, and on which further cybersecurity capabilities can be built. Ultimately, the goal 
is to enable all nation states to have adequate legislation in place in order to harmonize practices 
supranationally and offer a setting for interoperable measures, facilitating international combat against 
cybercrime.  

The legal environment can be measured based on the existence and number of legal institutions and 
frameworks dealing with cybersecurity and cybercrime. The sub-group is composed of the following 
performance indicators:  

A. Criminal legislation 

Cybercrime legislation designates laws on the unauthorized (without right) access, interference, 
interception of computers, systems and data. The laws can be ranked by level: none, partial or 
comprehensive. Partial legislation refers to the simple insertion of computer-related wording in an existing 
criminal law or code, with language limited to extending for example fraud or forgery, or surveillance and 
theft to cyberspace. Comprehensive legislation refers to the enactment of a dedicated law or act dealing 
with the specific aspects of computer crime (i.e. the UK Computer Misuse Act 1990). This category can 
include partial legislation where the case law or jurisprudence is extensively developed. Please specify the 
types of laws and regulations and whether there are none or whether they are partial or comprehensive. 

B.  Regulation and compliance 

Cybersecurity regulation designates laws dealing with data protection, breach notification and 
certification/standardization requirements. The laws can be ranked by level: none, partial or 
comprehensive. Partial regulation refers to the insertion of computer-related wording in existing or new 
criminal or civil law, so that the law extends applicability to cyberspace in regulation not specifically or 
uniquely related to cybersecurity (i.e. the EU Directive 95/46/EC on the protection of individuals with regard 
to the processing of personal data and on the free movement of such data). Comprehensive regulation 
refers to the enactment of a dedicated law, act or directive requiring cybersecurity compliance (i.e. the US 
Federal Information Security Management Act 2002). Please specify the types of laws and regulations and 
whether there are none or whether they are partial or comprehensive.  

Technical Measures 

Technology is the first line of defense against cyberthreats and malicious online agents. Without adequate 
technical measures and the capabilities to detect and respond to cyberattacks, nation states and their 
respective entities remain vulnerable to cyberthreats. The emergence and success of ICTs can only truly 
prosper in a climate of trust and security. Nation states therefore need to be capable of developing 
strategies for the establishment of accepted minimum security criteria and accreditation schemes for 
software applications and systems. These efforts need to be accompanied by the creation of a national 
entity focused on dealing with cyber incidents at a national level, at the very least with a responsible 
government agency and with an accompanying national framework for watch, warning and incident 
response. 

Technical measures can be measured based on the existence and number of technical institutions and 
frameworks dealing with cybersecurity endorsed or created by the nation state. The sub-group is composed 
of the following performance indicators:  
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A. CERT/CIRT/CSIRT 

The establishment of a national CIRT (Computer Incident Response Team), CERT (Computer Emergency 
Response Team) or CSIRT (Computer Security incident Response Team) which provides the capabilities to 
identify, defend, respond and manage cyber threats and enhance cyberspace security in the nation state. 
This ability needs to be coupled with the gathering of its own intelligence instead of relying on secondary 
reporting of security incidents whether from the CIRT’s constituencies or from other sources. Please specify 
the names and number of officially approved national or sector-specific* CERT or CSIRT teams, and whether 
they are legally mandated or not. The level of development will be ranked based on if there are any national 
teams and whether they are legally mandated or not.   

B.  Standards 

This indicator measures the existence of a government-approved (or endorsed) framework (or frameworks) 
for the implementation of internationally recognized cybersecurity standards within the public sector 
(government agencies) and within the critical infrastructure (even if operated by the private sector). These 
standards include, but are not limited to those developed by the following agencies: ISO, ITU, IETF, IEEE, 
ATIS, OASIS, 3GPP, 3GPP2, IAB, ISOC, ISG, ISI, ETSI, ISF, RFC, ISA, IEC, NERC, NIST, FIPS, PCI DSS, etc. Please 
specify any officially-approved national (and sector specific) frameworks for implementing internationally 
recognized cybersecurity standards. 

C.  Certification 

This indicator measures the existence of a government-approved (or endorsed) framework (or frameworks) 
for the certification and accreditation of national (government) agencies and public sector professionals by 
internationally recognized cybersecurity standards. These certifications, accreditations and standards 
include, but are not limited to, the following: Cloud Security knowledge (Cloud Security Alliance), CISSP, 
SSCP, CSSLP CBK, Cybersecurity Forensic Analyst (ISC²), GIAC, GIAC GSSP (SANS), CISM, CISA, CRISC (ISACA), 
CompTIA, C|CISO, CEH, ECSA, CHFI (EC Council), OSSTMM (ISECOM), PCIP/CCISP (Critical Infrastructure 
Institute), (No Suggestions) Certification, Q/ISP, Software Security Engineering Certification (Security 
University), CPP, PSP, PCI (ASIS), LPQ, LPC (Loss Prevention Institute, CFE (Association of Certified Fraud 
Examiners), CERT-Certified Computer Security Incident Handler (SEI), CITRMS (Institute of Consumer 
Financial Education), CSFA (Cybersecurity Institute), CIPP (IAPP), ABCP, CBCP, MBCP (DRI), BCCP, BCCS, 
BCCE, DRCS, DRCE (BCM), CIA, CCSA (Institute of Internal Auditors), (Professional Risk Managers 
International Association), PMP (Project Management Institute), etc. Please specify any officially approved 
national (and sector specific) frameworks for the certification and accreditation of national agencies and 
public sector professionals. 

Organizational Measures 

Organization and procedural measures are necessary for the proper implementation of any type of national 
initiative. A broad strategic objective needs to be set by the nation state, with a comprehensive plan in 
implementation, delivery and measurement. Structures such as national agencies need to put in place in 
order to put the strategy into effect and evaluate the success or failure of the plan. Without a national 
strategy, governance model and supervisory body, efforts in different sectors and industries become 
disparate and unconnected, thwarting efforts to reach national harmonization in terms of cybersecurity 
capability development.  

The organizational structures can be measured based on the existence and number of institutions and 
strategies organizing cybersecurity development at the national level. The creation of effective 
organizational structures is necessary for promoting cybersecurity, combating cybercrime and promoting 
the role of watch, warning and incident response to ensure intra-agency, cross-sector and cross-border 
coordination between new and existing initiatives. The sub-group is composed of the following 
performance indicators:  
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A.  Policy 

The development of a policy to promote cybersecurity is recognized as a top priority. A national strategy 
for Security of Network and Information Systems should maintain resilient and reliable information 
infrastructure and aim to ensure the safety of citizens; protect the material and intellectual assets of 
citizens, organizations and the State; prevent cyber-attacks against critical infrastructures; and minimize 
damage and recovery times from cyber-attacks. Policies on National Cybersecurity Strategies or National 
Plans for the Protection of Information Infrastructures are those officially defined and endorsed by a nation 
sate, and can include the following commitments: establishing clear responsibility for cybersecurity at all 
levels of government (local, regional and federal or national), with clearly defined roles and responsibilities; 
making a clear commitment to cybersecurity, which is public and transparent; encouraging private sector 
involvement and partnership in government-led initiatives to promote cybersecurity. Please specify any 
officially recognized national or sector-specific cybersecurity strategy. 

B.  Roadmap for governance 

A roadmap for governance in cybersecurity is generally established by a national strategy /policy for 
cybersecurity, and identifies key stakeholders. The development of a national policy framework is a top 
priority in developing high-level governance for cybersecurity. The national policy framework must take 
into account the needs of national critical information infrastructure protection. It should also seek to foster 
information-sharing within the public sector, and also between the public and private sectors. Cybersecurity 
governance should be built on a national framework addressing challenges and other information security 
and network security issues at the national level, which could include: national strategy and policy; legal 
foundations for transposing security laws into networked and online environments; involvement of all 
stakeholders; developing a culture for cybersecurity; procedures for addressing ICT security breaches and 
incident-handling (reporting, information sharing, alerts management, justice and police collaboration); 
effective implementation of the national cybersecurity policy; cybersecurity program control, evaluation, 
validation and optimization. Please specify any officially recognized national or sector-specific governance 
roadmap for cybersecurity.  

C.  Responsible agency 

A responsible agency for implementing a national cybersecurity strategy/policy can include permanent 
committees, official working groups, advisory councils or cross-disciplinary centers. Most national agencies 
will be directly responsible for watch and warning systems and incident response, and for the development 
of organizational structures needed for coordinating responses to cyber-attacks. Please specify any officially 
recognized national or sector-specific cybersecurity agency.  

D.  National benchmarking 

This indicator measures the existence of any officially recognized national or sector-specific benchmarking 
exercises or referential used to measure cybersecurity development. For example, based on ISO/IEC 27002-
2005, a national cybersecurity standard (NCSec Referential) can help nation states respond to specify 
cybersecurity requirements. This referential is split into five domains: NCSec Strategy and Policies; NCSec 
Organizational Structures; NCSec Implementation; National Coordination; Cybersecurity Awareness 
Activities. Please specify any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development.  

Capacity Building 

Capacity building is intrinsic to the first three measures (legal, technical and organizational). Understanding 
the technology, the risk and the implications can help to develop better legislation, better policies and 
strategies, and better organization as to the various roles and responsibilities. Cybersecurity is a relatively 
new area, not much older than the internet itself. This area of study is most often tackled from a 
technological perspective; yet there are numerous socio-economic and political implications that have 
applicability in this area. Human and institutional capacity building is necessary to enhance knowledge and 
know-how across sectors, to apply the most appropriate solutions, and promote the development of the 
most competent professionals.  
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A capacity building framework for promoting cybersecurity should include awareness-raising and the 
availability of resources. Capacity building can be measured based on the existence and number of research 
and development, education and training programs, and certified professionals and public sector agencies. 
The sub-group is composed of the following performance indicators:  

A.  Standardization development 

Standardization is a good indicator of the level of maturity of a technology, and the emergence of new 
standards in key areas underlines the vital importance of standards. Although cybersecurity has always 
been an issue for national security and treated differently in different countries, common approaches are 
supported by commonly recognized standards. These standards include, but are not limited to those 
developed by the following agencies: ISO, ITU, IETF, IEEE, ATIS, OASIS, 3GPP, 3GPP2, IAB, ISOC, ISG, ISI, ETSI, 
ISF, RFC, ISA, IEC, NERC, NIST, FIPS, PCI DSS, etc. Please specify any officially recognized national or sector-
specific research and development (R&D) programs/projects for cybersecurity standards, best practices and 
guidelines to be applied in either the private or the public sector. 

B.  Manpower development 

Manpower development should include efforts by nation states to promote widespread publicity 
campaigns to reach as many people as possible as well as making use of NGOs, institutions, organizations, 
ISPs, libraries, local trade organizations, community centers, computer stores, community colleges and 
adult education programs, schools and parent-teacher organizations to get the message across about safe 
cyber-behavior online. This includes actions such as setting up portals and websites to promote awareness, 
disseminating support material for educators and establishing (or incentivizing) professional training 
courses and education programs. Please specify any officially recognized national or sector-specific 
educational and professional training programs for raising awareness with the general public (i.e. national 
cybersecurity awareness day, week, or month), promoting cybersecurity courses in higher education 
(technical, social sciences, etc.) and promoting certification of professionals in either the public or the 
private sector. 

C.  Professional Certification 

This performance indicator can be measured by the number of public sector professionals certified under 
internationally recognized certification programs standards including, but not limited to, the following: 
Cloud Security knowledge (Cloud Security Alliance), CISSP, SSCP, CSSLP CBK, Cybersecurity Forensic Analyst 
(ISC²), GIAC, GIAC GSSP (SANS), CISM, CISA, CRISC (ISACA), CompTIA, C|CISO, CEH, ECSA, CHFI (EC Council), 
OSSTMM (ISECOM), PCIP/CCISP (Critical Infrastructure Institute), Q/ISP, Software Security Engineering 
Certification (Security University), CPP, PSP, PCI (ASIS), LPQ, LPC (Loss Prevention Institute, CFE (Association 
of Certified Fraud Examiners), CERT-Certified Computer Security Incident Handler (SEI), CITRMS (Institute 
of Consumer Financial Education), CSFA (Cybersecurity Institute), CIPP (IAPP), ABCP, CBCP, MBCP (DRI), 
BCCP, BCCS, BCCE, DRCS, DRCE (BCM), CIA, CCSA (Institute of Internal Auditors), (Professional Risk 
Managers International Association), PMP (Project Management Institute), etc. Please specify the number 
of public sector professionals certified under internationally recognized certification programs. 

D.  Agency certification 

This performance indicator can be measured by the number of certified government and public sector 
agencies certified under internationally recognized standards. These standards include, but are not limited 
to those developed by the following agencies: ISO, ITU, IETF, IEEE, ATIS, OASIS, 3GPP, 3GPP2, IAB, ISOC, ISG, 
ISI, ETSI, ISF, RFC, ISA, IEC, NERC, NIST, FIPS, PCI DSS, etc. Please specify the number of certified government 
and public sector agencies certified under internationally recognized standards. 

Cooperation 

Cybersecurity requires input from all sectors and disciplines and for this reason needs to be tackled from a 
multi-stakeholder approach. Cooperation enhances dialogue and coordination, enabling the creation of a 
more comprehensive cybersecurity field of application. Information sharing is difficult at best between 
different disciplines, and within private sector operators. It becomes increasingly so at the international 
level. However, the cybercrime problem is one of a global nature and is blind to national borders or sectorial 
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distinctions. Cooperation enables sharing of threat information, attack scenarios and best practices in 
response and defense. Greater cooperative initiatives can enable the development of much stronger 
cybersecurity capabilities, helping to deter repeated and persistent online threats, and enable better 
investigation, apprehension and prosecution of malicious agents.  

National and international cooperation can be measured based on the existence and number of 
partnerships, cooperative frameworks and information sharing networks. The sub-group is composed of 
the following performance indicators:  

A.  Intra-state cooperation 

Intra-state cooperation refers to any officially recognized national or sector-specific partnerships for sharing 
cybersecurity assets across borders with other nation states (i.e. signed bi-lateral or multi-lateral 
partnerships for the cooperation or exchange of information, expertise, technology and/or resources). 
Intra-state cooperation also includes regional level initiatives such as (but not limited to) those 
implemented by the European Union, the Council of Europe, the G8 Group of States, Asian Pacific Economic 
Cooperation (APEC), Organization of American States (OAS), the Association of South East Asian Nations 
(ASEAN), the Arab League, the African Union, the Shanghai Cooperation Organization (SCO) and Network 
Operations Groups (NOG), etc. Please specify any officially recognized national or sector-specific 
partnerships for sharing cybersecurity assets across borders with other nation states.  

B.  Intra-agency cooperation 

Intra-agency cooperation refers to any officially recognized national or sector-specific programs for sharing 
cybersecurity assets (people, processes, tools) within the public sector (i.e. official partnerships for the 
cooperation or exchange of information, expertise, technology and/or resources between departments and 
agencies). This includes initiatives and programs between different sectors (law enforcement, military, 
healthcare, transport, energy, waste and water management, etc.) as well as within departments/ministries 
(federal/local government, human resources, IT service desk, PR, etc.). Please specify any officially 
recognized national or sector-specific programs for sharing cybersecurity assets within the public sector. 

C.  Public-Private Partnerships 

Public-private partnerships (PPP) refer to ventures between the public and private sector. This performance 
indicator can be measured by the number of officially recognized national or sector-specific PPPs for sharing 
cybersecurity assets (people, processes, tools) between the public and private sector (i.e. official 
partnerships for the cooperation or exchange of information, expertise, technology and/or resources). 
Please specify any officially recognized national or sector-specific programs for sharing cybersecurity assets 
between the public and private sector. 

D.  International cooperation 

This performance indicator refers to any officially recognized participation in international cybersecurity 
platforms and forums. Such cooperative initiatives include those undertaken by (but not limited to): United 
Nations General Assembly; International Telecommunication Union (ITU); Interpol / Europol; The 
Organization for Economic Cooperation and Development (OECD); UN Organizations on Drug and Crime 
Problems (UNODC); UN Interregional Crime and Justice Research Institute (UNICRI); Internet Corporation 
for Assigned Names and Numbers (ICANN); International Organization for Standardization (ISO); The 
International Electrotechnical Commission (IEC); Internet Engineering Task Force; FIRST (Forum of Incident 
Response and Security Teams). Please specify any officially recognized participation in regional and/or/ 
international cybersecurity platforms and forums. 

Methodology 

The statistical model used will be based on a Multi-Criteria Analysis (MCA). The MCA establishes 
preferences between options by reference to an explicit set of identified objectives and for which there are 
established measurable criteria to assess the extent to which the objectives have been achieved. A simple 
linear additive evaluation model will be applied. The MCA performance matrix describes the options and 
each column describes the performance of the options against each criterion. The individual performance 
assessment is numerical.  
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The benchmark scoring will be based on the indicators below, each of which is weighted equally (although 
the weighting for the sub-categories will be slightly higher than others since some contain more sub-
groups). 0 points are allocated where there are no activities; 1 point is allocation for partial action; and 2 
points for more comprehensive action. Total points allocated for each category are: 

 
1. Legal Measures    4 
A. Criminal Legislation    2 
B. Regulation & Compliance.    2 
   
2. Technical Measures     6 
A. CERT/CIRT/CSIRT    2 
B. Standards     2 
C. Certification     2 
   
3. Organizational Measures    8 
A. Policy     2 
B. Roadmap for Governance   2 
C. Responsible Agency    2 
D. National Benchmarking   2 
   
4. Capacity building     8 
A. Standardization Development  2 
B. Manpower Development   2 
C. Professional Certification   2 
D. Agency Certification    2 
  
5. Cooperation   8 
A. Intra-state Cooperation   2 
B. Intra-agency Cooperation   2 
C. Public-Private Partnerships   2 
D. International Cooperation   2 

 

 

Notation: 

𝑥𝑞𝑐  Value of the individual indicator q for country c, with q=1,..., Q and c=1,..., M.  

𝐼𝑞𝑐  Normalized value of individual indicator q for country c  

𝐶𝐼𝑐  Value of the composite indicator for country c 

 The benchmark used will be the score of the hypothetical country that maximizes the overall 
readiness (34) points. The resulting composite index will range between zero (worst possible 
readiness) and 1 (the benchmark): 

𝐶𝐼𝑐  =  
𝐼𝑞𝑐
34

 

The normalization technique will be based on a ranking method: 

𝐼𝑞𝑐 = 𝑅𝑎𝑛𝑘 (𝑥𝑞𝑐) 

Impact 

The long-term aim of the GCI is to drive further efforts in the adoption and integration of cybersecurity on 
a global scale. A comparison of national cybersecurity strategies will reveal those states with high rankings 
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in specific areas, and consequently expose lesser-known yet successful cybersecurity strategies. This can 
prompt increased information sharing on deploying cybersecurity for those states at different levels of 
development as well. By measuring the level of cybersecurity preparedness in various areas, the index will 
allow states to assess where they are on a scale of development, where they need to make further 
improvements and how far they are from implementing an acceptable level of cybersecurity. All states are 
moving towards a more digitized and connected environment, and adopting cybersecurity early on can 
enable the deployment of more secure and resilient infrastructure. 
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Annex 2: Sample questionnaire 

 

 

 

 

 

 

QUESTIONNAIRE  

GLOBAL CYBERSECURITY INDEX 
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RESPONDING COUNTRY 

(including contact information): 

 

QUESTIONS RESPONSES 

1A. Please specify any criminal legislation regarding cyber activities 

Include URL, title of laws/acts/articles, and/or wording 

 

1B. Please specify any cybersecurity regulation and compliance requirements 

Include URL, title of laws/acts/articles, and/or wording 

 

2A. Please specify the names and number of officially approved national or 
sector-specific CERT, CIRT or CSIRT teams, and whether they are legally 
mandated or not 

Include URL, official name, and contact details 

 

2B. Please specify any officially-approved national (and sector specific) 
cybersecurity frameworks for implementing internationally recognized 
cybersecurity standards 

Include URL, official name of framework, responsible agency (and contact details) 
and short description 

 

2C. Please specify any officially approved national (and sector specific) 
cybersecurity frameworks for the certification and accreditation of national 
agencies and public sector professionals 

Include URL, official name of framework, responsible agency (and contact details) 
and short description 

 

3A. Please specify any officially recognised national or sector-specific 
cybersecurity strategy and/or policy 

Include URL, official name of strategy/policy, responsible agency (and contact 
details) and short description 

 

3B. Please specify any officially recognised national or sector-specific 
governance roadmap for cybersecurity 

Include URL, official name of roadmap, responsible agency (and contact details) 
and short description 

 

3C. Please specify any officially recognised national or sector-specific agency 
responsible for implementing a national cybersecurity 
strategy/policy/roadmap 

Include URL, official name of responsible agency (and contact details) and short 
description of responsibilities 

 

3D. Please specify any officially recognised national or sector-specific 
benchmarking exercises or referential used to measure cybersecurity 
development 

Include URL, official name of benchmarking exercise, responsible agency (and 
contact details) and short description 

 

4a. Please specify any officially recognized national or sector-specific research 
and development (R&D) programs/projects for cybersecurity standards, good 
practices and guidelines to be applied in either the private or the public sector 

Include URL, official name(s) of programs/projects/good practices/guidelines, 
responsible agency(ies) (and contact details) and short description 
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4B. Please specify any officially recognized national or sector-specific 
educational and professional training programs for raising awareness with the 
general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private 
sector 

Include URL, official name(s) of programs/projects, responsible agency(ies) (and 
contact details) and short description 

 

4C. Please specify the number of public sector professionals certified under 
internationally recognized certification programs in cybersecurity 

Include type of certification and certificating agency  

 

4D. Please specify the number of certified government and public sector 
agencies certified under internationally recognized standards in cybersecurity 

Include type of certification and certificating agency 

 

5A. Please specify any officially recognized national or sector-specific 
partnerships for sharing cybersecurity assets across borders with other nation 
states 

Include URL, official name of partnership, responsible national agency (and 
contact details), participating countries, and short description 

 

5B. Please specify any officially recognized national or sector-specific 
programs for sharing cybersecurity assets within the public sector 

Include URL, official name of program, responsible agency (and contact details), 
participating organizations, and short description 

 

5C. Please specify any officially recognized national or sector-specific 
programs for sharing cybersecurity assets between the public and private 
sector 

Include URL, official name of program, responsible national agency (and contact 
details), participating organizations, and short description 

 

5D. Please specify any officially recognized participation in regional and/or 
international cybersecurity platforms and forums 

Include URL, official name of platform/forum, responsible national agency (and 
contact details), participating countries, and short description 

 

T H A N K  Y O U !  
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Annex 3: Cyberwellness country profiles A-Z 

The profiles in this annex were updated in December 2014. For more up to date information, kindly 
consult our online profiles on ITU website at http://www.itu.int/en/ITU-
D/Cybersecurity/Pages/default.aspx 

TABLE OF CONTENT  

 Country Page   Country Page 

1 Afghanistan 44  32 Cape-Verde 125 

2 Albania 46  33 Central African Republic 127 

3 Algeria 49  34 Chad 129 

4 Andorra 52  35 Chile 131 

5 Angola 54  36 China 134 

6 Antigua and Barbuda 56  37 Colombia 137 

7 Argentina 58  38 Comoros 140 

8 Armenia 61  39 Congo DRC 142 

9 Australia 63  40 Congo 144 

10 Austria 66  41 Costa Rica 147 

11 Azerbaijan 69  42 Cote d’Ivoire 150 

12 Bahamas 72  43 Croatia 153 

13 Bahrain 74  44 Cuba 156 

14 Bangladesh  77  45 Cyprus 158 

15 Barbados 80  46 Czech Republic 160 

16 Belarus 83  47 DPR Korea 163 

17 Belgium 85  48 Denmark 165 

18 Belize 87  49  Djibouti 168 

19 Benin 89  50 Dominica 170 

20 Bhutan 91  51 Dominican Republic 172 

21 Bolivia  93  52 Ecuador 175 

22 Bosnia and Herzegovina 96  53 Egypt 178 

23 Botswana 99  54 El Salvador 182 

24 Brazil 102  55 Equatorial Guinea 184 

25 Brunei 106  56 Eritrea 186 

26 Bulgaria 109  57 Estonia 188 

27 Burkina Faso 112  58 Ethiopia 190 

28 Burundi 115  59 Fiji 192 

29 Cambodia 117  60 Finland 194 

30 Cameroon 119  61 France 197 

31 Canada 122  62 Gabon 200 

http://www.itu.int/en/ITU-D/Cybersecurity/Pages/default.aspx
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/default.aspx
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 Country Page   Country Page 

63 Gambia 202  98 Liberia 284 

64 Georgia 204  99 Libya  286 

65 Germany 206  100 Liechtenstein 289 

66 Ghana 208  101 Lithuania 291 

67 Greece 210  102 Luxembourg 294 

68 Grenada 213  103 Macedonia 296 

69 Guatemala 215  104 Madagascar  298 

70 Guinea 218  105 Malawi 300 

71 Guinea-Bissau 220  106 Malaysia 302 

72 Guyana 222  107 Maldives  305 

73 Haiti 224  108 Mali 307 

74 Honduras 226  109 Malta 309 

75 Hong Kong 228  110 Marshal Islands  311 

76 Hungary 231  111 Mauritania  313 

77 Iceland 234  112 Mauritius  315 

78 India 237  113 Mexico 318 

79 Indonesia 239  114 Micronesia  320 

80 Iran 242  115 Moldova  322 

81 Iraq 244  116 Monaco 325 

82 Ireland 246  117 Mongolia 327 

83 Israel 248  118 Montenegro 329 

84 Italy  251  119 Morocco 332 

85 Jamaica 254  120 Mozambique  335 

86 Japan 256  121 Myanmar 337 

87 Jordan 259  122 Namibia 339 

88 Kazakhstan 261  123 Nauru 341 

89 Kenya  263  124 Nepal 343 

90 Kiribati 266  125 Netherlands 345 

91 Korea 268  126 New Zealand 348 

92 Kuwait 271  127 Nicaragua  351 

93 Kyrgyzstan 273  128 Niger 353 

94 Lao PDR 275  129 Nigeria 355 

95 Latvia 277  130 Norway 358 

96 Lebanon 280  131 Oman 360 

97 Lesotho 282  132 Pakistan 363 
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 Country Page   Country Page 

133 Palau 365  165 St. Vincent and the Grenadines  440 

134 Palestine 367  166 Sudan ( Republic of) 443 

135 Panama 369  167 Suriname 445 

136 Papua New Guinea  371  168 Swaziland 447 

137 Paraguay 373  169 Sweden 449 

138 Peru 375  170 Switzerland 452 

139 Philippines  377  171 Syria  454 

140 Poland 379  172 Tajikistan  456 

141 Portugal 381  173 Tanzania  458 

142 Qatar 383  174 Thailand  461 

143 Romania 386  175 Timor-Leste 464 

144 Russia 389  176 Togo 466 

145 Rwanda 393  177 Tonga  468 

146 Saint Lucia 395  178 Trinidad and Tobago  470 

147 Samoa 397  179 Tunisia  472 

148 San Marino 400  180 Turkey  475 

149 Sao Tome 402  181 Turkmenistan 478 

150 Saudi Arabia 405  182 Tuvalu  480 

151 Senegal 406  183 Uganda  482 

152 Serbia  408  184 Ukraine 485 

153 Seychelles  411  185 United Arab Emirates  488 

154 Sierra Leone  413  186 United Kingdom   490 

155 Singapore 415  187 United States  493 

156 Slovakia  418  188 Uruguay 497 

157 Slovenia 421  189 Uzbekistan 500 

158 Solomon Island 423  190 Vanuatu 502 

159 Somalia  425  191 Vatican City State - 

160 South Africa 427  192 Venezuela  504 

161 South Sudan 430  193 Vietnam 507 

162 Spain 432  194 Yemen  509 

163 Sri Lanka 434  195 Zambia 511 

164 St. Kitts and Nevis  437  196 Zimbabwe  513 
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CYBERWELLNESS PROFILE 

 AFGHANISTAN 
 

 

BACKGROUND 

Total Population: : 33 397 000 

data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 5.90% 

(data source: ITU Statistics, 2013) 

 
1. CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Afghanistan does not have any officially recognized criminal legislation pertaining to cybercrime. 

1.1.2  REGULATION AND COMPLIANCE 

Afghanistan does not have any officially recognized regulation pertaining to data protection, breach notification 

and certification requirement. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU completed a CIRT readiness assessment for Afghanistan at Maldives in August 2010 (3-5th August 2010). 
Afghanistan has an officially recognized national CIRT (AFCERT). AFCERT is under the Information and Cyber 
Security Directorate (ICSD). The role of AFCERT is to actively work with law enforcement to combat cybercrimes 
in the country.  

1.2.2 STANDARDS 

Afghanistan does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Afghanistan Root Certificate Authority (ARCA) has an officially approved national (and sector specific) 
cybersecurity framework for the certification and accreditation of Public Key Infrastructure (PKI) and Certificate 
Authority (CA). 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Afghanistan has a draft of the national cybersecurity strategy which will be presented to National ICT Council for 
endorsement in August 2014.  

1.3.2 ROADMAP FOR GOVERNANCE 

Information and Cyber Security Directorate (ICSD) is responsible for providing a national governance roadmap 
for cybersecurity in Afghanistan. 

1.3.3 RESPONSIBLE AGENCY 

ICSD, in coordination with the National ICT Council, is the officially recognized agency responsible for 
implementing a national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Afghanistan does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.nic.af/
http://mcit.gov.af/en/page/22
http://mcit.gov.af/en/page/22
http://commons.wikimedia.org/wiki/File:Flag_of_Afghanistan.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Afghanistan does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Afghanistan has officially recognized national or sector-specific educational and professional training programs 
for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. The Ministry of 
Communication and Information Technology (MCIT) has organized a series of trainings for the government 
employees and academia, so far more than 900 people are trained. Currently the second phase of the training 
for 750 people is underway for 4 months. This program runs until 2016. 

1.4.3 PROFESSIONAL CERTIFICATION 

Afghanistan does not have the exact numbers of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Afghanistan does not have any government or public sector agencies certified under internationally recognized 
standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Afghanistan does not have any officially recognized national framework for sharing cybersecurity asset across 
with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Afghanistan does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Afghanistan does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Afghanistan is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 

ICSD, e-Gov, Technology and innovation directorates along with Afghan Telecommunications Regulatory 
Authority (ATRA) have been taking part in international cybersecurity workshops, conferences and forums. 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Afghanistan does not have any officially recognized national legislation pertaining to child online protection. 
2.2 UN CONVENTION AND PROTOCOL 

Afghanistan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Afghanistan has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Afghanistan does not have any officially recognized agency that offers intuitional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Afghanistan does not have any officially recognized agency that offers an avenue for the reporting of incidents 
related to child online protection. 

http://www.atra.gov.af/
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

ALBANIA 

 

 

BACKGROUND 

Total Population: 3 227 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 60.10% 

(data source: ITU Statistics, 2013) 

 

 

1. CYBERSECURITY 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation pertaining to cybercrime is mandated through the following legal instruments: 

- Albanian penal code 

- Electronic communications law. 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation to cybersecurity has been enacted through the following instruments:  

-Law on Protection of personal Data 

-Law on copyright and other related rights. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU completed a CIRT readiness assessment for Albania at Belgrade in 2010. Albania has an officially recognized 
national CIRT (ALCIRT).  

1.2.2 STANDARDS 

Albania does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Albania does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Albania does not yet have any officially recognized national cybersecurity strategy. However ALCIRT together 
with an interagency working group is working on drafting a policy paper for cybersecurity. 

1.3.2 ROADMAP FOR GOVERNANCE 

Albania does not yet have any national governance roadmap for cybersecurity. However it will be included in the 
policy paper for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The officially recognized CIRT (ALCIRT) is the legal mandated Agency created by Decision of Council of Ministers 
to implement a national cybersecurity policy-paper strategy. 

 

1.3.4 NATIONAL BENCHMARKING 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.akshi.gov.al/Legjislacioni/legjislacioni_mbi_krimin_kibernetik.pdf
http://www.informatica-juridica.com/anexos/Law_9918_2008_19_05_2008_Electronic_Communications_Albania.asp
http://kmdp.al/images/Legjislacion/Ligje/ligji_nr_9887_date_10_03_2008_i_ndryshuar.pdf
http://www.wipo.int/wipolex/fr/text.jsp?file_id=223431
http://www.cirt.gov.al/
http://www.cirt.gov.al/
http://www.cirt.gov.al/
http://commons.wikimedia.org/wiki/File:Flag_of_Albania.svg
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Albania does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Albania does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

The officially recognized CIRT (ALCIRT) is the legal mandated Agency created by Decision of Council of Ministers 
to organize awareness campaigns, trainings, publish informative materials either for the private or public sector. 

1.4.3 PROFESSIONAL CERTIFICATION 

Albania does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Albania does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Albania does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Albania does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Albania does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Albania is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Albania 
participated in the ITU Regional Forum on Cybersecurity for Europe and CIS in October 2012 at Sofia, Bulgaria. 
Albania participated in the International Cyber Shield Exercise 2014 in Turkey (ICSE 2014). 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION AND STRATEGY 

Specific legislation on child protection has been enacted through the following instruments: 

-Article 117 of the Criminal Code 

-Law N. 23/201231. 

Objectives 4.2 and 5.2 of the National Child Strategy of Albania refer to the protection from inappropriate and 
harmful content and establishment of helplines. 
2.2 UN CONVENTION AND PROTOCOL 

Albania has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. 

Albania has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 

 

 

http://www.cirt.gov.al/
http://www.icse2014.org/
http://www.legislationline.org/documents/section/criminal-codes/country/47
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/documents/reports-presentations/2571_Child_benchmark_study_V32_pub_4_Dec12.pdf
http://www.crca.al/sites/default/files/publications/National%20Strategic%20Plan.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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2.3 INSTITUTIONAL SUPPORT 

Albania does not have any officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Albanian National Child Helpline (ALO 116 ANCH) is a free service available to children and youth 24/7, website 
under construction as of 05.05.14. 
  

http://www.alo116.al/
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CYBERWELLNESS PROFILE 

 ALGERIA 

 

 

BACKGROUND 

Total Population: 36 486 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 16.50% 

(data source: ITU Statistics, 2013) 

 

 

1. CYBERSECURITY 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-Penal Code -Law for Post and 

Telecommunications 

-Law to prevent and combat ICT 

crime. 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following 

instruments: 

-Law on Electronic Signature -Executive Decree 07-162.  

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Algeria does not have an officially recognized national CIRT. United States Agency for International Development 
(USAID) is assisting the Algerian government in developing its own national CIRT capability. 

1.2.2 STANDARDS 

Algeria does not have an officially recognized national (and sector specific) cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Algeria does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. However an inter-ministerial 
committee has been established and is working on it. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Algeria does not have an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Algeria does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

Algeria does not have an officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap. However a National Prevention and Control Body will be set up. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.droit.mjustice.dz/legisl_nouveau/code_penal_2010/fr/index.html
http://www.algerietelecom.dz/veilletech/bulletin12/pdf/8.pdf
http://www.algerietelecom.dz/veilletech/bulletin12/pdf/8.pdf
http://www.joradp.dz/FTP/jo-francais/2009/F2009047.pdf
http://www.joradp.dz/FTP/jo-francais/2009/F2009047.pdf
http://ec.europa.eu/information_society/newsroom/cf/dae/document.cfm?doc_id=3669
http://www.mptic.dz/fr/docs/Decrets%20executifs/07-162%20Fr.pdf
http://www.usaid.gov/
http://commons.wikimedia.org/wiki/File:Flag_of_Algeria.svg
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1.3.4 NATIONAL BENCHMARKING 

Algeria does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Algeria does not have any officially recognized national or sector-specific research and development 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Algeria does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors.  

However there are several academic clubs in Algeria that are active in this field such as student clubs of the 
National Superior School of Computer Science (ENSI). 

1.4.3 PROFESSIONAL CERTIFICATION 

Algeria does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Algeria does not have any government or public sector agencies certified under internationally recognized 
standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Algeria have official 
recognized partnerships with the following organizations: 

-France cooperation for Information Society  -Bilateral Agreement with United States. 

1.5.2 INTRA-AGENCY COOPERATION 

Algeria does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Algeria does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Algeria is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Algeria 
participated in the 2012 ITU-IMPACT Workshop on Cyber Drill in Jordan and in the ITU RCC Regional cybersecurity 
Forum Cyber Drill 2013 in Oman. 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-The Criminal Code (Article 303, 324-344 and 347) 

-Law to prevent and combat ICT crime (Article 12). 
2.2 UN CONVENTION AND PROTOCOL 

Algeria has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Algeria has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography 

http://en.esi.dz/
http://en.esi.dz/
http://ec.europa.eu/world/enp/pdf/country/2011_enpi_nip_algeria_en.pdf
http://www.droit.mjustice.dz/legisl_nouveau/code_penal_2010/fr/index.html
http://www.joradp.dz/FTP/jo-francais/2009/F2009047.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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2.3 INSTITUTIONAL SUPPORT 

Algeria does not have an officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Algeria does not have an officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 
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CYBERWELLNESS PROFILE  

PRINCIPALITY OF ANDORRA 

 

 

BACKGROUND 

Total Population: 79 300 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 94.00%  

(data source: ITU Statistics, December 2013) 

  
1. CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Penal Code. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Data Protection 

- Electronic Signature. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Andorra does not have any officially recognized national CIRT.  

1.2.2 STANDARDS 

Andorra does not have any officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Andorra.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Andorra does not have any officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Andorra. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Andorra. 

1.3.4 NATIONAL BENCHMARKING 

Andorra does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  

 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/


Global Cybersecurity Index & Cyberwellness Profiles 

 53 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Andorra does not have an officially recognized national or sector-specific research and development program or 
project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Andorra.  

1.4.3 PROFESSIONAL CERTIFICATION 

Andorra does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Andorra does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Andorra does not have any framework to facilitate sharing of cybersecurity assets across borders or with other 
nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Andorra does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Andorra. 

1.5.4 INTERNATIONAL COOPERATION 

Andorra is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Articles 155-157 of the Criminal Code. [Article 155 modified by the Law 15/2008]. 
2.2 UN CONVENTION AND PROTOCOL 

Andorra has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. 

Andorra has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Andorra.  
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Andorra.   

 

 

 

 
  

http://www.impact-alliance.org/home/index.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

REPUBLIC OF ANGOLA  

 

 

BACKGROUND 

Total Population: 20 163 000 

(data source: United Nations Statistics Division, 
December 2012) 

          Internet users, percentage of population: 
19.10%  

          (data source: ITU Statistics, December 2013) 

  

 

1. CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Penal Code. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Law on Electronic Signature  

- Law on Data Protection. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Angola does not have an officially recognized national CIRT. A CIRT readiness assessment was conducted for 
Angola in 2014 by ITU. 

1.2.2 STANDARDS 

Angola does not have an officially approved national or sector specific cybersecurity framework for implementing 
internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Angola.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Angola does not have any officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Angola. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Angola. 

1.3.4 NATIONAL BENCHMARKING 

Angola does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Angola does not have an officially recognized national or sector-specific research and development program or 
project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Angola.  

1.4.3 PROFESSIONAL CERTIFICATION 

Angola does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Angola does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Angola does not have any framework to facilitate sharing of cybersecurity assets across borders or with other 
nation states 

1.5.2 INTRA-AGENCY COOPERATION 

Angola does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Angola. 

1.5.4 INTERNATIONAL COOPERATION 

Angola is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Article 184* of the Criminal Code  

- Articles 12, 13, 16 and 17* of the Law to Combat Crime in the Field of ICT and Information Society. 
2.2 UN CONVENTION AND PROTOCOL 

Angola has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Angola has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Angola. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Angola.   

 
  

http://www.impact-alliance.org/home/index.html
http://www.minjus.gov.ao/VerLegislacao.aspx?id=443
http://www.mtti.gov.ao/VerLegislacao.aspx?id=456
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

ANTIGUA AND BARBUDA  

 

 

BACKGROUND 

Total Population: 90, 800 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 63.40% 

(data source: ITU Statistics, December 2013) 

  
1. CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instruments: 

- The Computer Misuse Act 

- The Telecommunications Act 

- The Electronic Transactions Bill 

- The Electronic Transfer of Funds Crimes Act. 
1.1.2 REGULATION AND COMPLIANCE 
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Electronic Transactions Bill 

- Electronic Evidence Act 

- Electronic Crimes Act 

- Data Protection Act. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
Antigua and Barbuda does not have any officially recognized national CIRT.  

1.2.2 STANDARDS 
Antigua and Barbuda does not have any officially approved national or sector specific cybersecurity framework 
for implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Antigua and Barbuda.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Antigua and Barbuda has the Information and Communication technologies (ICTs) draft policy. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Antigua and Barbuda. 

1.3.3 RESPONSIBLE AGENCY 

The Telecommunications Division, Ministry of Information, Broadcasting and Telecommunications and the Royal 
Police Force of Antigua and Barbuda are the agencies responsible for cybersecurity. 

1.3.4 NATIONAL BENCHMARKING 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.laws.gov.ag/bills/2006/computer-misuse-bill-2006.pdf
http://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CB8QFjAA&url=http%3A%2F%2Fwww.redgealc.net%2Fdownload.php%3Flen%3Dpt%26id%3D2756%26nbre%3DICT.pdf%26ti%3Dapplication%2Fpdf%26tc%3DContenidos&ei=AsT9VOGQJsv9Uq6kgig&usg=AFQjCNHJv3H3VxT3I28ZWHdGnqa2iQkUFg&bvm=bv.87611401,d.d24
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Antigua and Barbuda does not have any officially recognized national benchmarking or referential to measure 
cybersecurity development.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Antigua and Barbuda does not have any officially recognized national or sector-specific research and 
development program or project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

Antigua and Barbuda held the First National Workshop on Cyber Security and Incident Response. The workshop’s 
objectives, and the objectives of the government of Antigua and Barbuda, were to conduct a national security 
self-assessment in order to identify vulnerabilities particular to the cyber domain, and to create a governmental 
Cyber Security Incident Response Team. Antigua and Barbuda is already home to a Regional Cyber Forensics Lab 
that assists in regional cyber law enforcement, and has started training police officers in cybercrime investigation. 

1.4.3 PROFESSIONAL CERTIFICATION 

Antigua and Barbuda does not have the exact number of public sector professionals certified under 
internationally recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Antigua and Barbuda does not have any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Antigua and Barbuda does not have any officially recognized national or sector-specific program for sharing 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Antigua and Barbuda. 

1.5.4 INTERNATIONAL COOPERATION 

Antigua and Barbuda is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 
- Section 15 of the Computer Misuse Act. 
2.2  UN CONVENTION AND PROTOCOL 

Antigua and Barbuda has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the 
Convention on the Rights of the Child. Antigua and Barbuda has acceded, with no declarations or reservations to 
articles 2 and 3, to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, 
Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Antigua and Barbuda.  
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to reporting incidents in Antigua and Barbuda.   
  

http://www.impact-alliance.org/home/index.html
http://www.laws.gov.ag/bills/2006/computer-misuse-bill-2006.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

ARGENTINE REPUBLIC 

 

 

BACKGROUND 

Total Population: 41 119 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 59.90% 

(data source: ITU Statistics, December 2013) 

  

 

1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instrument: 

- Criminal Code. 

1.1.2 REGULATION AND COMPLIANCE 
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Law on Digital Signatures 

- Law on Internet Providers 

- Law on Personal Data Protection. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Argentina has an officially recognized national CIRT known as the Computer Emergency Response Team of the 
Argentine, ArCERT.   

1.2.2 STANDARDS 

There is no information on any officially approved national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards in Argentina. 

1.2.3 CERTIFICATION 
There is no information on any cybersecurity framework for the certification and accreditation of national 
agencies and public sector professionals.  

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

The Oficina Nacional de Tecnologías de Información ONTI is currently working on the second draft of the National 
Cyber Security and Critical Infrastructure Protection Plan 2013–2015. This Plan is based on four pillars: awareness 
raising, securing digital assets, promoting judicial and academic understanding of information security, and 
critical information infrastructure. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national or sector-specific governance roadmap for cybersecurity in Argentina. 

1.3.3 RESPONSIBLE AGENCY 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.infoleg.gov.ar/infolegInternet/anexos/15000-19999/16546/texact.htm#17
https://limeres.com/pdf/1306597377-Argentina%20Personal%20Data%20Protection%20Act%20Law%20Number%2025326%20English%20Translation.pdf
http://www.jefatura.gob.ar/sgp/paginas.dhtml?pagina=27


Global Cybersecurity Index & Cyberwellness Profiles 

 59 

The following agencies are responsible for implementing a national cybersecurity strategy, policy and roadmap 
by respective agencies: 

- ONTI  - ArCERT  

- Argentine Federal Police 

- Argentine National Gendarmerie ANG 

- Programa Nacional de Infrastructuras Criticas ICIC. 

1.3.4 NATIONAL BENCHMARKING 
There is no national benching exercises or referential to measure cybersecurity development in Argentina. 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

ICIC GAP conducts research and preventative actions to reduce security incidents. This is the officially recognized 
national research and development (R&D) program/project for cybersecurity standards, best practices and 
guidelines to be applied in the public sector. 

1.4.2 MANPOWER DEVELOPMENT 
The ICIC has also developed an initiative referred to as Internet Sano (“healthy” or “sound” Internet), which aims 

to promote responsible use of ICTs and the internet. A second awareness raising program called “With you on 

the web” has been developed by the National Directorate for the Protection of Personal Information, under the 

Ministry of Justice and Human Rights. Several institutions of higher learning in Argentina currently offer 

certification and degree programs in a wide range of aspects of cybersecurity, including digital forensics. The 

National Institute for Public Administration (INAP) also reportedly offers training and coursework on 

cybersecurity-related topics. The Argentine Federal Police Cyber Crimes Unit organizes seminars to train staff 

and the general public and works with NGOs, prosecutors and judges. 

1.4.3 PROFESSIONAL CERTIFICATION 

Argentina does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Argentina does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no information about any framework for sharing cybersecurity assets across borders with other nation 
states in Argentina. 

1.5.2 INTRA-AGENCY COOPERATION 

Argentina does not have an officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Argentina does not have an officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Argentina is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Argentina 
hosted the OAS Crisis Management Exercise on Cybersecurity.  

2. CHILD ONLINE PROTECTION 
2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

http://www.jefatura.gob.ar/sgp/paginas.dhtml?pagina=27
http://www.policiafederal.gov.ar/
http://www.fiep.org/associated-forces/argentinian-national-gendarmerie/
http://www.icic.gob.ar/
http://www.icic.gob.ar/
http://www.icic.gob.ar/
http://www.impact-alliance.org/home/index.html
http://www.oas.org/en/topics/cyber_security.asp
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- Article 128* of the Criminal Code 

- Law for the Protection of Children and Adolescents* there is not specifically pertaining to the internet.  
2.2 UN CONVENTION AND PROTOCOL 

Argentina has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Argentina has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

ICIC provides information on general cybersecurity and a link to the governmental initiative aiming to promote 
safety on internet. The Internet Sano initiative provides information* on child online protection for children, 
parents and educators. 
2.4 REPORTING MECHANISM 

InternetSano initiative provides a practical guide to report computer-facilitated offenses. The federal police 
receives complaints about computer incidents through the email address 
delitostecnologicos@policiafederal.gov.ar. 

 

 

 

 

 
  

http://www.infoleg.gov.ar/infolegInternet/anexos/15000-19999/16546/texact.htm#17
http://www.entrerios.gov.ar/CGE/2010/especial/files/2011/02/Ley-de-Educaci%C3%B3n-Nacional-N%C2%B0-26061-Protecci%C3%B3n-Integral-de-los-Derechos-de-Ni%C3%B1as-Ni%C3%B1os-y-Adolescentes.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.icic.gob.ar/
http://www.internetsano.gob.ar/
http://www.internetsano.gob.ar/paginas.dhtml?pagina=1
http://www.internetsano.gob.ar/paginas.dhtml?pagina=1
http://www.internetsano.gob.ar/archivos/instructivo_denuncias.pdf
mailto:delitostecnologicos@policiafederal.gov.ar
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CYBERWELLNESS PROFILE 

 ARMENIA 

 

 

BACKGROUND 

Total Population: 3 109 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 46.30% 

(data source: ITU Statistics, 2013) 

 

1. CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instruments: 

-Penal Code -Law on Electronic Communication.  

1.1.2 REGULATION AND COMPLIANCE 
Armenia does not have specific regulation and compliance requirement pertaining to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU completed a CIRT readiness assessment in October 2011. Armenia has an officially recognized national CIRT 
(CERT AM).  

1.2.2 STANDARDS 

Armenia does not have an officially recognized national (and sector specific) cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Armenia does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Armenia does not have an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Armenia does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

Armenia does not have an officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Armenia does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.parliament.am/legislation.php?sel=show&ID=1349&lang=eng
http://www.psrc.am/en/?nid=198
http://www.cert.am/
http://commons.wikimedia.org/wiki/File:Flag_of_Armenia.svg
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Armenia does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Armenia does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Armenia does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity 

1.4.4 AGENCY CERTIFICATION 

Armenia does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Armenia does not have official recognized partnerships to facilitate sharing of cybersecurity assets across borders 
or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Armenia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Armenia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Armenia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services 

2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-The Criminal Code (Article 263). 
2.2 UN CONVENTION AND PROTOCOL 

Armenia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. 

Armenia has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 

2.3 INSTITUTIONAL SUPPORT 

Armenia does not have an officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Armenia Computer Incident Response Team (CERT AM) is the officially recognized agency that offers an avenue 
for the reporting of incidents related to child online protection. 

 
  

http://www.parliament.am/legislation.php?sel=show&ID=1349&lang=eng
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.cert.am/
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CYBERWELLNESS PROFILE 

 AUSTRALIA  

 

 

BACKGROUND 

Total Population: 22 919 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 83.00% 

(data source: ITU Statistics, 2013) 

  

 

1.CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instrument: 

- Cybercrime Legislation Amendment Act 2012.  

1.1.2 REGULATION AND COMPLIANCE 
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- National Plan to Combat Cybercrime 

- Australian Communications and Media Authority (ACMA) 

enforces the Spam Act. 

- Australian Cybercrime Online Reporting Network 

- Data breach notification 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

CERT Australia is the officially recognized national computer emergency response team (CERT). In addition the 
Cyber Security Operations Centre (CSOC) is also responsible for coordinating and assisting operational responses 
to cyber events of national importance across government and systems of national importance. 

1.2.2 STANDARDS 

The ASD is responsible for producing ICT security policy and standards for the government and publishes these 
in the Australian Government Information Security Manual.  

1.2.3 CERTIFICATION 
The Emanation Security Program is responsible for the framework for certification and accreditation of national 
agencies and public sector professionals, and sets out the requirements for government and industry agencies 
to be formally recognised by the national authority. ASD conducts emanation security practices to national 
standards.  
 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Australia has officially recognized the National Plan to Combat Cybercrime  and the Cyber Security Strategy as 
the national strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

The national governance roadmap for cybersecurity is elaborated in the National Security Information 
Environment Roadmap: 2020 Vision. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.comlaw.gov.au/Details/C2012A00120
http://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0CB8QFjAA&url=http%3A%2F%2Fwww.ag.gov.au%2FCrimeAndCorruption%2FCybercrime%2FDocuments%2FNational%2520Plan%2520to%2520Combat%2520Cybercrime.doc&ei=9tmzVNzWI8vZPaHOgBA&usg=AFQjCNHv8sEHdss8y7nW15zNZWlUYC-Z7A&bvm=bv.83339334,d.ZWU
http://www.acma.gov.au/Citizen/Take-action/Complaints/Spam-complaints
http://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=3&ved=0CCsQFjAC&url=http%3A%2F%2Fwww.austlii.edu.au%2Fau%2Flegis%2Fcth%2Fconsol_act%2Fsa200366%2F&ei=NuOzVP7bIMX1OM2XgKAG&usg=AFQjCNHwV7DlxAa6l0c2GA1fadkhmmpjhw&bvm=bv.83339334,d.ZWU
http://www.acorn.gov.au/
http://www.oaic.gov.au/privacy/privacy-resources/privacy-guides/data-breach-notification-a-guide-to-handling-personal-information-security-breaches
https://www.cert.gov.au/
http://www.asd.gov.au/infosec/csoc.htm
http://www.asd.gov.au/index.htm
http://www.asd.gov.au/infosec/ism/
http://www.asd.gov.au/infosec/emsec.htm
http://www.asd.gov.au/index.htm
http://www.ag.gov.au/CrimeAndCorruption/Cybercrime/Documents/national-plan-to-combat-cybercrime.pdf
http://www.ag.gov.au/RightsAndProtections/CyberSecurity/Documents/AG%20Cyber%20Security%20Strategy%20-%20for%20website.pdf
http://web.archive.org/web/20110311232850/http:/www.dpmc.gov.au/national_security/docs/national_security_information_environment_roadmap.pdf
http://web.archive.org/web/20110311232850/http:/www.dpmc.gov.au/national_security/docs/national_security_information_environment_roadmap.pdf
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1.3.3 RESPONSIBLE AGENCY 

The following are the officially recognized agencies responsible for cybersecurity in Australia:   

- The Cyber Policy and Intelligence Division  - The Attorney-General's Department 

- The Department of Prime Minister and Cabinet - The Australian Signals Directorate. 

1.3.4 NATIONAL BENCHMARKING 

In Australia the Federal Government entities subject to the Public Governance, Performance and Accountability 
Act 2013 participate in annual benchmarking of their ICT activities. 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Currently Australia does not have any national or sector-specific recognized body or framework responsible for 
Research and development (R&D) of cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 
The following programs have been put in place fostering educational and professional programs for raising 
awareness, higher education:- Cybersmart        - Stay Smart Online            - Budd:e Cybersecurity 
builder. 

1.4.3 PROFESSIONAL CERTIFICATION 

Australia does not have a recognized national or sector-specific body for certifying professionals in cybersecurity. 
Currently there is no record showing the number of public sector professionals who are certified in the area of 
cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

In Australia there is no recognized national or sector-specific body for certifying agencies in the area of 
cybersecurity.  

1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Australia has officially 
recognized the following partnerships: 

- Statement of Intent regarding the Cooperation on Cybersecurity and Cyber Incident Response between the 
United States Department of Homeland Security (DHS) and the Attorney-General's Department (AGD) of the 
Commonwealth of Australia. 

- CERT Australia has direct working relationships and a range of bilateral and multilateral agreements with 
government and business computer emergency response teams around the world. 

1.5.2 INTRA-AGENCY COOPERATION 

Through the Govdex and Govshare platforms, agencies are encouraged and supported to share knowledge, skills, 
and resources in the pursuit of more effective, efficient and innovative solutions. These are the nationally 
recognized platforms for sharing cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 
The Trusted Information Sharing Network (TISN) is the framework for sharing cybersecurity assets between the 

public and private sectors in Australia. 

1.5.4 INTERNATIONAL COOPERATION 

Australia participates in the following:  

- UN GGE       - ASEAN 
CERT Australia is a member of APCERT  and FIRST. 

 

 

 

http://www.ag.gov.au/RightsAndProtections/CyberSecurity/Pages/default.aspx
http://www.comlaw.gov.au/Details/C2014C00317
http://www.comlaw.gov.au/Details/C2014C00317
http://www.finance.gov.au/governance-awards-data/ict-benchmarking
http://www.cybersmart.gov.au/
http://www.staysmartonline.gov.au/
https://budd-e.staysmartonline.gov.au/
https://budd-e.staysmartonline.gov.au/
http://www.ag.gov.au/RightsAndProtections/FOI/Documents/Statement%20of%20Intent%20re%20Cooperation%20on%20Cyber%20Security%20Incident%20Response%20signed%2015052012.PDF
https://www.cert.gov.au/
https://govdex.gov.au/
https://www.govshare.gov.au/
http://www.tisn.gov.au/Pages/default.aspx
http://www.asean.org/asean/asean-member-states
https://www.cert.gov.au/
http://www.apcert.org/
http://www.first.org/
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2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

-Divisions 273 and 474 (subdivisions D-F) of the Criminal code. 
2.2 UN CONVENTION AND PROTOCOL 

Australia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Australia has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Australian Communications and Media Authority ACMA and Stay smart online are the institutions 
responsible for child online protection. 
2.4 REPORTING MECHANISM 

Inappropriate and offensive content can be reported directly to the CERT Australia on the number:  1300 172 
499 (24 hours) and by the e-mail info@cert.gov.au. Also online content complaints can be directed to ACMA.   

 

 

 

 

 

 

 

 

http://www.comlaw.gov.au/Details/C2012C00776
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.acma.gov.au/
http://www.staysmartonline.gov.au/
https://www.cert.gov.au/
mailto:info@cert.gov.au
http://www.acma.gov.au/
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CYBERWELLNESS PROFILE 

 AUSTRIA 
 

 

BACKGROUND 

Total Population: 8 429 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 80.62% 

(data source: ITU Statistics, December 2013) 

  

1. CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instrument: 

- Penal Code. 

1.1.2 REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- E-Commerce Act - The Austrian E-Government Act 

- Federal Electronic Signature Law - Federal Act on the Protection of Personal Data 

- Austrian Signature Ordinance.  

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Austria has an officially recognized government CIRT (GovCERT.AT) and a military CERT (milCERT) operated by 
the Defence Agency (Abwehramt) and the Command Support Centre (Führungsunterstützungszentrum) of the 
Federal Ministry of Defense and Sports (BMVLS). 

1.2.2 STANDARDS 

There is no available information regarding any officially approved national (and sector specific) cybersecurity 
frameworks for implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no available information regarding any officially approved national (and sector specific) cybersecurity 
frameworks for the certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
 ty strategyAustrian cybersecuriin 2012 and an  National ICT Security StrategyAustria has officially recognized a 

in 2013. 

1.3.2 ROADMAP FOR GOVERNANCE 

The implementation of the measures adopted by the federal government in March 2013 in order to increase 
national cyber security are monitored by the Cyber Security Steering Group (consisting of members liaising with 
the National Security Council as well as the cyber security experts of all ministries) which provides the national 
governance roadmap for cybersecurity in Austria. 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.ris.bka.gv.at/GeltendeFassung.wxe?Abfrage=Bundesnormen&Gesetzesnummer=10002296
http://www.ris.bka.gv.at/Dokument.wxe?Abfrage=Erv&Dokumentnummer=ERV_2001_1_152
http://www.a-sit.at/pdfs/e-govg_engl.pdf
http://www.ris.bka.gv.at/Dokument.wxe?Abfrage=Erv&Dokumentnummer=ERV_1999_1_190
http://www.ris.bka.gv.at/Dokument.wxe?Abfrage=Erv&Dokumentnummer=ERV_1999_1_165
http://www.signatur.rtr.at/repository/legal-sigg5nov-20080107-de.pdf
http://www.govcert.gv.at/
http://www.bmi.gv.at/cms/BMI_Service/cycer_security/130415_strategie_cybersicherheit_en_web.pdf
http://www.digitales.oesterreich.gv.at/DocView.axd?CobId=48411
http://upload.wikimedia.org/wikipedia/commons/4/41/Flag_of_Austria.svg
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1.3.3 RESPONSIBLE AGENCY 
The Cybersecurity Steering Group and the Cyber Crime Competence Center (C4) of the Federal Ministry of the 
Interior (BM.I) are the national coordination and reporting bodies for combating cybercrime and the officially 
recognized agencies responsible for implementing a national cybersecurity strategy, policy and roadmap in 
Austria. 

1.3.4 NATIONAL BENCHMARKING 
Every year the government publishes a cybersecurity report used to measure cybersecurity development in 

Austria. 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

The Austrian IT Security Handbook contributes to the research and development (R&D) program/project for 
cybersecurity standards, best practices and guidelines to be applied in either the private or the public sector. 
Also the Austrian security research funding program (KIRAS) is a national program to promote safety research in 
Austria. KIRAS supports national research projects with the aim of increasing the security of Austria and its 
people. 

1.4.2 MANPOWER DEVELOPMENT 
The European Cybersecurity Month in Austria provides educational and professional training programs for raising 

awareness with the general public, promoting cybersecurity courses in higher education and promoting 

certification of professionals in either the public or the private sectors.  

1.4.3 PROFESSIONAL CERTIFICATION 

There is no available information regarding the exact number of public sector professionals certified under 
internationally recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

The number of certificates accredited by national accredited bodies against ISO/IEC 27001 was 28 in 2012.  
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Austria has officially 
recognized partnerships with the following organizations:  

-Coalition Warrior Interoperability eXploration, eXperimentation, eXamination, eXercise (CWIX) - The exercise 
held in Poland in June 2013 provided an opportunity to perform technical and operational tests with deployment-
oriented systems, services and applications.  Cybersecurity Platform (CECSP) was founded in May 2013 on the 
initiative of Austria and the Czech Republic and aims to enable the information, best practices, lessons learned 
and know-how sharing about cyber threats and potential or (un)successfully carried out cyber-attacks. 

1.5.2 INTRA-AGENCY COOPERATION 

The ICT Security Portal is a measure defined in the Austrian Cybersecurity Strategy and is officially recognized as 
the national or sector-specific program for sharing cybersecurity assets within the public sector. It was launched 
as an inter-ministerial initiative in cooperation with the Austrian economy. The aim of the Web platform, which 
went online in 2013, is to raise awareness and it serves as a valuable source for information and communication 
for different target groups. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Austria has officially recognized the following national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector.  

- The Private Public Partnership Program for Critical Infrastructure Protection (APCIP) with the objective to 
develop a comprehensive strategy and detailed measures and to bring all relevant public and private 
organizations and infrastructure operators under one common conceptual roof. 

http://www.bmi.gv.at/cms/BMI_Service/cycer_security/130415_strategie_cybersicherheit_en_web.pdf
http://www.digitales.oesterreich.gv.at/DocView.axd?CobId=56982
http://www.kiras.at/
http://cybersecuritymonth.eu/ecsm-countries/austria
http://www.digitales.oesterreich.gv.at/DocView.axd?CobId=56982
http://www.enisa.europa.eu/media/news-items/central-european-cyber-security-platform-2014
http://www.onlinesicherheit.gv.at/
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-The CERT Alliance which enhances cooperation of Austrian CERTs in the public as well as the private sector. Its 
aim is to bundle available resources and to use the joint know-how optimally in order to ensure maximum ICT 
security.  

- The Austrian Trust Circle (ATC) founded in 2010 is an initiative of GovCERT.AT and the Federal Chancellery in 
order to build confidence between the responsible persons and organizations in individual sectors of strategic 
infrastructures so as to facilitate the exchange of security-related experience and ensure that swift and joint 
action will be taken in concrete cases.  

1.5.4 INTERNATIONAL COOPERATION 

Austria is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. To facilitate 
sharing of cybersecurity assets across borders or with other nation states, Austria has officially recognized 
partnerships with the following organizations:  

- UN  - NATO   - EU  - OSCE   - ENISA    - FIRST 

- Trusted Introducer     - The European Forum for Member States (EFMS) 

- Participation in NATO exercise Cyber Coalition 2013. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION AND STRATEGY 

Specific legislation on child online protection has been enacted through the following instruments: 

- §64(1)4a and §207a* of the Criminal Code. 

- Law on Obscene Publications and on the fight to protect the youth against moral hazard*. 

The National ICT Strategy Austria considers campaigning on a social media guide for parent in its objective of 
awareness-raising. 
2.2 UN CONVENTION AND PROTOCOL 

Austria has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Austria has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Computer Emergency Response Team of Austria (CERT.at (*)) does not provide specific information on child 
online protection. 
2.4 REPORTING MECHANISM 

Illegal online content can be reported at www.stopline.at(*). 
  

http://www.digitales.oesterreich.gv.at/DocView.axd?CobId=56982
http://www.digitales.oesterreich.gv.at/DocView.axd?CobId=56982
http://www.govcert.gv.at/
http://www.impact-alliance.org/home/index.html
http://www.un.org/en/
http://www.nato.int/
http://europa.eu/
http://www.osce.org/
http://www.enisa.europa.eu/
http://www.first.org/
https://www.trusted-introducer.org/
http://ec.europa.eu/transparency/regexpert/index.cfm?do=groupDetail.groupDetail&groupID=2527
http://www.digitales.oesterreich.gv.at/DocView.axd?CobId=56982
http://www.ris.bka.gv.at/GeltendeFassung/Bundesnormen/10002296/StGB%2c%20Fassung%20vom%2006.03.2013.pdf
http://www.ris.bka.gv.at/GeltendeFassung.wxe?Abfrage=Bundesnormen&Gesetzesnummer=10005226&ShowPrintPreview=True
http://www.digitales.oesterreich.gv.at/DocView.axd?CobId=48411
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.cert.at/index_en.html
http://www.cert.at/
http://www.stopline.at/
http://www.stopline.at/
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CYBERWELLNESS PROFILE 

 AZERBAIJAN 

 

 

BACKGROUND 

Total Population: 9 421 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 58.70% 

(data source: ITU Statistics, 2013) 

  

1. CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instrument: 

-Criminal Code .   

1.1.2 REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 
-Law on Protection of Information.   

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Azerbaijan officially recognized national CIRTs are AZ-CERT and ScienceCERT. AZ-CERT is under the Ministry of 
Communications while ScienceCERT is under the National Academy of Science and is an information security 
incident responding group in Internet network which aim is to maintain the information security risk at an 
accepted level.  

1.2.2 STANDARDS 
Azerbaijan has an officially recognized national (and sector specific) cybersecurity framework for implementing 
internationally recognized cybersecurity standards through the Standardization, Metrology and Patents 
Committee of the Republic of Azerbaijan. 

1.2.3 CERTIFICATION 
Azerbaijan does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. However it provides the 
ISO/IEC 27001:2013 Training course through the Standardization, Metrology and Patents Committee of the 
Republic of Azerbaijan 

1.2 ORGANIZATION MEASURES 

1.3.1 POLICY 
Azerbaijan has an officially recognized national cybersecurity strategy (National Strategy of the Republic of 
Azerbaijan on the Development of the İnformation Society for the years 2014-2020) 

1.3.2 ROADMAP FOR GOVERNANCE 

Azerbaijan does not have a national governance roadmap for cybersecurity.  

1.3.3 RESPONSIBLE AGENCY 

The AZ-CERT and ScienceCERT are the officially recognized agencies responsible for implementing a national 
cybersecurity strategy, policy and roadmap in Azerbaijan. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.legislationline.org/download/action/download/id/1658/file/4b3ff87c005675cfd74058077132.htm/preview
http://www.legislationline.org/documents/action/popup/id/6959
http://www.cert.gov.az/
http://www.sciencecert.az/
http://www.mincom.gov.az/
http://www.mincom.gov.az/
http://www.science.gov.az/en
http://www.azstand.gov.az/index.php?id=179&lang=1
http://www.azstand.gov.az/index.php?id=179&lang=1
http://www.azstand.gov.az/index.php?id=179&lang=1
http://www.azstand.gov.az/index.php?id=179&lang=1
http://president.az/articles/11312
http://president.az/articles/11312
http://www.cert.gov.az/
http://www.sciencecert.az/
http://commons.wikimedia.org/wiki/File:Flag_of_Azerbaijan.svg
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1.3.4 NATIONAL BENCHMARKING 

Azerbaijan does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. 
1.3 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 
Azerbaijan Ministry of Communications and High Technologies has officially recognized national or sector-
specific research and development (R&D) programs/projects for cybersecurity standards, best practices and 
guidelines to be applied in either the private or the public sector. The Technical Committee is to implement the 
preparation of national standards on the basis of international (regional) and interstate standards 

1.4.2 MANPOWER DEVELOPMENT 

Azerbaijan conducts short training courses on E-government and information security. In addition, the AZ-CERT 
organizes capture-the-flag competitions to enhance professional competence in information security. 

1.4.3 PROFESSIONAL CERTIFICATION 

Azerbaijan has numerous public sector professionals certified under internationally recognized certification 
programs in cybersecurity. However it did not have the exact statistic. 

1.4.4 AGENCY CERTIFICATION 

The IT and Communications Department of the State Oil Company of Azerbaijan Republic (SOCAR) is certified 
under ISO 27001:2005. 
1.4 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Azerbaijan has officially 
recognized partnerships with Japan, Russia, Ukraine, Republic of Latvia and Republic of Slovakia.  

1.5.2 INTRA-AGENCY COOPERATION 

Azerbaijan AZ-CERT has an officially recognized national program (knowledge base) for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Azerbaijan AZ-CERT has an officially recognized national program for public-private sector partnership. The 
purpose is to share information on the latest cybersecurity landscape. 

1.5.4 INTERNATIONAL COOPERATION 

Azerbaijan is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Azerbaijan 
hosted an IT security conference in December 2012 with ITU.  

Azerbaijan also participated in the following cybersecurity activities: 

-International Cyber Shield 
Exercise 2014  

-Security Conference Israel 2014 
-HP Discover 2013 

-Global Cybersecurity 
Cooperation: Challenges and 
Visions 

-The Ninth Advanced International 
Conference on 
Telecommunications AICT 2013 

-Applied Learning for Emergency 
Response Team (ALERT) 2012 on 
Regional Forum on cybersecurity 

AZ-CERT is a member of FIRST. 

 

2. CHILD ONLINE PROTECTION 

2.2 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Article 242* of the Criminal Code. 

-Article 10 (*) of the Law on Mass Media. 

http://www.mincom.gov.az/ministry/council-and-committees/technical-committee/#content_anchor
http://www.socar.az/
http://www.icse2014.org/
http://www.icse2014.org/
http://www.cybertechisrael.com/
http://www8.hp.com/hpnext/discover-2013#.U4RpvPl_tl8
http://www.bakucyber.az/en/
http://www.bakucyber.az/en/
http://www.bakucyber.az/en/
http://www.iaria.org/conferences2013/AICT13.html
http://www.iaria.org/conferences2013/AICT13.html
http://www.iaria.org/conferences2013/AICT13.html
http://www.itu.int/ITU-D/eur/rf/cybersecurity/
http://www.itu.int/ITU-D/eur/rf/cybersecurity/
http://www.itu.int/ITU-D/eur/rf/cybersecurity/
http://www.cert.gov.az/
http://www.first.org/
http://e-qanun.az/print.php?internal=view&target=1&docid=11&doctype=1
http://azerbaijan.az/portal/Society/MassMedia/massMedia_e.html
http://azerbaijan.az/portal/Society/MassMedia/massMedia_a.html
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2.3 UN CONVENTION AND PROTOCOL 

Azerbaijan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Azerbaijan has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography 
2.4 INSTITUTIONAL SUPPORT 

Azerbaijan does not have an officially recognized agency that offers institutional support on child online 
protection. 
2.5 REPORTING MECHANISM 

Azerbaijan does not have an officially recognized agency that offers an avenue for the reporting of incidents 
related to child online protection. However there is a 24/7 helpline service. 

 

 

 

 

 

 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.childhelpline.az/index.php/az/
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CYBERWELLNESS PROFILE 
COMMONWEALTH OF THE 

BAHAMAS  

 

BACKGROUND 

Total Population: 351 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 72.00% 

(data source: ITU Statistics, December 2013) 

  

1. CYBERSECURITY 

 
1.1 LEGAL MEASURES 
1.1.2 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instrument: 

- Computer Misuse Act. 
1.1.2 REGULATION AND COMPLIANCE 
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Data Protection Act 

- Electronic Communications and Transactions Act.  
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

The Bahamas does not have officially recognized national CIRT. 

1.2.2 STANDARDS 

The Bahamas does not have officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in The Bahamas.  

 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

The Bahamas does not have an officially recognized national or sector-specific cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in The Bahamas. 

1.3.3 RESPONSIBLE AGENCY 

There is no officially recognized agency responsible for cybersecurity in The Bahamas. 

1.3.4 NATIONAL BENCHMARKING 

The Bahamas does not have any officially recognized national benchmarking or referential for measuring 
cybersecurity development. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://laws.bahamas.gov.bs/cms36/images/LEGISLATION/PRINCIPAL/2003/2003-0002/ComputerMisuseAct_1.pdf
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no officially recognized national or sector-specific research and development program or project for 
cybersecurity standards, best practices and guidelines in The Bahamas. 

1.4.2 MANPOWER DEVELOPMENT 

The Inter-American Committee against Terrorism (CICTE) of OAS conducted a two-day cybersecurity workshop 
in The Bahamas, as part of the technical assistance to be provided to the Government of The Bahamas for the 
development of its National Cyber Security Strategy, through an initiative that will be coordinated by the OAS 
Cyber Security Program together with the Ministry of National Security of The Bahamas. There is the ICA 
Advanced Certificate in Cyber Security at the Bahamas Institute of Financial Services. 

1.4.3 PROFESSIONAL CERTIFICATION 

The Bahamas does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

The Bahamas does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states.  

1.5.2 INTRA-AGENCY COOPERATION 

The Bahamas does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in The Bahamas. 

1.5.4 INTERNATIONAL COOPERATION 

The Bahamas participates in the inter-American Committee against Terrorism (CICTE) of the OAS. 

2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 
-Sections 5A and 16A of the “The Sexual Offences and Domestic Violence Act, January 2006, amended by the Act 
n. 29, December 2008. 
2.2 UN CONVENTION AND PROTOCOL 

The Bahamas has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. The Bahamas has not acceded to Optional Protocol to The Convention on the Rights 
of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for the child online protection in the Bahamas. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to receiving reports of incidents. 

 

 

 

http://www.oas.org/en/media_center/press_release.asp?sCodigo=E-173/14
http://www.oas.org/en/media_center/press_release.asp?sCodigo=E-173/14
http://www.bifs-bahamas.com/cybersecurity.asp
http://www.oas.org/en/media_center/press_release.asp?sCodigo=E-173/14
http://www.oas.org/dil/An_Act_to_Amend_the_Sexual_Offences_and_Domestic_Violence_Act_and_for_Incidental_Matters_Bahamas.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 BAHRAIN 

 

 

BACKGROUND 

Total Population: 1 359 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 90.00% 

(data source: ITU Statistics, 2013) 

 
1. CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- Law No. 60 of 2014 concerning Information Technology Crimes 

- Law No. 16 of 2014 concerning Protection of State Information and Documents. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:  
- Regulation 9 of 2009 concerning Lawful Access. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
Bahrain has an officially recognized national CERT (CERT.bh) mandated by Bahrain’s the Supreme Council for 
Information and Communication Technology via Resolution No. 37-2/2013. However CERT.bh is currently under 
formation. 

1.2.2 STANDARDS 

Bahrain does not have an officially recognized national (and sector specific) cybersecurity framework for 
implementing internationally recognized cybersecurity standards.   

1.2.3 CERTIFICATION 

Bahrain does not have an officially approved national (and sector specific) cybersecurity framework for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Bahrain is currently in the process of drafting the national cybersecurity policy. 

1.3.2 ROADMAP FOR GOVERNANCE 

The “National Trust Programme”, which is currently under development, will provide a framework for the 
Government sector to improve cybersecurity governance and operations. 

1.3.3 RESPONSIBLE AGENCY 
The General Directorate of Information Security from the Central Informatics Organization is the officially 

recognized agency responsible for implementing a national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Bahrain does not currently have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.legalaffairs.gov.bh/71402.aspx?cms=q8FmFJgiscJUAh5wTFxPQnjc67hw%2bcd53dCDU8XkwhyDqZn9xoYKjyeQ1k%2f3Mq7pfrGLVgrTHDBjYREf1Pjx8w%3d%3d#.VFzW2aE1h9N
http://www.legalaffairs.gov.bh/LegislationSearchDetails.aspx?id=71236#.VFzW76E1h9M
http://www.tra.bh/media/document/PublishedLawfulAccessRegulation-1.pdf
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Bahrain does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Bahrain has officially recognized through SafeSurf Programme an educational and professional training program 

for raising awareness with the general public, promoting cybersecurity courses in higher education and 

promoting certification of professionals in either the public or the private sectors.  The SafeSurf Bahrain offers 

tutorials to help parents and carers to enjoy all the best aspects of the online world and to facilitate learning of 

the dangers their children could face online – so they can use these new technologies safely and responsibly. 

1.4.3 PROFESSIONAL CERTIFICATION 

Bahrain’s information security team at the Central Informatics Organization, which is responsible for overall 
government security, is certified under more than 50 internationally recognized certification programs in 
cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Bahrain has numerous public sector agencies that are certified in accordance with ISO 27001 certification. 
Furthermore, the national PKI implementation is currently undergoing ETSI certification for qualified digital 
signatures, encryption, and authentication. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Bahrain does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

1.5.2 INTRA-AGENCY COOPERATION 

Bahrain CERT (CERT.bh) which is currently under formation will be the official certified government and public 
sector agency certified under internationally recognized standards in cybersecurity. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Bahrain does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

1.5.4 INTERNATIONAL COOPERATION 

Bahrain is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Bahrain is 
also is a member of the Gulf Cooperation Council CERT committee (GCC-CERT). 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Bahrain has not enacted any specific legislation on child online protection. 
2.2 UN CONVENTION AND PROTOCOL 

Bahrain has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Bahrain has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution  and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The National Centre for Child Protection (*), under the Ministry of Social Development, is the governmental 
organ responsible assessing and following up children’s rights together with other governmental organs. It has 
no specific policy on online protection. 

http://safesurf.bh/en/
http://www.gso.org.sa/gso-website/?lang=en
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.social.gov.bh/childhood/childhood_care/the_national_center_for_child_protection
http://www.social.gov.bh/ar/childhood/childhood_care/national-center-for-child-protection
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The Telecommunications Regulatory Authority(*) provides information for child online protection on its space 
for Safe Surf. It has launched a Report on the state of internet safety in the Kingdom. It also organizes lectures in 
schools to help parents and teachers understand the online safety issues which affect children. 
2.4 REPORTING MECHANISM 

Bahrain Telecommunications Regulatory Authority provides a space for complaints and enquiries on its website. 

 

 

 

 

 

 

 

 
  

http://www.tra.org.bh/default.aspx
http://www.tra.org.bh/default.aspx
http://www.safesurf.bh/index.html
http://www.tra.org.bh/en/pdf/SafeSurf_TRA_Report.pdf
http://www.tra.org.bh/en/complaints-and-enquiries/
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CYBERWELLNESS PROFILE 

 BANGLADESH 

 

 

 

BACKGROUND 

Total Population: 152 490 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 6.50% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 
-Information and Communication 

Technology Act 

-Bangladesh Telecommunication 

Regulation Act. 

-Penal Code  

1.1.2 REGULATION AND COMPLIANCE 
Bangladesh does not have specific regulation and compliance requirement pertaining to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU completed a CIRT assessment for Bangladesh at Dhaka, Bangladesh from November to May 2010, and at 
Maldives in August 2010. 

Bangladesh has an officially recognized CIRT (BDCERT).  

1.2.2 STANDARDS 
Bangladesh does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Bangladesh does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Bangladesh does not have an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 
Bangladesh does not have a national governance roadmap for cybersecurity in Bangladesh. However there are 
efforts from the Honorable Prime Minister’s office, Bangladesh Computer Council and the Telecommunication 
Regulatory Commission (BTRC) to finalize a roadmap to ensure cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 
Bangladesh does have an officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap.  

1.3.4 NATIONAL BENCHMARKING 

Bangladesh does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.moict.gov.bd/ict-policy-acts.html
http://www.moict.gov.bd/ict-policy-acts.html
http://www.btrc.gov.bd/sites/default/files/amendment_2010_of_telecommunication_act_bangla_2001.pdf
http://www.btrc.gov.bd/sites/default/files/amendment_2010_of_telecommunication_act_bangla_2001.pdf
http://bdlaws.minlaw.gov.bd/pdf_part.php?act_name=&vol=&id=11
http://www.bdcert.org/
http://www.btrc.gov.bd/
http://commons.wikimedia.org/wiki/File:Flag_of_Bangladesh.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Bangladesh does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 
BDCERT organises educational and professional training every year to raise awareness and capabilities for 
combating cyber incidents.  In addition there are also organised programs to raise awareness in general public, 
e.g. SMS circulation throughout the country. 

 

1.4.3 PROFESSIONAL CERTIFICATION 

Bangladesh has numerous public sector professionals certified under internationally recognized certification 
programs in cybersecurity. However it did not conduct a survey to gather the exact statistic. 

1.4.4 AGENCY CERTIFICATION 

Bangladesh does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Bangladesh has official 
recognized partnerships with the following organizations: 

-ITU -APCERT -OIC-CERT. 

1.5.2 INTRA-AGENCY COOPERATION 

Bangladesh does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Bangladesh does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. However BDCERT organizes events to share knowledge with the law 
enforcing agencies, industry and academia. 

1.5.4 INTERNATIONAL COOPERATION 

Bangladesh is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 
In addition, BDCERT has joined Asia Pacific CIRT (APCERT) Cyber Security Drills for the last 5 years. It also attends 
regional events organized by other CERTs like Japan CIRT (JPCERT) and Korean CIRT (KRCERT). 
 

2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-The Criminal Code (Article 292 and 294) 

-Information Technology and Communication Act (Article 57). 

2.3 UN CONVENTION AND PROTOCOL 

Bangladesh has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Bangladesh has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 

 

http://www.itu.int/
http://www.apcert.org/
http://www.oic-cert.org/v1/index2.html
http://www.apcert.org/
https://www.jpcert.or.jp/
http://www.krcert.or.kr/
http://bdlaws.minlaw.gov.bd/print_sections_all.php?id=11
http://www.prp.org.bd/downloads/ICTAct2006English.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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2.4 INSTITUTIONAL SUPPORT 

Bangladesh does not have an officially recognized agency that offers institutional support on child online 
protection. 

2.5 REPORTING MECHANISM 

Bangladesh does not have an officially recognized agency that offers an avenue for the reporting of incidents 
related to child online protection. However Arapajeyo Bangladesh provides a helpline at the number: 1098 and 
can be contacted by email: info@arapajeyo.org. 
  

http://www.aparajeyo.org/1098.html
http://www.aparajeyo.org/contact.html
mailto:info@arapajeyo.org
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CYBERWELLNESS PROFILE 

 BARBADOS 

 

 

BACKGROUND 

Total Population: 275 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 75% 

(data source: ITU Statistics, 2013) 

 

 

1.CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-Telecommunications Act -Computer Misuse Act -Privacy and Data Protection Act(Draft 

Stage). 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Privacy and Data Protection Act (Draft Stage).  

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

A CIRT readiness assessment was conducted for Barbados in August 2012 during the Regional Workshop on 
establishing National Computer Incident Response Team (CIRT), Caribbean Region at St. Georges, Grenada. 
Barbados is currently in the process of implementing a National CERT with the assistance of ITU. 

1.2.2 STANDARDS 
Barbados does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards.  
However Barbados, in collaboration with the Caribbean Governments, the Caribbean Telecommunication Union 
(CTU) and Commonwealth Telecommunications Organization (CTO) are currently organising discussions on 
“Consultation on a Commonwealth Cyber Governance Model” to be implemented by the Commonwealth 
countries. This includes a framework for implementing internationally recognized cybersecurity standards.  

1.2.3 CERTIFICATION 
Barbados does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals.  
However the “Consultation on a Commonwealth Cyber Governance Model” mentioned earlier will include a 
framework for the certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Barbados does not have any officially recognized national cybersecurity strategy. However the “Consultation on 
a Commonwealth Cyber Governance Model” mentioned earlier will include a national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Barbados does not have any official recognized national or sector specific governance for cybersecurity. However 
a National Cyber Security Strategic Plan is in the pipeline. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.wipo.int/wipolex/en/text.jsp?file_id=209474
http://www.oas.org/juridico/spanish/cyb_bbs_computer_misuse_2005.pdf
http://unpan1.un.org/intradoc/groups/public/documents/TASF/UNPAN024631.pdf
http://unpan1.un.org/intradoc/groups/public/documents/TASF/UNPAN024631.pdf
http://unpan1.un.org/intradoc/groups/public/documents/TASF/UNPAN024631.pdf
http://www.ctu.int/
http://www.cto.int/
http://www.cto.int/media/pr-re/Commonwealth%20Cybergovernance%20Model.pdf
http://commons.wikimedia.org/wiki/File:Flag_of_Barbados.svg
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1.3.3 RESPONSIBLE AGENCY 

The Telecommunications Unit is the officially recognized agency responsible for implementing a national 
cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 
The Telecommunications Unit is collecting data on cyber-attacks across government departments. This data will 
enable critical analysis of the types of attacks, frequency and mitigation techniques currently being implemented. 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Barbados does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. However a National Cyber Security Strategic Plan is in the pipeline. 

1.4.2 MANPOWER DEVELOPMENT 

The Telecommunications Unit has endeavored in a campaign since 2010 to raise awareness in the area of 
protecting kids in Cyberspace. Since then the unit has partnered with the Caribbean Cyber Security Centre to 
assist in promoting the “Think Click Surf” campaign. 

1.4.3 PROFESSIONAL CERTIFICATION 

Caribbean Cybersecurity Center has numerous public sector professionals who are certified under internationally 
recognized certification programs in cyber security. However it has not conducted a survey to gather the exact 
statistic. 

1.4.4 AGENCY CERTIFICATION 

Barbados does not have any government and public sector agencies certified under internationally recognized 
standards in cybersecurity. However the National Cyber Security Strategic Plan, which is in the pipeline, will 
provide a national program to enable certification of professionals in the government and public sector. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Barbados does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. However this is expected to change after the development of the national 
CIRT. 

1.5.2 INTRA-AGENCY COOPERATION 

Barbados does not have an officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. However this is expected to change after the development of the national CIRT. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Barbados does not have an officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public and private sector. However this is expected to change after the development of the 
national CIRT. 

1.5.4 INTERNATIONAL COOPERATION 

Barbados is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. In addition, 
the Government of Barbados participates in CTU, ITU, and Organization of American States (OAS) platforms and 
forums.  

Barbados is among the beneficiary countries of the EU/ITU co-funded project “Enhancing Competitiveness in the 
Caribbean through the Harmonization of ICT Policies, Legislation and Regulatory Procedures” (HIPCAR). Barbados 
participated in the ITU-IMPACT Applied Learning for Emergency Response Teams (ALERT- 2013) in Montevideo, 
Uruguay. 

 

 

http://www.telecoms.gov.bb/
http://www.telecoms.gov.bb/
http://www.telecoms.gov.bb/
http://www.caribbeancsc.com/
http://www.thinkclicksurf.com/
http://www.itu.int/
http://www.oas.org/
http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPCAR/Pages/default.aspx
http://www.itu.int/en/ITU-D/Regional-Presence/Americas/Pages/EVENTS/2013/IMPACTALert/default.aspx
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2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 
-Computer Misuse Act. 

2.2 UN CONVENTION AND PROTOCOL 

Barbados has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. 
2.3 INSTITUTIONAL SUPPORT 

Barbados does not have any officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Barbados does not have any officially recognized agency that offers an avenue for the reporting of incidents 
related to child online protection. 

 

 

 

 

 

 

 
  

http://www.oas.org/juridico/spanish/cyb_bbs_computer_misuse_2005.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
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CYBERWELLNESS PROFILE REPUBLIC 
OF BELARUS 

 

 

BACKGROUND 

Total Population: 9 527 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 54.17% 

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 
1.1.1 CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-Penal Code. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Law on information, Informatization and Protection of Information.  
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Belarus has an officially recognized national CIRT known as CERT.BY which is under the Operational and Analytical 
Center under the Aegis of the President of the Republic of Belarus (OAC).  

1.2.2 STANDARDS 

Belarus does not have an officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Belarus.  

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

There is no national or sector-specific cybersecurity strategy in Belarus. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Belarus. 

1.3.3 RESPONSIBLE AGENCY 

There is no information on any agency responsible for cybersecurity in Belarus. 

1.3.4 NATIONAL BENCHMARKING 

Belarus does not have an officially recognized national benchmarking or referential for measuring cybersecurity 
development in Belarus. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://etalonline.by/?type=text&regnum=HK9900275
http://www.e-belarus.org/docs/informationlawdraft.html
https://cert.by/?lang=en
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no officially recognized national or sector-specific research and development program or project for 
cybersecurity standards, best practices and guidelines in the Belarus. 

1.4.2 MANPOWER DEVELOPMENT 

There is no program or project for cybersecurity standards in educational and professional training programs for 
raising awareness, higher education and certification in Belarus. 

1.4.3 PROFESSIONAL CERTIFICATION 

Belarus does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Belarus does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Belarus does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Belarus. 

1.5.4 INTERNATIONAL COOPERATION 

Belarus is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Belarus also 
participates in the following cybersecurity activities: 

-FIRST  -OSCE  -NATO.  

 

2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Articles 343 and 343.1* of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Belarus has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Belarus has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Belarus. 
2.4 REPORTING MECHANISM 

There is a helpline and website where incidents can be reported. 

 

http://www.impact-alliance.org/home/index.html
https://www.first.org/
http://www.osce.org/
http://www.nato.int/cps/en/natohq/index.htm
http://pravo.by/main.aspx?guid=3871&p0=HK9900275&p2=%7bNRPA%7d
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.1611.by/poluchit-pomoshch
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CYBERWELLNESS PROFILE  

BELGIUM 

 

 

BACKGROUND 

Total Population: 10 788 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 82.17% 

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Penal Code. 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Electronic Communications Act 
- Law on Electronic Signatures and certification services 
- Law on Certain legal aspects of the Information Society    
- Law on the protection of private life with regard to the processing of personal data.  

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Belgium has an officially recognized national CIRT known as CERT.be formerly Belnet CERT (both CERTs have since 
merged) and it is operated by Belnet, the Belgian national research network, on behalf of Fedict. 

1.2.2 STANDARDS 

Belgium has officially approved national and sector specific cybersecurity frameworks for implementing 
internationally recognized cybersecurity standards through the Federal Public Service for Information and 
Communication Technology Fedict. 

1.2.3 CERTIFICATION 
There is no information about any framework for certification and accreditation of national agencies and public 
sector professionals in Belgium. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Belgium has an officially recognized national cybersecurity strategy known as Belgian Cyber Security Strategy 

Guide. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no information on any national or sector-specific governance roadmap for cybersecurity strategy in 
Belgium.   

1.3.3 RESPONSIBLE AGENCY 

The CERT.be, Fedict and the Centre Cyber Security Belgique (CCSB) monitor and coordinate the implementation 
of the national cybersecurity strategy and policy.  

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.ejustice.just.fgov.be/cgi_loi/loi_a1.pl?DETAIL=1867060801%2FF&caller=list&row_id=1&numero=2&rech=4&cn=1867060801&table_name=LOI&nm=1867060850&la=F&dt=CODE+PENAL&language=fr&fr=f&choix1=ET&choix2=ET&fromtab=loi_all&trier=promulgation&chercher=t&
https://www.cert.be/
http://www.belnet.be/en/services/standard/belnet-cert
http://www.belnet.be/
http://www.fedict.belgium.be/en/over_fedict/
http://www.fedict.belgium.be/en/over_fedict/
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/copy_of_BE_NCSS.pdf
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/copy_of_BE_NCSS.pdf
https://www.cert.be/
http://www.fedict.belgium.be/en/over_fedict/
http://www.7sur7.be/7s7/fr/4134/Internet/article/detail/1947096/2014/07/17/La-creation-d-un-centre-belge-pour-la-cybersecurite-finalisee.dhtml
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1.3.4 NATIONAL BENCHMARKING 
Belgium does not have any national benchmarking exercises or referential to measure cybersecurity 
development. 
 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

The Belgian Cybersecurity Guide makes provision for the national research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 
The European Cyber Security Month for Belgium has had over 5 events which are programs for raising awareness 

for higher education, professional training and certification. 

1.4.3 PROFESSIONAL CERTIFICATION 

Belgium does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Belgium does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, B-CCENTRE coordinates 
and collaborates beyond the Belgian borders and partners in the Netherlands (UVT, WODC) and European 
collaboration and coordination via the 2CENTRE network with a.o. national centres in Ireland and France. 

1.5.2 INTRA-AGENCY COOPERATION 

Belgium has an officially recognized national or sector-specific program for sharing cybersecurity assets within 
the public sector through the B-CCENTRE. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

The B-CCENTRE is the main platform for collaboration; it provides officially recognized national or sector-specific 
programs for sharing cybersecurity assets within the public and private sectors. 

1.5.4 INTERNATIONAL COOPERATION 

To facilitate sharing of cybersecurity assets and for participation in regional and international cybersecurity 
platforms Belgium, through Belnet CERT, is a member of FIRST. 

2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Articles 383, 383bis, 385, 386 and 387* of the Criminal Code. 

2.2 UN CONVENTION AND PROTOCOL 

Belgium has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Belgium has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 

2.3 INSTITUTIONAL SUPPORT 

There is no information on any institution that supports child online protection in Belgium.   

2.4 REPORTING MECHANISM 

Online child abuse images can be reported www.stopchildporno.be. 

file:///C:/Users/anniinez/Downloads/BE_NCSS.pdf
http://cybersecuritymonth.eu/ecsm-countries/belgium
https://www.b-ccentre.be/
http://2centre.eu/
https://www.b-ccentre.be/
https://www.b-ccentre.be/
http://www.belnet.be/en/services/standard/belnet-cert
https://www.first.org/
http://www.ejustice.just.fgov.be/cgi_loi/loi_a1.pl?DETAIL=1867060801%2FF&caller=list&row_id=1&numero=2&rech=4&cn=1867060801&table_name=LOI&nm=1867060850&la=F&dt=CODE+PENAL&language=fr&fr=f&choix1=ET&choix2=ET&fromtab=loi_all&trier=promulgation&chercher=t&#LNK0095
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.stopchildporno.be/
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CYBERWELLNESS PROFILE  

BELIZE  
 

 

BACKGROUND 

Total Population: 324 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 31.70% 

(data source: ITU Statistics, December 2013) 

  

 

1. CYBERSECURITY 

 
1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instruments: 

-None. 
1.1.2EGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Electronic Transactions Act    - Electronic Evidence Act. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Belize does not have an officially recognized national CIRT. 

1.2.2 STANDARDS 

Belize does not have an officially approved national or sector specific cybersecurity framework for implementing 
internationally recognized cybersecurity standards.   

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

The Ministry of National Security – specifically the focal point for CICTE-OAS  is presently working on establishing 
an ICT Steering Committee within the Ministry, with the dual aims of developing a national cybersecurity strategy 
and reviewing and strengthening the legislative framework regarding cybercrime. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Belize. 

1.3.3 RESPONSIBLE AGENCY 

The Ministry of National Security and the Belize Police Department (BPD) are the agencies responsible for 
cybersecurity in Belize. 

1.3.4 NATIONAL BENCHMARKING 

There is no benchmarking or referential to measure cybersecurity development in Belize. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.oas.org/en/sms/cicte/default.asp
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no national or sector-specific research and development program or project for cybersecurity standards, 
best practices and guidelines in Belize. 

1.4.2 MANPOWER DEVELOPMENT 

The BPD’s IT Unit undertakes an annual countrywide “ICT Road Show” to promote increased awareness of 
internet and cybersecurity-related issues among the general public. 

1.4.3 PROFESSIONAL CERTIFICATION 

Belize does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Belize does not have any government and public sector agencies certified under internationally recognized 
standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no framework for sharing of cybersecurity assets across borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Belize does not have an officially recognized national or sector-specific program for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Private sector institutions are not legally required to report cyber incidents to national authorities; the BPD has 
worked to establish cooperative relationships with many private sector entities, and has provided support and 
assistance when it has been requested. 

1.5.4 INTERNATIONAL COOPERATION 

Belize is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Belize 
participates in the CICTE-OAS. 

2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 
-None. 
2.2 UN CONVENTION AND PROTOCOL 

Belize has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Belize has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency that is responsible for child online protection in Belize.   
2.4 REPORTING MECHANISM 

There is no website or hotline to report incidents in Belize. 

 

 

 
  

http://www.impact-alliance.org/home/index.html
http://www.oas.org/en/sms/cicte/default.asp
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 
REPUBLIC OF BENIN 

 

 

BACKGROUND 

Total Population: 9 352 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 4.90% 

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Decree No. 200/MISP/DC/SGM/DGPN/SERCT/DER/SA related to the creation of a division in charge of the fight 
against internet crime. This decree stipulates that victims of internet crime can approach Interpol or the BEF with 
their complaints. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

- Loi 9 of 27 Apr 2009 (protection of personal information in databases). 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Benin does not have an officially recognized national CIRT.  

1.2.2 STANDARDS 

Benin does not have an officially approved national or sector specific cybersecurity framework for implementing 
internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

Benin does not have a cybersecurity framework for the certification and accreditation of national agencies and 
public sector professionals.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Benin does not have a national or sector-specific cybersecurity strategy. However the Telecoms Regulatory 
Authority has presented a plan to combat cybercrime to the president in November 2012. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no governance roadmap for cybersecurity in Benin. 

1.3.3 RESPONSIBLE AGENCY 

The Economic and Financial Crimes Commission (EFCC) is responsible for cybersecurity in Benin.  

1.3.4 NATIONAL BENCHMARKING 

Benin does not have any benchmarking or referential to measure cybersecurity development.  

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
https://www.yumpu.com/en/document/view/21460726/benin-global-information-society-watch
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no officially recognized national or sector-specific research and development program or project for 
cybersecurity standards, best practices and guidelines in Benin. 

1.4.2 MANPOWER DEVELOPMENT 

The CNF of the AUF at Cotonou, in association with the Abomey-Calavi University, The Lawyer Order of Benin 
and the Union of Media Professionals of Benin organize a training seminar on the topic Cyber-criminality: New 
threats to privacy, companies, banks and administrations. 

1.4.3 PROFESSIONAL CERTIFICATION 

Benin does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Benin does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states.  

1.5.2 INTRA-AGENCY COOPERATION 

Benin does not have an officially recognized national or sector-specific program for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Benin. 

1.5.4 INTERNATIONAL COOPERATION 

Benin is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.   

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 
- None. 
2.2 UN CONVENTION AND PROTOCOL 

Benin has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Benin has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Benin. 
2.4 REPORTING MECHANISM 

There is no website or hotline to report incidence in Benin. 

 

 
  

http://www.impact-alliance.org/home/index.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 BHUTAN 

 

 

BACKGROUND 

Total Population: 750 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 29.9% 

(data source: ITU Statistics 2013) 

 

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation pertaining to cybercrime is mandated through the following legal instrument: 

-Information Communications & Media Act. 

1.1.2  REGULATION AND COMPLIANCE 

Bhutan does not have any officially recognised regulation pertaining to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU completed a CIRT readiness assessment for Bhutan at Maldives in August 2010. Bhutan does not have an 
officially recognized national CIRT.  However there are plans to build one in the near future. 

1.2.2 STANDARDS 

Bhutan does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Bhutan does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Bhutan does not have any officially recognized national cybersecurity strategy. However Bhutan is going to 
develop the e-Gov Policy (2014) where cybersecurity will be one of the key components. 

1.3.2 ROADMAP FOR GOVERNANCE 

Bhutan does not have any national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The Ministry of Information and Communication is the officially recognized agency responsible for implementing 
a national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Bhutan does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.moic.gov.bt/
http://www.dit.gov.bt/sites/default/files/page/2013/09/bhutan_egov_master_plan_13453.pdf
http://www.dit.gov.bt/
http://commons.wikimedia.org/wiki/File:Flag_of_Bhutan.svg


Global Cybersecurity Index & Cyberwellness Profiles 

92   

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Bhutan does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Bhutan does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Bhutan does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Bhutan does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Bhutan does not any official recognized partnerships to facilitate sharing of cybersecurity assets across borders 
or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Bhutan does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Bhutan does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Bhutan is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 

 

2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child protection has been enacted through the following instruments: 

-The Criminal Code (Article 225 and 476) 
-Information Communications & Media Act (Article 160 and 179). 

2.2 UN CONVENTION AND PROTOCOL 

Bhutan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Bhutan has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 

2.3 INSTITUTIONAL SUPPORT 

Bhutan does not have any officially recognized agency that offers institutional support on child online protection. 

2.4 REPORTING MECHANISM 

Bhutan does not have any officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 
  

http://www.judiciary.gov.bt/html/act/PENAL%20CODE.pdf
http://www.moic.gov.bt/
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 
PLURINATIONAL STATE OF 

BOLIVIA   

 

BACKGROUND 

Total Population: 10 248 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 39.50% 

(data source: ITU Statistics, December 2013) 

  

1. CYBERSECURITY 
 

1.1 LEGAL MEASURES 

 
1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- None. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

- Draft law on E-Documents, E-Signatures and E-Commerce. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

There is not yet an official national CIRT; however the Agency for the Development of an Information Society in 
Bolivia, ADSIB, is in the process of creating a national incident response capability utilizing its existing team of 
trained and competent personnel. A CIRT readiness assessment was conducted for Bolivia by the ITU in 2014. 

1.2.2 STANDARDS 

Bolivia does not have any officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Bolivia.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Bolivia does not have any officially recognized national or sector-specific cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Bolivia. 

1.3.3 RESPONSIBLE AGENCY 

The Scientific Technical Research Institute of the Police University (IITCUP) and ADSIB are the agencies 
responsible for cybersecurity in Bolivia. 

1.3.4 NATIONAL BENCHMARKING 

Bolivia does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.adsib.gob.bo/adsibnueva/
http://www.adsib.gob.bo/adsibnueva/
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Bolivia does not have an officially recognized national or sector-specific research and development program or 
project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

World Telecommunication and Information Society Day is held annually on May 17. To coincide with Bolivia's 
celebrations, the Autonomous Municipal Act No. 067 of the Internet in the Municipality of La Paz came into 
effect, requiring Internet cafes in the La Paz region to filter Internet content to protect children. EducaBolivia is 
a portal operated by the Ministry of Education and contains information aimed at parents, teachers and students 
on a wide range of topics, including online safety.  ADSIB has also organized a training seminar on protecting web 
sites from cyberattacks. IITCUP reports that many universities in Bolivia offer cybersecurity-related coursework, 
including in digital forensics, and that appropriate personnel from IITCUP often utilize these courses for training. 
However, most of the coursework offered is general in scope and theory-based, and incorporates little in the 
way of hands-on practical training. Authorities report that to date, very little has been done to raise cybersecurity 
awareness within government, the private sector, or society at large. 

1.4.3 PROFESSIONAL CERTIFICATION 

Bolivia does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Bolivia does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Sharing of cybersecurity assets across borders or with other nation states between ADSIB and its counterpart 
entities in other countries is limited. However one particular reported security incident resulted in direct 
coordination with the national CIRT of Argentina, ArCERT, in responding to and resolving a situation involving 
phishing and the targeting of an enterprise deemed critical to Bolivia’s national interests. The successful 
management of this incident was considered a major success for the government. 

1.5.2 INTRA-AGENCY COOPERATION 

Bolivia does not have any officially recognized national or sector-specific program for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Bolivia. 

1.5.4 INTERNATIONAL COOPERATION 

Bolivia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Bolivia is a 
member of the OAS.  

 

2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Article 318 and 319 of the Criminal Code. 

- Article 281(quarter) of Law 3325 on Trafficking in human beings and related crimes.  

 

 

http://www.fosigrid.org/south-america/bolivia
http://www.educabolivia.bo/
http://www.adsib.gob.bo/adsibnueva/
http://www.adsib.gob.bo/adsibnueva/
http://www.impact-alliance.org/home/index.html
http://www.oas.org/en/
http://www.oas.org/juridico/spanish/gapeca_sp_docs_bol1.pdf
http://www.hsph.harvard.edu/population/trafficking/bolivia.traf.06.htm
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2.2 UN CONVENTION AND PROTOCOL 

Bolivia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Bolivia has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Bolivia.  
2.4 REPORTING MECHANISM 

There is no website or hotline where incidents can be reported in Bolivia. 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 BOSNIA AND HERZEGOVINA 

 

                                                                                                                                                                                                                                     

BACKGROUND 

Total Population: 3 744 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 67.90% 

(data source: ITU Statistics, 2013) 

 

1. CYBERSECURITY 
 

1.1 LEGAL MEASURES  

1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instruments: 

- Council of Europe’s Convention on Cybercrime  -Penal Code.   

1.1.2 REGULATION AND COMPLIANCE 
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Legal Interception and Data Collection  -Children Protection.                                                                      

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Bosnia and Herzegovina has a strategy and establishment of a national CERT.  

1.2.2 STANDARDS 

There is no available information concerning any officially recognized national (and sector specific) cybersecurity 
frameworks for implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
There is no available information concerning any officially approved national (and sector specific) cybersecurity 
frameworks for the certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Bosnia and Herzegovina has an officially recognized national cybersecurity strategy through the establishment 
of a national CERT and an action Plan on Protection of Children and Prevention of Violence against Children 
through ICT 2014-2015, in accordance with the Strategy on Combating Trafficking in Human Beings in Bosnia and 
Herzegovina (2013 – 2015). 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no available information concerning a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

There is no available information concerning an officially recognized agency responsible for implementing a 
national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

There is no available information concerning any officially recognized national or sector-specific benchmarking 
exercises or referential used to measure cybersecurity development 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.conventions.coe.int/Treaty/Commun/QueVoulezVous.asp?NT=185&CM=8&DF=12/05/2014&CL=ENG
http://www.tuzilastvobih.gov.ba/?jezik=e
http://www.mkt.gov.ba/dokumenti/komunikacije/zakoni/podzakoni/default.aspx?id=3652&langTag=bs-BA
http://www.mhrr.gov.ba/PDF/LjudskaPrava/Strategija%20za%20borbu%20protiv%20nasilja%20nad%20djeceom%20u%20BiH%20-%20BOS.pdf
mailto:CERT
http://www.msb.gov.ba/dokumenti/strateski/default.aspx?id=6248&langTag=en-US
http://www.msb.gov.ba/anti_trafficking/default.aspx?langTag=bs-BA&template_id=104&pageIndex=1
http://www.msb.gov.ba/anti_trafficking/default.aspx?langTag=bs-BA&template_id=104&pageIndex=1
http://commons.wikimedia.org/wiki/File:Flag_of_Bosnia_and_Herzegovina.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no available information concerning any officially recognized national or sector-specific research and 
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied 
in either the private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Bosnia and Herzegovina began the implementation of the EU funded project “EU Support to Law Enforcement” 
the objectives of which are to enhance information exchange by more efficient usage of existing and new 
communication and IT systems and procedures. However there is no available information concerning an 
officially recognized national or sector-specific educational and professional training program for raising 
awareness with the general public, promoting cybersecurity courses in higher education and promoting 
certification of professionals in either the public or the private sectors.  

1.4.3 PROFESSIONAL CERTIFICATION 

There is no available information concerning any public sector professionals certified under internationally 
recognized certification programs in cybersecurity.  

1.4.4 AGENCY CERTIFICATION 

There is no available information concerning any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no available information concerning any official recognized partnerships to facilitate sharing of 
cybersecurity assets across borders or with other nation states.  

1.5.2 INTRA-AGENCY COOPERATION 

There is no available information concerning any officially recognized national or sector-specific programs for 
sharing cybersecurity assets within the public sector.  

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no available information concerning any officially recognized national or sector-specific programs for 
sharing cybersecurity assets within the public and private sector.  

1.5.4 INTERNATIONAL COOPERATION 

Bosnia and Herzegovina is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity 
services. Bosnia and Herzegovina participated in the International Cyber Shield Exercise 2014 in Turkey (ICSE 
2014) 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- The Federal Criminal Code Articles 211 and 212.  
2.2 UN CONVENTION AND PROTOCOL 

Bosnia and Herzegovina has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the 
Convention on the Rights of the Child. Bosnia and Herzegovina has acceded, with no declarations or reservations 
to articles 2 and 3, to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, 
Child Prostitution and Child Pornography. 

 
2.3 INSTITUTIONAL SUPPORT 

Bosnia and Herzegovina does not have any officially recognized agency that offers institutional support on child 
online protection. 

http://www.lawenforcement-bih.eu/en/about
http://www.icse2014.org/
http://www.icse2014.org/
http://www.tuzilastvobih.gov.ba/files/docs/zakoni/FBH_CRIMINAL_CODE_36_03.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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2.4 REPORTING MECHANISM 

2.5 International Forum of Solidarity offers space in its website (*) for the reporting of incidents related to child 

online protection.  

 

 

 
  

http://www.sigurnodijete.ba/index.php/en/
http://www.sigurnodijete.ba/index.php/bs/
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CYBERWELLNESS PROFILE 

 BOTSWANA 

 

 

BACKGROUND 

Total Population: 2 053 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 15% 

(data source: ITU Statistics, 2013) 

 

 
1 CYBERSECURITY 

 

1.1 LEGAL MEASURES 

 

1.1.1 CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 
-Cybercrime and Computer Related Crimes Act. 

 

1.1.2 REGULATION AND COMPLIANCE 
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Law on Data Protection (Under Review) 

-Electronic (Evidence) Records ACT 2014. 

-Electronic Commerce and Signatures Bill 

 

 

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU conducted a CIRT readiness assessment for Botswana at Maseru, Lesotho in October 2012. Botswana does 
not have  an officially recognized national CIRT. 

1.2.2 STANDARDS 

Botswana does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Botswana does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Botswana does not have an officially recognized national cybersecurity strategy. However the Maitlamo National 
ICT policy provides provisions for cybersecurity. 

1.3.2 ROADMAP FOR GOVERNANCE 

Botswana does not have a national governance roadmap for cybersecurity. However the Maitlamo National ICT 
policy provides provisions for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The Telecommunication Authority is the officially recognized agency responsible for implementing a national 
cybersecurity strategy, policy and roadmap. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.itu.int/ITU-D/projects/ITU_EC_ACP/hipssa/Activities/SA/docs/SA-1_Legislations/Botswana/CYBERCRIMES.pdf
http://www.gov.bw/Global/Portal%20Team/ICT%20Pitso%202012%20Presentations/E%20-%20LEGISLATION%20-%20ICT%20PITSO%202012%20LEGAL%20FRAMEWORK.ppt
http://www.itu.int/en/ITU-D/Cybersecurity/Documents/Country_Profiles/Botswana_Electronic_Records_Acts.pdf
http://www.itu.int/en/ITU-D/Cybersecurity/Documents/Country_Profiles/Botswana_electronic_commerce_and_signatures_bill_2013.pdf
http://www.bits.org.bw/downloads/MAITLAMO_NATIONAL_ICT_POLICY.pdf
http://www.bits.org.bw/downloads/MAITLAMO_NATIONAL_ICT_POLICY.pdf
http://www.bits.org.bw/downloads/MAITLAMO_NATIONAL_ICT_POLICY.pdf
http://www.bits.org.bw/downloads/MAITLAMO_NATIONAL_ICT_POLICY.pdf
http://www.bta.org.bw/
http://commons.wikimedia.org/wiki/File:Flag_of_Botswana.svg
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1.3.4 NATIONAL BENCHMARKING 

Botswana does not have any officially recognized national benchmarking and referential to measure 
cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Botswana does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Botswana does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Botswana does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Botswana does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Botswana does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Botswana does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Botswana does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Botswana is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Bostwana 
is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in Sub-
Sahara Africa” (HIPSSA). 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on cybercrime has been enacted through the following instruments: 

-The Criminal Code (Section 178) 

-Cybercrime and Computer Related Crimes (Section 16). 
2.2 UN CONVENTION AND PROTOCOL 

Botswana has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Botswana has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 

 

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.elaws.gov.bw/chapter.php?chap=08:01
http://www.itu.int/ITU-D/projects/ITU_EC_ACP/hipssa/Activities/SA/docs/SA-1_Legislations/Botswana/CYBERCRIMES.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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2.3 INSTITUTIONAL SUPPORT 

Botswana does not have any officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Botswana does not have any officially recognized agency that offers an avenue for the reporting of incidents 
related to child online protection. However Childline Botswana, a non for profit organization, has a helpline 
available.  

 

 

 

 

 

 

 

 
  

http://www.childline.org.bw/index.htm
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CYBERWELLNESS PROFILE  

BRAZIL 
 

 

BACKGROUND 

Total Population:  198 361 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 51.60% 

(data source: ITU Statistics, December 2012) 

  

1 CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instruments: 
- Law 8,137/1990, Art. 2   - Law 8,069/1990, Art. 241   - Law 9,100/1995, Art. 67  
- Law 9,296/1996, Art. 10  - Law 9,504/1997    - Law 9,983/2000   
- Law 11,829/2008    - Law 12,735/2012, Art.4    - Law 12,737/2012. 

1.1.2 REGULATION AND COMPLIANCE 
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 
- Administrative Rule no.  35/2009  - Administrative Rule no.  45/2009   - Administrative Rule no. 34/2009   
- Decree 3,505/2000   - Decree 7,845/2012    
- Resolution No. 614/2013, Art. 53   - Resolution No. 617/2013, Art. 47.   
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Bazil has officially recognized a national CERT, a government CSIRT and a sector specific SCIRT. 

1.2.2 STANDARDS 

Brazil has officially approved national (and sector specific) cybersecurity frameworks for implementing 
internationally recognized cybersecurity standards through three instruments: 
-Normative Instruction GSI no 1/2008 which organizes the Management of Information and Communications 
Security in the Federal Public Administration, direct and indirect, among other provisions.                                                                                                                                                                                                                                                                                                                                                                                                                 
-Normative Instruction GSI no 2/2008 which provides for accreditation on security for the treatment of classified 
information at any level of confidentiality in the under the Federal Executive Branch. 
-Normative Instruction GSI no 3/2008 that defines minimum parameters and standards for cryptographic 
algorithms for encryption of classified information under the Federal Executive Branch. 

1.2.3 CERTIFICATION 
The Complementary Standards offer a cybersecurity framework for the certification and accreditation of national 

agencies and public sector professionals. 

Complementary Standard no. nº 17 establishes guidelines for the certification and accreditation for information 

and communication security professionals of the direct and indirect Federal Public Administration. 

Complementary Standard no. nº 18 establishes guidelines for training of the information and communication 
security professionals of the direct and indirect Federal Public Administration.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Brazil has an officially recognized national cybersecurity policy through the following instruments: 
- Decree 6703/2008 - National Defense Strategy   - Information Technology Strategy, 2013-2015  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.planalto.gov.br/ccivil_03/leis/l8137.htm
http://www.planalto.gov.br/ccivil_03/leis/l8069.htm
http://www.planalto.gov.br/ccivil_03/leis/L9100.htm
http://www.planalto.gov.br/ccivil_03/leis/l9296.htm
http://www.planalto.gov.br/ccivil_03/Leis/L9504.htm
http://www.planalto.gov.br/ccivil_03/Leis/L9983.htm
http://www.planalto.gov.br/ccivil_03/_ato2007-2010/2008/lei/l11829.htm
http://www.planalto.gov.br/ccivil_03/_Ato2011-2014/2012/Lei/L12735.htm
http://www.planalto.gov.br/ccivil_03/_Ato2011-2014/2012/Lei/L12737.htm
http://dsic.planalto.gov.br/documentos/portaria_35_2009_ing.pdf
http://dsic.planalto.gov.br/documentos/portaria_45_2009_ing.pdf
http://dsic.planalto.gov.br/documentos/portaria_34_2009_ing.pdf
http://dsic.planalto.gov.br/documentos/decreto_3.505_ing.htm
http://www.planalto.gov.br/ccivil_03/_Ato2011-2014/2012/Decreto/D7845.htm
http://legislacao.anatel.gov.br/resolucoes/2013/465-resolucao-614
http://legislacao.anatel.gov.br/resolucoes/2013
http://www.cert.br/
http://www.ctir.gov.br/
http://www.cert.br/csirts/brasil/
http://dsic.planalto.gov.br/documentos/instrucao_normativa_01_ing.htm
http://dsic.planalto.gov.br/documentos/instrucao_normativa_nr2.pdf
http://dsic.planalto.gov.br/documentos/instrucao_normativa_nr3.pdf
http://dsic.planalto.gov.br/documentos/nc_17_profissionais_sic.pdf
http://dsic.planalto.gov.br/documentos/nc_18_atividades_ensino.pdf
http://www.planalto.gov.br/ccivil_03/_ato2007-2010/2008/Decreto/D6703.htm
http://www.governoeletronico.gov.br/sisp-conteudo/estrategia-geral-de-ti/biblioteca/arquivos/estrategia-geral-de-tecnologia-da-informacao-trienio-2013-2015
http://en.wikipedia.org/wiki/File:Flag_of_Brazil.svg
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- Anatel - Public Consultation no. 21, on a regulation for critical telecommunication infrastructure protection. 

This regulation establishes measures to be undertaken by telecom operators to promote risk management 

processes related to security and performance of network and telecommunication services. It also promotes 

coordination among telecom operators for disaster relief.  

- Administrative Normative Rule no. 3,389 of the Ministry of Defense, which establishes the Cyber Defence 

Policy   

- Critical Information and Communication Infrastructure protection. 

1.3.2 ROADMAP FOR GOVERNANCE 

Brazil does not currently have any national governance roadmap for cybersecurity.  

1.3.3 RESPONSIBLE AGENCY 
Brazil does not have an officially recognised national or sector-specific agency responsible for implementing a 

national cybersecurity strategy, policy and roadmap since responsibilities are shared among the following several 

entities:  

- National Defense Council in charge of planning and conducting the policy and strategy for national defence  

- Cabinet of Institutional Security  of the Presidency of the Republic which proposes guidelines and strategies for 

the cybersecurity in the scope of the Federal Public Administration, by means of the Communication and 

Information Safety Department  

- Cyber defense Centre of the Brazilian Army     - Brazilian Intelligency Agency  

- Ministry of Justice – Department of Federal Police.  

1.3.4 NATIONAL BENCHMARKING 

Brazil has officially recognized the following national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 

- TIC Kids Online 2012 - Survey on Internet Use by Children in Brazil  
- ICT Households and Enterprises  - Survey on the Use of Information and Communication Technologies in Brazil  

- Survey on the Use of Information and Communication Technologies in Brazil  

- The Bureau of Information Technology Audit (Sefti/TCU) conducts benchmark exercises periodically to measure 

cybersecurity development in government sector. 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT       

Brazil has officially recognized the following national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

-ABNT which defines the Brazilian versions of ISO IEC standards (e.g. ABNT NBR ISO/IEC 27000 series)  

-CEPESC - Research and Development Center for the Security of Communication – that develops scientific and 
technological research applied to projects related to the security of communications including technology 
transfer. 

-CAIS RNP – Security Incident Response Team – which acts in the detection, solution and prevention of security 
incidents in the Brazilian academic network, besides creating, promoting and spreading security practices in 
networks.   

1.4.2 MANPOWER DEVELOPMENT 
The Brazilian Internet Steering Committee (CGI.br) is responsible for recommending technical standards and best 
practices related to the Internet, and promoting security best practices. In order to perform its activities the 
CGI.br created the Brazilian Network Information Center (NIC.br) which implements these efforts through: 
- Brazilian national (CERT.br) which offers professional training programs. 

- Best practices Portal BCP.nic.br - a portal to promote Current Best Practices (BCPs) for system administrators. 

- Antispam.br - a portal for awareness about spam, with contents to both end users and system administrators. 

http://sistemas.anatel.gov.br/SACP/Contribuicoes/TextoConsulta.asp?CodProcesso=C1674&Tipo=1&Opcao=finalizadas
http://pesquisa.in.gov.br/imprensa/jsp/visualiza/index.jsp?data=27/12/2012&jornal=1&pagina=11&totalArquivos=304
http://dsic.planalto.gov.br/documentos/publicacoes/2_Guia_SICI.pdf
http://www.planalto.gov.br/ccivil_03/leis/L8183.htm
http://dsic.planalto.gov.br/documentos/portaria_45_2009_ing.pdf
http://www.dct.eb.mil.br/index.php/2013-02-01-13-23-38
http://www.abin.gov.br/
http://www.dpf.gov.br/
http://cetic.br/publicacoes/2012/tic-kids-online-2012.pdf
http://www.cetic.br/publicacoes
http://op.ceptro.br/cgi-bin/cetic/tic-lanhouse-2010.pdf
http://portal2.tcu.gov.br/portal/page/portal/TCU/comunidades/tecnologia_informacao/sefti/sobre_unidade/normativos
http://www.abnt.org.br/m3.asp?cod_pagina=951
http://www.abin.gov.br/modules/mastop_publish/?tac=CEPESC&%20lang=english
http://www.rnp.br/en/cais/index.html
http://www.cgi.br/pagina/about-the-cgi-br/148
http://www.cert.br/cursos/
http://bcp.nic.br/
http://www.antispam.br/
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- InternetSegura.br - a portal with links to all currently known awareness materials developed by Brazilian 

organizations. 

- SaferNet Brazil works with prevention, providing information to the users and organizing awareness campaigns, 

but it also functions as an internet complaint center for crimes against human rights.  

- CEGSIC  which offers specialization course in Management of Information Security and Communications.  

1.4.3 PROFESSIONAL CERTIFICATION 

Brazil has numerous public sector professionals certified under internationally recognized certification programs 
in cybersecurity. However it did not conduct a survey to gather the exact statistic. 

1.4.4 AGENCY CERTIFICATION 

Brazil has numerous certified government and public sector agencies under internationally recognized standards 
in cybersecurity. However it did not conduct a survey to gather the exact statistic. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets access borders and with other nation states, Brazil has officially 
recognized a partnership with the Inter-American Committee Against Terrorism (CICTE) by enhancing the 
exchange of information via the competent national authorities.   

1.5.2 INTRA-AGENCY COOPERATION 

 The SegInfo blog is the officially recognized national or sector-specific program for sharing cybersecurity assets 
within the public sector since it offers to its readers the main news related to information security, and frequent 
articles by renowned professionals in the information security area. The site aims to collect, catalog and spray 
events, news, vulnerability warnings and most relevant projects in the information security area, among 
countless other aspects. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Brazilian national CERT (CERT.br) participates in several initiatives for sharing cybersecurity assets within the 
public and private sector. 

- SpamPots Project which gathers data related to the 
abuse of Internet infrastructure by spammers in order 
to identify malware botnets etc. 

-  Distributed Honeypots Project which objective is to 
increase the capacity of incident detection and trend 
analysis in the Brazilian Internet Space. 

 

- Tentacles Project : a Cooperation Agreement between the Brazilian Federal Police Department and FEBRABAN 
(Brazil´s Bank Federation) in which the Brazilian Federal Police Department receives on line information on 
almost the entire electronic frauds committed inside Brazil borders, allowing the continuous feeding of the 
National Electronic Frauds Database and the quick generation of statistics, crime analysis and strategic planning, 
among other means known to be effective in combating this type of illicit act. 

1.5.4 INTERNATIONAL COOPERATION 

Brazil is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  Brazil 
participated in the following cybersecurity activities. 
- Latin American and Caribbean Regional CSIRTs Meeting organized by LACNIC. 

- Brazilian Federal Police participates in the I-24/7 global police communications system developed by Interpol 

to connect law enforcement officers, including cybercrimes:  

CERT.br is a member of FIRST. 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Articles 218, 218A, 218B* of the Criminal Code, amended and included by the Law n. 12015/2009 

-Articles 240* and 241A-E* of the Law n. 8069/1990, amended by the law n. 11829/2008.  

http://www.internetsegura.br/
http://www.safernet.org.br/
http://dsic.planalto.gov.br/cegsic
http://www.cicte.oas.org/olat/
http://www.seginfo.com.br/sobre/
http://www.cert.br/cursos/
http://www.lacnic.net/web/lacnic/ipv6
http://www.interpol.int/INTERPOL-expertise/Data-exchange/I-24-7
http://www.cert.br/en/
http://www.first.org/members/teams/cert-br)
http://www.planalto.gov.br/ccivil_03/decreto-lei/del2848.htm
http://www.planalto.gov.br/ccivil_03/_Ato2007-2010/2008/Lei/L11829.htm#art1
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2.2 UN CONVENTION AND PROTOCOL 

Brazil has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. 

Brazil has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Brazilian national CERT (CERT-BR*) provides for information* on internet security in its website.  Also there 
is a Website* gathering Brazilian initiatives on internet security, built by the Brazilian Internet Steering 
Committee*. 
2.4 REPORTING MECHANISM 

Online illegal content can be reported in the helpline on child and adolescent pornography in internet created 
by the government: www.disque100.gov.br* Available as a telephone number in: 100. 

SaferNet Brasil provides information on internet safety and space for complaints in its website. 

The Federal Police* has a dedicated space to receive denouncements at its website, which can also be made by 
its email address denuncia.ddh@dpf.gov.br. 

 

 

 

 

 

 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.cert.br/
http://cartilha.cert.br/
http://www.internetsegura.br/index.html
http://www.cgi.br/sobre-cg/index.htm
http://www.cgi.br/sobre-cg/index.htm
http://www.disque100.gov.br*/
http://www.safernet.org.br/site/
http://denuncia.pf.gov.br/
mailto:denuncia.ddh@dpf.gov.br
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CYBERWELLNESS PROFILE 

 BRUNEI 

 

 

BACKGROUND 

Total Population: 413 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 64.50% 

(data source: ITU Statistics, 2013) 

 

1. CYBERSECURITY 
  

1.1 LEGAL MEASURES  

1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instruments: 

-Computer Misuse Act -Penal Code -Copyright Act.  

1.1.2 REGULATION AND COMPLIANCE 
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Broadcasting (Class License) 

Notification  

-Internet Code of Practice 

Notification 

-Electronic Transaction Act. 

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Brunei has an officially recognized national CIRT (BruCERT). 

1.2.2 STANDARDS 

Brunei does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. However the E-Government National Centre 
(EGNC) is in progress in developing the Brunei National Cyber Security Framework. 

1.2.3 CERTIFICATION 
Brunei does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Brunei has an officially recognized national cybersecurity strategy through the E-Government Strategic Plan 
2009-2014. 

1.3.2 ROADMAP FOR GOVERNANCE 

Brunei does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

Brunei does not have an officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap. 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.agc.gov.bn/agc1/images/LOB/PDF/Computer%20Misuse.pdf
http://www.agc.gov.bn/agc1/images/LOB/PDF/Cap22.pdf
http://www.agc.gov.bn/agc1/images/LOB/Order/ABC/C/Copyright%20Order.pdf
http://www.agc.gov.bn/agc1/images/LAWS/Gazette_PDF/2001/EN/s013.pdf
http://www.agc.gov.bn/agc1/images/LAWS/Gazette_PDF/2001/EN/s013.pdf
http://www.agc.gov.bn/agc1/images/LAWS/Gazette_PDF/2001/EN/s012.pdf
http://www.agc.gov.bn/agc1/images/LAWS/Gazette_PDF/2001/EN/s012.pdf
http://www.agc.gov.bn/agc1/index.php?option=com_content&view=article&id=61&Itemid=165
http://www.brucert.org.bn/
http://www.egnc.gov.bn/
http://unpan1.un.org/intradoc/groups/public/documents/eropa/unpan042980.pdf
http://unpan1.un.org/intradoc/groups/public/documents/eropa/unpan042980.pdf
http://commons.wikimedia.org/wiki/File:Flag_of_Brunei.svg
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1.3.4 NATIONAL BENCHMARKING 

Brunei does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Brunei does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 
Brunei Ministry of Education incorporates cybersecurity awareness to their education curriculum. In Year 3, there 
is one syllabus about risk/dangers/responsible internet and email safety rules. BruCERT conduct awareness 
training programs for Civil Servants since 2005, Awareness Outreach Programs for Schools. It also disseminates 
information through printed and digital media, and roadshows so as to raise youth and citizens’ awareness.  

1.4.3 PROFESSIONAL CERTIFICATION 

Brunei has 30 public sector professionals certified under internationally recognized certification programs in 
cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Brunei does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Brunei has officially 
recognized partnerships with the following organizations: 

-ITU -APCERT -ASEAN 

-FIRST -OIC-CERT  

BruCERT is a member of FIRST. 

1.5.2 INTRA-AGENCY COOPERATION 

Brunei has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 
public sector through the E-Government National Center. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 
Brunei has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 
public and private sector through the Information Technology Protective Security Services.  

1.5.4 INTERNATIONAL COOPERATION 

Brunei is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services and has 
participated in the ASEAN-Japan Information Security Meetings since 2009.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Sections 292-294 of the Criminal Code 

-Section 3 of the Undesirable Publications Act. 

2.2 UN CONVENTION AND PROTOCOL 

Brunei has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Brunei has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 

http://www.moe.edu.bn/
http://www.brucert.org.bn/
http://www.itu.int/
http://www.apcert.org/
http://www.asean.org/
http://www.first.org/
http://www.oic-cert.net/
http://www.brucert.org.bn/
http://www.first.org/
http://www.itpss.com/
http://www.agc.gov.bn/agc1/images/LOB/PDF/Cap22.pdf
http://www.agc.gov.bn/agc1/images/lob/pdf/Chapter%2025.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Brunei does not have any officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Brunei BruCERT is the officially recognized agency that offers an avenue for the reporting of incidents related to 
child online protection. 

 

 

 

 

 

 

 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 BULGARIA 

 

 

BACKGROUND 

Total Population: 7 398 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 53.06% 

(data source: ITU Statistics, 2013) 

  

1.CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

-The Criminal Code.   

 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Electronic Communication Act -E-Governance Act  -State National Security Agency 

Act  

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Bulgaria has an officially recognized national CIRT (CERT Bulgaria).  

1.2.2 STANDARDS 
Bulgaria has officially recognized national (and sector specific) cybersecurity frameworks for implementing 
internationally recognized cybersecurity standards through the Electronic Communications Act and E-
governance Act.  

1.2.3 CERTIFICATION 
Bulgaria has officially approved national (and sector specific) cybersecurity frameworks for the certification and 
accreditation of national agencies and public sector professionals through the E-governance Act. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Bulgaria is currently developing a national cybersecurity strategy with an inter-departmental working group. It is 
expected to be completed by the end of 2014. 

1.3.2 ROADMAP FOR GOVERNANCE 

Bulgaria does not have a national governance roadmap for cybersecurity currently. The roadmap will be included 
in the national cybersecurity strategy which is expected to be completed by end of 2014. 

1.3.3 RESPONSIBLE AGENCY 
The Ministry of Transport, information Technology and Communications, State Agency “National Security” and 
the Ministry of Defense are the officially recognized agencies responsible for implementing a national 
cybersecurity strategy, policy and roadmap. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.vks.bg/english/vksen_p04_04.htm
http://www.crc.bg/files/_en/ZES_ENG.pdf
http://www.esmis.government.bg/upload/other/2012-01/eGov_Legislation4.ppt
http://www.dans.bg/images/stories/EN-acts/zdans-20100823-en.pdf
http://www.dans.bg/images/stories/EN-acts/zdans-20100823-en.pdf
https://govcert.bg/EN/Pages/default.aspx
http://www.mtitc.government.bg/
https://www.dans.bg/
http://www.mod.bg/
http://commons.wikimedia.org/wiki/File:Flag_of_Bulgaria.svg


Global Cybersecurity Index & Cyberwellness Profiles 

110   

1.3.4 NATIONAL BENCHMARKING 
Bulgaria has the following official benchmark exercise to measure cybersecurity development: 

- 2011 – Computer-Aided Exercise “Cyber-Winter” within the Ministry of Transport, Information Technology and 
Communications; 
- 2012 – Cyber-drill during the Regional Cybersecurity Forum, Sofia, Bulgaria 

- 2013 – Operational Program Administrative Capacity Directorate  (OPAC) project on development of plan, 
scenarios, assessment methodology, questionnaires for conducting national exercise for critical information 
infrastructure protection 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

The National Laboratory of Computer Virology is a research unit within the Bulgarian Academy of Sciences and 
has officially recognized national research and development (R&D) programs/projects on cybersecurity. 

1.4.2 MANPOWER DEVELOPMENT 

The State National Security Agency is involved in an OPAC national project to conduct professional cybersecurity 
training. 

1.4.3 PROFESSIONAL CERTIFICATION 

Bulgaria does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Bulgaria does not have the exact number of government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Bulgaria does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Bulgaria does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Bulgaria does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Bulgaria is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services and also 
collaborates with the European Commission and ENISA for cybersecurity issues. Bulgaria hosted and participated 
in the Applied Learning for Emergency Response Team (ALERT) for Europe and CIS countries in October 2012. 
Bulgaria participated in the International Cyber Shield Exercise 2014 in Turkey (ICSE 2014). 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-The Criminal Code (Article 159). 
2.2 UN CONVENTION AND PROTOCOL 

Bulgaria has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child.  

http://www.minfin.bg/en/page/441
http://www.bas.bg/
http://ec.europa.eu/index_de.htm
http://www.enisa.europa.eu/
http://www.itu.int/ITU-D/eur/rf/cybersecurity/
http://www.icse2014.org/
http://www.vks.bg/english/vksen_p04_04.htm
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf


Global Cybersecurity Index & Cyberwellness Profiles 

 111 

Bulgaria has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Bulgaria does not have an officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Report of online illegal content pertaining to child online protection can be made at safenet.bg (*). 

 

 

 

 

 

 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.safenet.bg/index.php?id=1389
http://www.safenet.bg/index.php?id=1388
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CYBERWELLNESS PROFILE 

 BURKINA-FASO 

 

 

BACKGROUND 

Total Population: 17 482 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 4.40% 

(data source: ITU Statistics, 2013) 

 

 

1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

 1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instrument: 

-Law on Network and Electronic communication services. 

1.1.2 REGULATION AND COMPLIANCE 
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

-Law on Services and Electronic Transaction.   

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU conducted a CIRT readiness assessment for Burkina Faso in Ouagadougou, Burkina-Faso in May 2010. The 
ITU-IMPACT established the national CIRT of Burkina-Faso, CIRT.BF which will be part of the National Agency for 
Information Systems Security (ANSSI).  

1.2.2 STANDARDS 

The National CIRT (CIRT.BF) has officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards.  

1.2.3 CERTIFICATION 
Burkina-Faso does not have any officially approved national (and sector specific) cybersecurity frameworks for 
the certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

ANSSI is currently developing an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

The National Cybersecurity Plan provides a national governance roadmap for cybersecurity in Burkina-Faso. It is 
designed as a global reference that will help build all the actions in the sector of cybersecurity. This plan contains 
major actions that must be taken into account in order to build a sustainable protection against all the types of 
attacks coming from Internet. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://artel.bf/IMG/pdf/loi_no_061-2008-AN_du_27-11-2008-2.pdf
http://artel.bf/IMG/pdf/loi_portant_reglentation_des_services_transaction.pdf
http://www.cirt.bf/
http://www.cirt.bf/
http://commons.wikimedia.org/wiki/File:Flag_of_Burkina_Faso.svg


Global Cybersecurity Index & Cyberwellness Profiles 

 113 

1.3.3 RESPONSIBLE AGENCY 

The National Agency for Information Systems Security (ANSSI) is the officially recognized agency responsible for 
implementing a national cybersecurity strategy, policy and roadmap. ANSSI will be in charge of the Internet 
ecosystem of Burkina Faso, in terms of information systems security. ANSSI will have also the power of an Auditor 
Agency for Information security. ANSSI will only be fully operational at the end of 2014. 

1.3.4 NATIONAL BENCHMARKING 

The regulatory authority for electronic communication of Burkina Faso (ARCEP), with the assistance of ITU, has 
conducted in 2010 a global study in Burkina Faso. This study set the benchmark for the level of cybersecurity 
protection in Burkina-Faso. 

 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Burkina-Faso does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Burkina-Faso does not have any officially recognized national or sector-specific educational and professional 
training programs for raising awareness with the general public, promoting cybersecurity courses in higher 
education and promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Burkina-Faso does not have any public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Burkina-Faso does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Burkina-Faso does not have any official recognized partnerships to facilitate sharing of cybersecurity assets 
across borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Burkina-Faso has an officially recognized national or sector-specific program for sharing cybersecurity assets 
within the public sector, through the national CIRT (CIRT.BF). 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Burkina-Faso does not have any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Burkina-Faso is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Burkina 
Faso is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies 
in Sub-Sahara Africa” (HIPSSA). 

 

2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Burkina-Faso does not have any national legislation pertaining to child online protection. 
2.2 UN CONVENTION AND PROTOCOL 

http://arce.bf/
http://www.cirt.bf/
http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
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Burkina-Faso has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Burkina-Faso has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Burkina-Faso does not have any officially recognized agency that offers intuitional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Burkina-Faso does not have any officially recognized agency that offers an avenue for the reporting of incidents 
related to child online protection. 

 

 

 

 

 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf


Global Cybersecurity Index & Cyberwellness Profiles 

 115 

 

 

CYBERWELLNESS PROFILE 

 BURUNDI 

 

 

BACKGROUND 

Total Population: 8 749 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 1.30% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

-Penal Code (Article 467-470).   

 

1.1.2  REGULATION AND COMPLIANCE 

Burundi does not have officially recognised regulations and compliance requirement pertaining to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU is currently cooperating with Burundi to implement the national CIRT project.  

1.2.2 STANDARDS 

Burundi does not have officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Burundi does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Burundi does not have an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Burundi does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The Agency for Regulation and Control of Telecommunications (ARCT) is the officially recognized agency 
responsible for implementing a national cybersecurity strategy, policy and roadmap.  

1.3.4 NATIONAL BENCHMARKING 

Burundi does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.unhcr.org/refworld/pdfid/4c31b05d2.pdf
http://www.arct.gov.bi/
http://commons.wikimedia.org/wiki/File:Flag_of_Burundi.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Burundi does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Burundi does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Burundi does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Burundi does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Burundi has officially recognized partnerships with Common Market for Eastern and Southern Africa (COMESA) 
and East African Communications Organisation (EACO) for intra-state cooperation. 

1.5.2 INTRA-AGENCY COOPERATION 

Burundi does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Burundi does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Burundi is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Burundi is 
among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in Sub-
Sahara Africa” (HIPSSA). 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-The Criminal Code (Article 519, 523). 
2.2 UN CONVENTION AND PROTOCOL 

Burundi has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Burundi has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Burundi does not have an officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Burundi does not have an officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 
  

http://www.comesa.int/
http://www.eaco.int/
http://www.impact-alliance.org/home/index.html
http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.unhcr.org/refworld/pdfid/4c31b05d2.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

CAMBODIA 

 

 

BACKGROUND 

Total Population: 14 478 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 6.00% 

(data source: ITU Statistics, 2013) 

 

1. CYBERSECURITY 
 

1.1 LEGAL MEASURES 
 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation pertaining to cybercrime is mandated through the following legal instrument: 

- Criminal Court of the Kingdom of Cambodia: Articles 317-320 and Articles 427-432. 

1.1.2 REGULATION AND COMPLIANCE 
Cambodia does not have any officially recognised regulation pertaining to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU completed a CIRT readiness assessment for Cambodia at Yangon, Myanmar in October 2011. Cambodia has 
an officially recognized national CIRT (CamCERT).  

1.2.2 STANDARDS 

Cambodia does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Cambodia does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Cambodia does not have any officially recognized national cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

Cambodia does not have any national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The Department of ICT Security, Ministry of Posts and Telecommunications is the officially recognized agency 
responsible for implementing a national cybersecurity strategy, policy and roadmap.  

1.3.4 NATIONAL BENCHMARKING 

Cambodia does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.unodc.org/res/cld/document/khm/criminal_code_of_the_kingdom_of_cambodia_html/Cambodia_Criminal-Code-of-the-Kingdom-of-Cambodia-30-Nov-2009-Eng.pdf
http://www.camcert.gov.kh/
http://commons.wikimedia.org/wiki/File:Flag_of_Cambodia.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Cambodia does not have any officially recognized national or sector-specific research and development programs 
or projects for cybersecurity standards, best practices and guidelines to be applied in either the private or the 
public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Cambodia does not have any officially recognized national or sector-specific educational and professional 
training programs for raising awareness with the general public, promoting cybersecurity courses in higher 
education and promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Cambodia does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Cambodia does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Cambodia does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Cambodia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Cambodia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Cambodia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Cambodia 
participated in the Applied Learning for Emergency Response Team (ALERT) in December 2011, held in Yangon, 
Myanmar. Cambodia also participated in the ALERT at Vientiane, Lao P.D.R., in December 2013 (9-11th December 
2013).  
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child protection has been enacted through the following instrument: 

-Article 349 of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Cambodia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Cambodia has signed and ratified, with no declarations or reservations to articles 2 and 
3, to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution 
and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Cambodia does not have any officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Computer incidents can be reported to the National Cambodia Computer Emergency Response Team (CamCERT) 
on the phone number (855) 92 335 536 and by the email incident@camcert.gov.kh 

http://sogi.sithi.org/admin/upload/media/125-rlhnfhw1371009220.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.camcert.gov.kh/
mailto:incident@camcert.gov.kh
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CYBERWELLNESS PROFILE 

 CAMEROON 

 

 

BACKGROUND 

Total Population: 20 469 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 6.40% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

-Law on Cybersecurity and Cybercrime.   

 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Decree on IT Security Audit -Decree on Electronic Certification -Cybersecurity Standard. 

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU conducted a CIRT Assessment for Cameroon at Yaoundé, Cameroon in December 2010. Cameroon has 
established an officially recognized National CIRT.   

1.2.2 STANDARDS 

Cameroon has an officially recognized national (and sector specific) cybersecurity framework for implementing 
internationally recognized cybersecurity standards. The framework is developed by the National Information 
Technology Agency (ANTIC) for government agencies.  

1.2.3 CERTIFICATION 
Cameroon does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Cameroon does not have an officially recognized national cybersecurity strategy. However it has developed a 
cybersecurity policy for government agencies. 

1.3.2 ROADMAP FOR GOVERNANCE 

Cameroon ICT/Telecomm roadmap includes a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

ANTIC is the officially recognized agency responsible for implementing a national cybersecurity strategy, policy 
and roadmap. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.antic.cm/images/stories/data/IMG/pdf/cybersecurite/Loi_2010-012_cybersecurite_cybercriminalite.pdf
https://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0CCoQFjAA&url=http%3A%2F%2Fwww.cto.int%2Fmedia%2Fevents%2Fpst-ev%2F2013%2FCybersecurity%2FEbot%2520Ebot%2520Enaw.pdf&ei=YH3GU5SRKazP4QTh9oHwBQ&usg=AFQjCNHCILAx9fAvC0CPKgaR5y2daRVkXQ&sig2=_yEj6jpYTgDrexYZWk9zww&bvm=bv.71126742,d.bGE
https://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&cad=rja&uact=8&ved=0CCQQFjAB&url=http%3A%2F%2Fwww.cto.int%2Fmedia%2Fevents%2Fpst-ev%2F2013%2FCybersecurity%2FEbot%2520Ebot%2520Enaw.pdf&ei=eH3GU4SLLciO4gT22YCoCA&usg=AFQjCNHCILAx9fAvC0CPKgaR5y2daRVkXQ&sig2=GMk05RtamDnOcqLOGg5hKg&bvm=bv.71126742,d.bGE
http://www.gov.me/files/1198662448.pdf
http://www.antic.cm/
http://www.antic.cm/
http://www.antic.cm/
http://en.wikipedia.org/wiki/File:Flag_of_Cameroon.svg
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1.3.4 NATIONAL BENCHMARKING 

Cameroon does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development.  However in the ICT/Telecom roadmap, there are 
studies planned on to measure the impact of cybercrime in Cameroon. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Cameroon does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards. ANTIC has developed best practices and guidelines to be applied 
in the public sector. 

1.4.2 MANPOWER DEVELOPMENT 
Cameroon has dedicated a budget for public awareness program. Two awareness programs will be organized in 

Yaoundé and Douala which are the two major cities of our country. ANTIC also raises awareness on cybersecurity 

through a radio program every fortnight. 

ANTIC is now working with the tertiary institution to develop programs related to cybersecurity in its engineering 

schools and universities. 

Two cybersecurity seminars have also been organized in partnership with IMPACT in 2010 and 2013. Topics like 

penetration testing, security audit and forensic investigation were taught. 

1.4.3 PROFESSIONAL CERTIFICATION 

Cameroon has 3 public sector professionals certified under internationally recognized certification programs in 
cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Cameroon does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Cameroon does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. However Central Africa’s countries are finalizing the development of a 
cybersecurity framework for intra-state cooperation. 

1.5.2 INTRA-AGENCY COOPERATION 

Cameroon does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Cameroon does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Cameroon is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Cameroon 
is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in Sub-
Sahara Africa” (HIPSSA). 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

-Law on Cybersecurity and Cybercrime (Article 43, 76 and 80-82). 
2.2 UN CONVENTION AND PROTOCOL 

Cameroon has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. 

http://www.cto.int/media/events/pst-ev/2013/Cybersecurity/Justin%20Aime%20TSANGA%20EBODE.pdf
http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.antic.cm/images/stories/data/IMG/pdf/cybersecurite/Loi_2010-012_cybersecurite_cybercriminalite.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
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Cameroon has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Cameroon does not have an officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Cameroon does not have an officially recognized agency that offers an avenue for the reporting of incidents 
related to child online protection. 

 

 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 CANADA 

 

 

BACKGROUND 

Total Population: 36 675 000 

(data source: United Nations Statistics Division, December 2012) 

Internet users, percentage of population: 85.80% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 

 
1.1 LEGAL MEASURES 

 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

-Criminal Code (1985). 

 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following 

instruments: 

-Anti-Spam Act 

-Secure Electronic Signature Regulations  

-Electronic Commerce Protection Regulations 

-Personal Information Protection and Electronic Documents Act 

-Draft Bill C-12: An Act to Amend the Personal Information Protection and Electronic Documents Act. 

 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

The Canadian Cyber Incident Response Centre (CCIRC) is the officially recognized CIRT. The Cyber Threat 
Evaluation Centre (CTEC) is another establishment responsible for the detection, analysis, and assessment of 
cyber threat activity on nationally important networks.   

1.2.2 STANDARDS  
In Canada the Management of Information Technology Security (MITS) is the body responsible for operational 

security standards. The government has a security policy that states the requirements for protecting information 

and it directs the federal departments and agencies to which it applies to have an IT security strategy. The 

Operational Standard for the Security of Information Act is the nationally recognised instrument for cybersecurity 

standards.  

1.2.3 CERTIFICATION 

Canada does not have a national or sector-specific framework for certification and accreditation of national 
agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
The officially recognized national and sector-specific strategy for cybersecurity is the Canada's Cyber Security 
Strategy.  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://laws-lois.justice.gc.ca/eng/acts/C-46/
http://laws-lois.justice.gc.ca/eng/acts/E-1.6/FullText.html
http://laws-lois.justice.gc.ca/eng/regulations/SOR-2005-30/index.html
http://laws-lois.justice.gc.ca/eng/regulations/SOR-2012-36/page-1.html
http://laws-lois.justice.gc.ca/eng/acts/P-8.6/index.html
http://www.parl.gc.ca/About/Parliament/LegislativeSummaries/bills_ls.asp?ls=c12&Parl=41&Ses=1&source=library_prb&Language=E
http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ccirc-ccric-eng.aspx
https://www.cse-cst.gc.ca/en/page/cyber-threat-evaluation-centre-ctec
https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=12328
http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=16578
http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=12323&section=text
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/cbr-scrt-strtgy/cbr-scrt-strtgy-eng.pdf
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/cbr-scrt-strtgy/cbr-scrt-strtgy-eng.pdf
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1.3.2 ROADMAP FOR GOVERNANCE 
The Action Plan 2010-2015 for Canada's Cyber Security Strategy is the national roadmap for governance of 
cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 
The following agencies are the officially recognised national and sector-specific agencies responsible for 
cybersecurity in Canada:  

-Royal Canadian Mounted Police (RCMP) 
-Canadian Cyber Incident Response Centre (CCIRC)  

-Office of the Privacy Commissioner of Canada (OPC) 
-Office of the Critical Infrastructure Protection and Emergency Preparedness (OCIPEP). 

1.3.4 NATIONAL BENCHMARKING 

Canada does not currently have any national benchmarking exercise or referential to measure cybersecurity. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

The following are the national and sector-specific organizations responsible for R&D in Canada: 

-Defence Research and Development Canada (DRDC)  -Canadian Cyber Incident Response Centre 
(CCIRC) 

-The Communications Security Establishment Canada (CSEC) -Information Technology Incident Management 
Plan 

-Cyber Security Self-Assessment Guidance for Federally Regulated Financial Institutions. 

1.4.2 MANPOWER DEVELOPMENT 

Canada has recognized various types of awareness programs on cybersecurity, for the general public as well as 

for public and private sector employees through the following:  

- CCIRC  - OCIPEP             -The Canadian Anti-Fraud Centre (CAFC) 

- Public Safety Canada's Industrial Control Systems (ICS) 

1.4.3 PROFESSIONAL CERTIFICATION 

Canada does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity.  

1.4.4 AGENCY CERTIFICATION 

Canada does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity.  
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 
To facilitate sharing of cybersecurity assets between Canada and other nation states, Canada officially recognized 

the Canada-US Action plan on cybersecurity under the Beyond Border Action Plan. Additionally the CCIRC works 

closely with its international counterparts such as US-CERT, GovCert UK, CERT Australia, New Zealand CCIP  to 

help mitigate cyber threats and to share information on best practices for protecting critical infrastructure.  

1.5.2 INTRA-AGENCY COOPERATION 
The OCIPEP and Shared Services Canada (SSC) facilitate communication and networking amongst Canadian 

organisations and businesses; these serve as a Framework for sharing cybersecurity assets within the public 

sector.  

 

http://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/ctn-pln-cbr-scrt/index-eng.aspx
http://www.rcmp-grc.gc.ca/index-eng.htm
http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ccirc-ccric-eng.aspx
https://www.csis.gc.ca/index-en.php
http://circ.jmellon.com/agencies/ocipep/
http://www.drdc-rddc.gc.ca/en/index.page
http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ccirc-ccric-eng.aspx
http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ccirc-ccric-eng.aspx
https://www.cse-cst.gc.ca/en
http://www.tbs-sct.gc.ca/sim-gsi/sc-cs/docs/itimp-pgimti/itimp-pgimtitb-eng.asp
http://www.tbs-sct.gc.ca/sim-gsi/sc-cs/docs/itimp-pgimti/itimp-pgimtitb-eng.asp
http://www.osfi-bsif.gc.ca/eng/fi-if/in-ai/pages/cbrsk.aspx
http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ccirc-ccric-eng.aspx
http://circ.jmellon.com/agencies/ocipep/
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/default.aspx
http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/cntrl-sstms-trnng-eng.aspx
http://actionplan.gc.ca/en/content/beyond-border
http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ccirc-ccric-eng.aspx
https://www.us-cert.gov/
http://www.cesg.gov.uk/policyguidance/GovCertUK/Pages/index.aspx
https://www.cert.gov.au/
http://www.nzic.govt.nz/about-us/gcsb/
http://circ.jmellon.com/agencies/ocipep/
http://www.ssc-spc.gc.ca/index-eng.html
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1.5.3 PUBLIC SECTOR PARTNERSHIP 

Canada has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 
public and private sector: The SSC streamlines and consolidates information and communications technologies 
between various government departments. The CCIRC  works closely with Internet Service Providers and security 
companies to help identify threats and develop effective countermeasures in cybersecurity. 

1.5.4 INTERNATIONAL COOPERATION 

Canada is a member of the following cybersecurity activities:  
-FIRST          -OAS       -OSCE.                                                                     

      

2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Section 163, 163.1, 172.1 and 172.2 of the Criminal Code. 

-Bill C-22 an Act respecting the mandatory reporting of internet child pornography by persons who provide an 
internet service. 
2.2 UN CONVENTION AND PROTOCOL 

Canada has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Canada has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The following institutions are responsible for the activities preventing online child abuse:   

- (CCIRC)   -Public Safety Canada  

-Contribution Program to Combat Child Sexual Exploitation and Human Trafficking (CPCCSEHT) 

-The Royal Canadian Mounted Police through the National Child Exploitation Coordination Centre and the 
National Missing Children Service. 
2.4 REPORTING MECHANISM 

Cybertip.ca, Canada’s national tip line for reporting the online sexual exploitation of children, provides an online 
form. 
  

http://www.ssc-spc.gc.ca/index-eng.html
http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ccirc-ccric-eng.aspx
http://www.first.org/
http://www.oas.org/en/default.asp
http://www.osce.org/
http://laws-lois.justice.gc.ca/eng/acts/C-46/page-79.html#docCont
http://laws-lois.justice.gc.ca/eng/acts/C-46/page-79.html#docCont
http://laws-lois.justice.gc.ca/eng/acts/C-46/page-85.html#docCont
http://laws-lois.justice.gc.ca/eng/acts/C-46/page-86.html#docCont
http://www.parl.gc.ca/HousePublications/Publication.aspx?Language=E&Mode=1&DocId=5075713&File=29
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ccirc-ccric-eng.aspx
http://www.publicsafety.gc.ca/index-eng.aspx
http://www.publicsafety.gc.ca/cnt/cntrng-crm/chld-sxl-xplttn-ntrnt/cntrbtn-prgrm-cmbt-trms-eng.aspx
http://www.rcmp-grc.gc.ca/ncecc-cncee/index-accueil-eng.htm
http://www.rcmp-grc.gc.ca/ncecc-cncee/index-accueil-eng.htm
https://www.cybertip.ca/app/en/
https://www.cybertip.ca/app/en/report
https://www.cybertip.ca/app/en/report


Global Cybersecurity Index & Cyberwellness Profiles 

 125 

 

 

CYBERWELLNESS PROFILE 

 CAPE-VERDE 

 

 

BACKGROUND 

Total Population: 505 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 37.50% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

 

1.1.1  CRIMINAL LEGISLATION 

Cape-Verde does not have currently any officially recognized national criminal legislation pertaining to 

cybercrime but there is a work in progress. 

1.1.2  REGULATION AND COMPLIANCE 

Cape-Verde does not have currently any officially recognized national regulation pertaining to cybersecurity but 
there is a work in progress. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Cape-Verde does not have currently any officially recognized national CIRT but there is a work in progress. 

1.2.2 STANDARDS 

Cape-Verde does not have currently any officially recognized national (and sector specific) cybersecurity 
frameworks for implementing internationally recognized cybersecurity but there is a work in progress. 

1.2.3 CERTIFICATION 
Cape-Verde does not have currently any officially approved national (and sector specific) cybersecurity 
frameworks for the certification and accreditation of national agencies and public sector professionals but there 
is a work in progress. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Cape-Verde does not have currently an officially recognized national cybersecurity strategy but there is a work 
in progress. 

1.3.2 ROADMAP FOR GOVERNANCE 

Cape-Verde does not have currently an officially recognized national governance roadmap for cybersecurity but 
there is a work in progress. 

1.3.3 RESPONSIBLE AGENCY 

Cape-Verde does not have any officially recognized agencies responsible for implementing a national 
cybersecurity strategy, policy and roadmap. However there is a committee working on cybersecurity strategy. 

1.3.4 NATIONAL BENCHMARKING 

Cape-Verde does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://en.wikipedia.org/wiki/File:Flag_of_Cape_Verde.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Cape-Verde does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Cape-Verde does not have any officially recognized national or sector-specific educational and professional 
training programs for raising awareness with the general public, promoting cybersecurity courses in higher 
education and promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Cape-Verde does not have the exact numbers of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Cape-Verde does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Cape-Verde does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Cape-Verde does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Cape-Verde does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Cape-Verde is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Cape-
Verde is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies 
in Sub-Sahara Africa” (HIPSSA). 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on cybercrime has been enacted through the following instruments: 

-The Criminal Code (Article 150). 
2.2 UN CONVENTION AND PROTOCOL 

Cape-Verde has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Cape-Verde has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Cape-Verde does not have any officially recognized agencies that offer institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Cape-Verde does not have any officially recognized agencies that offer an avenue for the reporting of incidents 
related to child online protection. 

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.mj.gov.cv/index.php/component/search/?searchword=codigo%20penal&searchphrase=all
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

CENTRAL AFRICAN REPUBLIC  

 

 

 

BACKGROUND 

Total Population: 4 576 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 3.50%  

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- None. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- None. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Central African Republic does not have an officially recognized national CIRT.  

1.2.2 STANDARDS 

Central African Republic does not have an officially approved national or sector specific cybersecurity framework 
for implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Central African Republic.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Central African Republic does not have an officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Central African Republic. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Central African Republic. 

1.3.4 NATIONAL BENCHMARKING 

Central African Republic does not have any officially recognized national benchmarking or referential to measure 
cybersecurity development. 

  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Central African Republic does not have an officially recognized national or sector-specific research and 
development program or project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Central African Republic.  

1.4.3 PROFESSIONAL CERTIFICATION 

Central African Republic does not have the exact number of public sector professionals certified under 
internationally recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Central African Republic does not have any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 

 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Central African Republic does not have a framework to facilitate sharing of cybersecurity assets across borders 
or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Central African Republic does not have an officially recognized national or sector-specific program for sharing 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Central African Republic. 

1.5.4 INTERNATIONAL COOPERATION 

There is no information that Central African Republic currently participates in any international cybersecurity 
cooperation initiative. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Articles 85, 86, 110 and 111* of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Central African Republic has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the 
Convention on the Rights of the Child. Central African Republic has acceded, with no declarations or reservations 
to articles 2 and 3, to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, 
Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for the child online protection in Central African Republic. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Central African Republic.   
  

http://www.ilo.org/dyn/natlex/docs/SERIAL/88116/100661/F1881819351/CAF-88116.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

REPUBLIC OF CHAD 

 

 

BACKGROUND 

Total Population: 11 831 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 2.30%  

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- None. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- None. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Chad does not have an officially recognized national CIRT. ITU conducted a CIRT assessment for Chad in 2010. 

1.2.2 STANDARDS 

Chad does not have an officially approved national or sector specific cybersecurity framework for implementing 
internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Chad.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Chad does not have an officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Chad. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Chad. 

1.3.4 NATIONAL BENCHMARKING 

Chad does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development. 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/


Global Cybersecurity Index & Cyberwellness Profiles 

130   

 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Chad does not have an officially recognized national or sector-specific research and development program or 
project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Chad.  

1.4.3 PROFESSIONAL CERTIFICATION 

Chad does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Chad does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Chad does not have any framework to facilitate sharing of cybersecurity assets across borders or with other 
nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Chad does not have any officially recognized national or sector-specific program for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Chad. 

1.5.4 INTERNATIONAL COOPERATION 

Chad is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- None. 
2.2 UN CONVENTION AND PROTOCOL 

Chad has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Chad has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection.  
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Chad.  

 

 

 
  

http://www.impact-alliance.org/home/index.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

REPUBLIC OF CHILE 

 

 

BACKGROUND 

Total Population: 17 423 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 66.50% 

(data source: ITU Statistics, December 2013) 

  

 
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

 

1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instrument: 

- Law on Cybercrime. 

1.1.2 REGULATION AND COMPLIANCE 
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Law on Personal Data Protection 

- Law on Electronic Documents and Digital Signature. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Chile has an officially recognized national CIRT, CLCERT. CLCERT-CL has existed and functioned within the 
government but it is not a formal institutional entity so much as an operational capacity and structure maintained 
by the Ministry of the Interior and Public Safety. 

1.2.2 STANDARDS 

Chile has officially approved the Supreme Decree No. 1299, Program for the Improvement of Information 
Security Systems Management as the national framework for implementing internationally recognized 
cybersecurity standards. 

1.2.3 CERTIFICATION 
There is no information on any framework for certification and accreditation of national agencies and public 
sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

While there is no official national cybersecurity strategy or policy document, Chilean authorities have been 
working for a number of years to develop a strong national capacity for cyber incident response and 
management. Emphasis has been placed on developing standardized procedures and best practices for incident 
management and cybersecurity more broadly. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national or sector-specific governance roadmap for cybersecurity in Chile. 

  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.leychile.cl/Navegar?idNorma=30590&buscar=ley+19223
http://www.leychile.cl/Navegar?idNorma=141599&buscar=datos+personales
http://www.leychile.cl/Navegar?idNorma=196640
http://www.clcert.cl/
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1.3.3 RESPONSIBLE AGENCY 

The Ministry of the Interior and Public Safety, Cyber Crime Investigation Unit (BRICIB), the General Secretariat of 
the Presidency and the Sub-Secretariat of Telecommunications all play key roles in cybersecurity.   

1.3.4 NATIONAL BENCHMARKING 
There is no national benchmarking and referential to measure cybersecurity development in Chile. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Regular risk assessments and trainings for staff are also carried out occasionally as a means of research and 
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied 
in the public sector. 

1.4.2 MANPOWER DEVELOPMENT 
Personnel from CLCERT -CL receive technical training in aspects of cyber investigations and incident management 

from experts in the field. Cybersecurity and cybercrime-related bachelors and masters degrees are offered by 

the University of Chile and other academic institutions. To raise awareness and promote a culture of 

cybersecurity the Ministry of Education has developed and is implementing, in partnership with several private 

sector entities, a long-term campaign called Internet Segura. Internet safety is taught in schools as part of the 

ethics competencies contained in the Technology curriculum. 

1.4.3 PROFESSIONAL CERTIFICATION 

Chile does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Chile does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, CLCERT-CL has actively 
collaborated with other national CSIRTs around the region in responding to incidents. 

1.5.2 INTRA-AGENCY COOPERATION 

Chile does not have any officially recognized national or sector-specific programs for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Private companies are able and encouraged by the government to also provide incident management-related 
services, both to other private enterprises as well as public institutions in Chile. 

1.5.4 INTERNATIONAL COOPERATION 

To facilitate participation in regional/international cybersecurity platforms and forums:  

CLCERT is a member of the FIRST. 

CLCERT-CL has participated in initiatives to train personnel in other OAS Member States. 

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

-Article 366quater and 366quinquies of the Criminal Code, included by Law n. 19.927/2004, January 2004. 

-Articles 374 to 374ter of the Criminal Code, included by the Law n.19.617, July 1999, 19.806, May 2002 and 
19.927, January 2004. 

 

http://www.investigaciones.cl/paginas/brigadas/bg-bricib/bg-bricib.htm
http://www.enlaces.cl/index.php?t=95
http://www.clcert.cl/
https://www.first.org/
http://www.leychile.cl/Navegar?idNorma=1984&idParte=0
http://www.leychile.cl/Navegar?idNorma=1984&idParte=0
http://www.leychile.cl/Navegar?idNorma=1984
http://www.leychile.cl/Navegar?idNorma=1984
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2.2 UN CONVENTION AND PROTOCOL 

Chile has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Chile has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The website of the Chilean Computer Emergency Response Team CLCERT has general information on 
cybersecurity and specific information on child online protection. 
2.4 REPORTING MECHANISM 

Computer incidents can be reported to the National Chile Computer Emergency Response Team CLCERT by the 
email clcert@clcert.cl. The Integra Foundation provides a helpline. 

 

 

 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.clcert.cl/
http://www.clcert.cl/
mailto:clcert@clcert.cl
http://www.integra.cl/opensite_20110824112886.aspx
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CYBERWELLNESS PROFILE  

CHINA 

 

 

BACKGROUND 

Total Population: 1 353 601 000  

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 45.80% 

(data source: ITU Statistics, December 2013) 

  

1. CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instruments: 

- Art 285,286 & 287 Criminal Law, 1997 

- Art 285, Criminal Law, 2009. 

1.1.2 REGULATION AND COMPLIANCE 
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Regulations on Safeguarding Computer Information Systems 1996 

- Measures on Management of Internet Information Services 2000 

- Decision of the Standing Committee of the National People's Congress on Preserving Computer Network 

Security 2000.  

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

There is an officially recognized National Computer Network Emergency Response Technical 
Team/Coordination Center of China (CNCERT). 

1.2.2 STANDARDS 

Through China’s Information Security Standardization Technical committee 18 standards were issued in 2010. 

1.2.3 CERTIFICATION 

Currently China does not have any officially recognized national or sector specific certification body for 
cybersecurity. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
China has an officially recognized national cybersecurity policy through the following instrument: 
- The National Medium- and Long-Term Program for Science and Technology Development (2006-2020). 

1.3.2 ROADMAP FOR GOVERNANCE 

China does not currently have any national governance roadmap for cybersecurity.  

1.3.3 RESPONSIBLE AGENCY 
In China the officially recognised national or sector-specific agency responsible for implementing a national 

cybersecurity strategy and policy are:  

 - Ministry of Industry and Information Technology (MIIT)                         - State Internet information Office 

 - National Network & Information Security Coordination Team - Ministry of Science and Technology 

- The Central Internet Security and Informatization Leading Group. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.fmprc.gov.cn/ce/cgvienna/eng/dbtyw/jdwt/crimelaw/t209043.htm
http://www.ilo.org/dyn/natlex/docs/ELECTRONIC/85805/96275/F956434217/CHN85805.pdf
http://fas.org/irp/world/china/docs/computer_code.htm
http://www.chinaculture.org/gb/en_aboutchina/2003-09/24/content_23369.htm
http://www.hrichina.org/en/file/2653/download?token=EAidg_Eim7ORbjdv-Zsq0HchPrpUvgK-Pfkd8OzhArY
http://www.hrichina.org/en/file/2653/download?token=EAidg_Eim7ORbjdv-Zsq0HchPrpUvgK-Pfkd8OzhArY
http://www.cert.org.cn/
http://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CB0QFjAA&url=http%3A%2F%2Fsydney.edu.au%2Fglobal-health%2Finternational-networks%2FNational_Outline_for_Medium_and_Long_Term_ST_Development1.doc&ei=rMarVK7yFoGzPZCTgJgJ&usg=AFQjCNFSz8ieO3CQYpuGXEAmBFwtffmlEQ&bvm=bv.82001339,d.ZWU&cad=rja
http://www.miit.gov.cn/n11293472/index.html
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1.3.4 NATIONAL BENCHMARKING 

China does not have an officially recognized national or sector-specific benchmarking exercise or body.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT       

A blue paper “China’s Protection for Critical Information Infrastructure” issued by the Information Security Law 
Research Centre which identifies priority sectors such as Government affairs information system, educational 
and government research institutes, public communications such as radio and television, suffices as the national 
and sector-specific (R&D) of cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 
The CNCERT produces reports that are used for educational and professional training purposes. 

1.4.3 PROFESSIONAL CERTIFICATION 

China does not have any officially recognized certified public sector professionals. 

1.4.4 AGENCY CERTIFICATION 

There are no certified government and public sector bodies recognized for certification of agencies in 
cybersecurity.  
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Currently there are no officially recognized national or sector-specific partnerships for sharing cybersecurity 
assets across borders in China. 

1.5.2 INTRA-AGENCY COOPERATION 

The Annual Chinese Conference on Computer and Network Security by the Office of the Cyber Affairs is the 
officially recognized national or sector-specific program for sharing cybersecurity assets within the public sector.  
The Central Internet Security and Information Leading Group increases the coordination between different 
government department sectors. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is massive cooperation between the Internet Society of China, China mobile, China Telecom, China Unicom, 
China Internet Network Information Center and CNCERT/CC. 

1.5.4 INTERNATIONAL COOPERATION 

China is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. China is also a 
member of the following organizations: 

- FIRST       -APCERT        -ASEAN        -Anti-Phishing Working Group.     
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Chapter VI, Section 9 of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

China has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. 

China has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no specific institution recognized for child online protection as The National Computer Network 
Emergency Response Technical Team Coordination Center of China (CNCERT (*)) does not provide specific 
information on this. 

 

http://ewipolicy.tumblr.com/post/64666359685/chinas-critical-cyber-infrastructure-
http://www.cert.org.cn/
http://www1.cnnic.cn/
http://www.cert.org.cn/
http://www.first.org/members/teams/cert-br)
http://www.apcert.org/
http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/Octopus2013/Presentations/Workshop1/ASEAN%27s_Cooperation_on_Cybercrime_and_Cybersecurity.pdf
http://www.antiphishing.org/
http://en.pkulaw.cn/display.aspx?id=354&lib=law
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.cert.org.cn/publish/english/index.html
http://www.cert.org.cn/
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2.4 REPORTING MECHANISM 

Online illegal or harmful content can be reported by filling the form on the (CNCERT) website. 

China Internet Network Information Center (CNNIC (*)) accepts complaints by the number 8610-58813000 and 
by the email address supervise@cnnic.cn . 

 

 

 

 

 

 
  

http://www.cert.org.cn/publish/english/124/index.html
http://www.cert.org.cn/publish/main/index.html
http://www1.cnnic.cn/index.htm
http://www.cnnic.cn/
mailto:supervise@cnnic.cn


Global Cybersecurity Index & Cyberwellness Profiles 

 137 

 

CYBERWELLNESS PROFILE 

 COLOMBIA 

 

 

 

BACKGROUND 

Total Population: 47 551 500 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 51.70% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 

 

1.1 LEGAL MEASURES 

 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

-The Criminal Code (Protection of Information and 

Data). 

  

 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Statutory Law 1266 -Statutory Law 1581 -Decree 1377 of 2013 

-External Circular 042 of 2012 of the 

Financial Superintendence of Colombia. 

-External Circular 042 of 

2012 

-Statutory Law 1621 

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Colombia has the following National and sector-specific CIRT: 

-ColCERT (group Cyber Emergency 
Response of Colombia), under the 
Ministry of Defense.  

-CSIRT-Ponal (headquarters of 
the National Police telematics).  

-CSIRT-CCIT (Computer Security 
Incident Response Team of the 
Colombian Chamber Informatics 
and Telecommunications).  

CSIRT-ETB (Computer Security 
Incident Response Team - Empresa 
de Telecomunicaciones de Bogota 
SA ESP).  

DigiCSIRT (DigiSOC Computer 
Security Incident Response 
Team).  

 

SOC-CCOC (Security Operations 
Center - Cyber Operations 
Command Joint) 

1.2.2 STANDARDS 

Colombia has an officially recognized national (and sector specific) cybersecurity frameworks for implementing 
internationally recognized cybersecurity standards through the Model of information security for government 
online strategy and Conpes 3701 (National Planning Policy guidelines for cyber security and defense) . 

1.2.3 CERTIFICATION 
Colombia does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?i=34492
http://www.alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?i=34492
http://www.alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?i=34488
http://www.alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?i%2049981
http://www.alcaldiabogota.gov.co/sisjur/normas/Norma1.jsp?i=53646
http://www.secretariasenado.gov.co/senado/basedoc/ley_0599_2000.html
http://www.secretariasenado.gov.co/senado/basedoc/ley_0599_2000.html
https://www.superfinanciera.gov.co/
https://www.superfinanciera.gov.co/
http://wsp.presidencia.gov.co/Normativa/Leyes/Documents/2013/LEY%201621%20DEL%2017%20DE%20ABRIL%20DE%202013.pdf
http://www.colcert.gov.co/
http://www.ccp.gov.co/csirt.php
http://www.cert.org.co/
http://www.etb.com.co/
http://www.digicert.com/
http://programa.gobiernoenlinea.gov.co/lineamientos.shtml?scrl=116&apc=ahx;x;x;x4-&scr_116_Go=5
http://programa.gobiernoenlinea.gov.co/lineamientos.shtml?scrl=116&apc=ahx;x;x;x4-&scr_116_Go=5
https://colaboracion.dnp.gov.co/CDT/Conpes/3701.pdf
http://en.wikipedia.org/wiki/File:Flag_of_Colombia.svg
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1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Colombia has an officially recognized national cybersecurity strategy through the Conpes 3701 (National Planning 
Policy guidelines for cyber security and defense). 

1.3.2 ROADMAP FOR GOVERNANCE 

The Conpes 3701 (National Planning Policy guidelines for cyber security and defense) provides a national 
governance roadmap for cybersecurity in Colombia. 

1.3.3 RESPONSIBLE AGENCY 

The National Planning Department and the Ministry of Information Technologies and Communications (MINTIC) 
are the officially recognized agencies responsible for implementing a national cybersecurity strategy, policy and 
roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Colombia does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. 

 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Colombia has an officially recognized national or sector-specific research and development (R&D) program 
(through the MINTIC) for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Colombia does not have any officially recognized national educational and professional training programs for 
raising awareness with the general public, promoting cybersecurity courses in higher education and promoting 
certification of professionals in either the public or the private sectors.  

However Colombia has different sector initiatives that address these issues. There are 113 companies nationwide 
that provide specialized courses which address cybersecurity fronts. Also it has 11 academic programs offered 
by security institutions nationwide. 

1.4.3 PROFESSIONAL CERTIFICATION 

Colombia has numerous public sector professionals certified under internationally recognized certification 
programs in cybersecurity. However Colombia did not carry out a survey to gather the exact statistic. 

1.4.4 AGENCY CERTIFICATION 

Colombia does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Colombia is able to facilitate sharing of cybersecurity assets across borders or with other nation states through 
the ColCERT  and CSIRTPonal. 

1.5.2 INTRA-AGENCY COOPERATION 

Colombia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Colombia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

 

https://colaboracion.dnp.gov.co/CDT/Conpes/3701.pdf
https://colaboracion.dnp.gov.co/CDT/Conpes/3701.pdf
http://www.dnp.gov.co/
http://www.mintic.gov.co/
http://vivedigital.gov.co/idi/ndi-ciberseguridad/
http://www.colcert.gov.co/
http://www.ccp.gov.co/csirt.php


Global Cybersecurity Index & Cyberwellness Profiles 

 139 

1.5.4 INTERNATIONAL COOPERATION 

Colombia cooperated as a member in the Anti-Phishing Working Group (APWG). ColCERT, CSIRT-ETB, CSIRTPonal, 
DigiCSIRT ,CSIRT-CCIT  and SOC-CCOC are members of FIRST. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-The Criminal Code (Article 218 and 219A) 

-Law n. 679*. 
2.2 UN CONVENTION AND PROTOCOL 

Colombia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Colombia has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Police Cybernetic Centre*is the officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

The Police Cybernetic Centre* is the officially recognized agency that offers an avenue for the reporting of 
incidents related to child online protection. 

 

 

 

 

 

 
  

http://www.apwg.org/
http://www.colcert.gov.co/
http://www.etb.com.co/
http://www.ccp.gov.co/csirt.php
http://www.digicert.com/
http://www.cert.org.co/
http://www.first.org/
http://www.secretariasenado.gov.co/senado/basedoc/ley/2000/ley_0599_2000_pr007.html
http://www.secretariasenado.gov.co/senado/basedoc/ley/2001/ley_0679_2001.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ccp.gov.co/
http://www.ccp.gov.co/
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CYBERWELLNESS PROFILE 

 COMOROS 

 

 

BACKGROUND 

Total Population: 773 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 6.50% 

(data source: ITU Statistics, 2013) 

 
1. CYBERSECURITY 

1.1 LEGAL MEASURES 
 

1.1.1 CRIMINAL LEGISLATION 
Comoros does not have any officially recognized national criminal legislation pertaining to cybercrime. 

1.1.2 REGULATION AND COMPLIANCE 

Comoros does not have any officially recognized national regulation pertaining to cybersecurity. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Comoros does not have any officially recognized national CIRT. ITU conducted a CIRT readiness assessment for 
Comoros in 2014. 

1.2.2 STANDARDS 

Comoros does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Comoros does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Comoros does not have an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Comoros does not have an officially recognized national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

Comoros does not have any officially recognized agencies responsible for implementing a national cybersecurity 
strategy, policy and roadmap. However there is a committee working on cybersecurity strategy. 

1.3.4 NATIONAL BENCHMARKING 

Comoros does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Comoros does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://en.wikipedia.org/wiki/File:Flag_of_the_Comoros.svg
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1.4.2 MANPOWER DEVELOPMENT 

Comoros does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Comoros does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Comoros does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Comoros does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Comoros does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Comoros does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Comoros is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-The Criminal Code (Article 247,317 and 318). 
2.2 UN CONVENTION AND PROTOCOL 

Comoros has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Comoros has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Comoros does not have any officially recognized agencies that offer institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Comoros does not have any officially recognized agencies that offer an avenue for the reporting of incidents 
related to child online protection. 
  

http://www.droit-afrique.com/images/textes/Comores/Comores%20-%20Code%201981%20penal.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 DEMOCRATIC REPUBLIC OF 
CONGO 

 

 

BACKGROUND 

Total Population: 69 575 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 2.20% 

(data source: ITU Statistics, 2013) 

 

 
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 
DRC does not have any officially recognized national legislation pertaining to cybercrime. 

1.1.2 REGULATION AND COMPLIANCE 

DRC does not have any officially recognised regulation pertaining to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

A CIRT Assessment was conducted by ITU in December 2010. DRC does not have an officially recognized national 
CIRT currently.  

1.2.2 STANDARDS 

DRC does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
DRC does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

DRC does not have any officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

DRC does not have any national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

DRC does not have an officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

DRC does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 

 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://en.wikipedia.org/wiki/File:Flag_of_the_Democratic_Republic_of_the_Congo.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

DRC does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

DRC does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

DRC does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

DRC does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

DRC does not any officially recognized partnerships to facilitate sharing of cybersecurity assets across borders or 
with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

DRC does not have any officially recognized national or sector-specific programs for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

DRC does not have any officially recognized national or sector-specific programs for sharing cybersecurity assets 
within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

DRC is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. DRC is among 
the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in Sub-Sahara 
Africa” (HIPSSA). 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child protection has been enacted through the following instruments: 

-The Criminal Code (Article 172, 175-177) 

-Child Protection Law (Article 160, 169, 173 and 179-180). 
2.2 UN CONVENTION AND PROTOCOL 

DRC has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. DRC has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

DRC does not have any officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

DRC does not have any officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.leganet.cd/Legislation/JO/2009/JOS.25.05.2009.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 CONGO 

 

 

BACKGROUND 

Total Population: 4 233 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 6.60% 

(data source: ITU Statistics, 2013) 

 
1 CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instruments: 

-Draft Law on the Fight against Cybercrime   

1.1.2 REGULATION AND COMPLIANCE 
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Draft Law on Cybersecurity -Draft Law on Electronic Transaction 

-Draft Law on Protection of Personal   Data. -Draft Law on Copyright and neighbouring Right 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Congo does not have an officially recognized national CIRT. ITU is currently conducting a CIRT readiness 
assessment for Congo. 

1.2.2 STANDARDS 

Congo does not have officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Congo does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Congo does not have an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Congo does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

Congo does not have an officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap. However Congo is planning to establish the Congolese Agency for ICT. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
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1.3.4 NATIONAL BENCHMARKING 

Congo does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Congo does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Congo does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Congo does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Congo does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Congo does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across borders 
or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Congo does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Congo does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Congo is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Congo is 
among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in Sub-
Sahara Africa” (HIPSSA). 

 
2 CHILD ONLINE PROTECTION  

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Article 66* of the Law on Child Protection. 
2.2 UN CONVENTION AND PROTOCOL 

Congo has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Congo has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Congo does not have an officially recognized agency that offers institutional support on child online protection. 

 

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.ilo.org/dyn/natlex/docs/SERIAL/88295/100902/F1370556512/COG-88295.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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2.4 REPORTING MECHANISM 

Congo does not have an officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 
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CYBERWELLNESS PROFILE 
REPUBLIC OF COSTA RICA 

 

 

BACKGROUND 

Total Population: 4 794 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 45.96% 

(data source: ITU Statistics, December 2013) 

  

 
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Penal Code amended by the Costa Rican Cybercrime Offence Law 9048. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Law on Protecting Individual Personal Information 

- Law on the Certificates, Digital Signatures and Electronic Documents 

- Law on Registration, Seizure and Examination of Private Documents and Intervention in Communications. 

1.2  MEASURES 

1.2.1 CIRT 

Costa Rica has an officially recognized national CIRT known as CSIRT-CR established under the Ministry of Science, 
Technology and Telecommunications. 

1.2.2 STANDARDS 

Cost Rica does not have any framework for implementing internationally recognized cybersecurity standards.  

1.2.3 CERTIFICATION 
Costa Rica does not have any framework for certification and accreditation of national agencies and public 
sectors professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

A National Digital Strategy has been adopted by the government. Its primary focus is on defining a vision for the 
integrated use of technologies by the State, and it does not go much beyond identifying cybersecurity as a 
priority. There is presently no national cybersecurity strategy or policy guiding the related efforts of national 
authorities.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national or sector-specific governance roadmap for cybersecurity in Costa Rica. 

1.3.3 RESPONSIBLE AGENCY 

The following agencies are responsible for cybersecurity in Costa Rica: 

-CSIRT-CR      -Directorate for Digital Signatures 

-Digital Government / Digital Secretariat  -The Superintendency for Telecommunications 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.tse.go.cr/pdf/normativa/leydefirmadigital.pdf
https://www.ccn-cert.cni.es/index.php?option=com_content&view=article&id=3064:creacion-del-csirt-cr-de-costa-rica&catid=61&Itemid=197&lang=es
http://www.micit.go.cr/
http://www.micit.go.cr/
http://www.clubdeinvestigacion.com/docs/422.costaricadigitalingles.pdf
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-The Computer Crimes Section of the Judiciary  -Ministry of Science, Technology and 
Telecommunications 

-The Computer Crime Section of the Investigative Branch of the Judiciary.  

1.3.4 NATIONAL BENCHMARKING 
Costa Rica does not have any national benchmarking and referential to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no information on any programs for research and development of cybersecurity standards, best 
practices and guidelines in Costa Rica. 

1.4.2 MANPOWER DEVELOPMENT 
The Centre for the Formation of ICTs (CENFOTEC) offers a specialization in cyber security; the Latin American 
Science and Technology University (ULACIT) offers a specialization in information Security. Other institutions in 
Costa Rica offer cybersecurity and cybercrime relevant courses. 

1.4.3 PROFESSIONAL CERTIFICATION 

Costa Rica does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Costa Rica does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states Costa Rica has participated 
in various training programs by the OAS. Personnel of the computer crime section have received training in the 
United States and Canada.  

1.5.2 INTRA-AGENCY COOPERATION 

CSIRT-CR is mandated to coordinate among entities of the State and autonomous institutions to identify threats, 
minimize risks, and improve cooperation and information-sharing on relevant cybersecurity-related matters. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

CSIRT-CR is also mandated to coordinate not just among entities of the State and autonomous institutions, but 
also companies and banks to identify threats, minimize risks, and improve cooperation and information-sharing 
on relevant cybersecurity-related matters. There is no legal obligation for private sector entities to share 
information with national authorities in the event of an incident and the links and mechanisms necessary for 
facilitating such cooperation are limited and informal.   

1.5.4 INTERNATIONAL COOPERATION 

Costa Rica is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Article 173* of the Criminal Code, amended by the law n. 8590, July 2007 

- Article 173bis* of the Criminal Code, added by the law n. 8590, July 2007 

- Article 13* of Law n. 7739, Code for Childhood and Adolescence 

- Article 174* of the Criminal Code, reformed by the law 7899, August 1999 
- Law n. 8934*Protection of Children and Young from Harmful Content on the Internet and other Electronic 
Media, March 2011. 
 

http://www.micit.go.cr/
http://www.micit.go.cr/
http://www.oas.org/en/default.asp
http://www.impact-alliance.org/home/index.html
http://www.oas.org/dil/esp/Codigo_Penal_Costa_Rica.pdf
http://www.oas.org/dil/esp/Codigo_Penal_Costa_Rica.pdf
http://www.tse.go.cr/pdf/normativa/codigodelaninez.pdf
http://www.oas.org/dil/esp/Codigo_Penal_Costa_Rica.pdf
http://www.infocom.cr/downloads/docs/Info%20sector%20telecom/Ley%20Protecci%C3%B3n%20Ni%C3%B1ez%20y%20Adolescencia%20Contenido%20Nocivo%20Internet%20No.%208934%209-11.pdf
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2.2 UN CONVENTION AND PROTOCOL 

Costa Rica has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Costa Rica has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

A National Committee on the commercial sexual exploitation of children was created under the National Plan 
against Commercial Sexual Exploitation, 2002- Plan Nacional contra la Exploitación Sexual Comercial de Niñas, 
Niõs y Adolescentes. A National Committee for Online Security was created in December 2010-Comisión Nacional 
de Seguridad en Línea (Decree n.36274). 

 
2.4 REPORTING MECHANISM 

The Patronato Nacional de la Infancia (PANI) provides a space for online reporting on its Website. 

 

 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.iin.oea.org/Congreso%20Explotation%20Sexual/I.P.Jimenez_Costa_Rica.PDF
http://www.iin.oea.org/Congreso%20Explotation%20Sexual/I.P.Jimenez_Costa_Rica.PDF
http://www.gaceta.go.cr/pub/2010/12/09/COMP_09_12_2010.html#_Toc279571975
http://www.gaceta.go.cr/pub/2010/12/09/COMP_09_12_2010.html#_Toc279571975
http://www.pani.go.cr/index.php?option=com_mail&view=complaint
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CYBERWELLNESS PROFILE 

 CÔTE D’IVOIRE 

 

 

BACKGROUND 

Total Population: 20 595 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 2.60% 

(data source: ITU Statistics, 2013) 

 
1 CYBERSECURITY 

 

1.1 LEGAL MEASURES 

 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

-Law No. 2013-451.   

 

1.1.2 REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Electronic Transaction Act -Protection of Personal Data Act -Decree No. 2011-476. 

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

The national computer incident response team is the CI-CERT. ITU completed an auditing exercise in May 2010. 
An exercise to improve and enhance CI-CERT’s performance was carried out in 2013. 

1.2.2 STANDARDS 

Côte d’Ivoire does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Côte d’Ivoire does not have any officially approved national (and sector specific) cybersecurity frameworks for 
the certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Côte d’Ivoire does not have any officially recognized national cybersecurity strategy and policy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Côte d’Ivoire does not have any national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The Telecommunication Regulatory is the officially recognized agency responsible for implementing a national 
cybersecurity strategy, policy and roadmap for data protection and audit of information systems. 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.artci.ci/index.php/lois-et-ordonnances/Lois-et-Ordonnances/lois-et-ordonnances.html
http://www.artci.ci/index.php/lois-et-ordonnances/Lois-et-Ordonnances/lois-et-ordonnances.html
http://www.artci.ci/index.php/lois-et-ordonnances/Lois-et-Ordonnances/lois-et-ordonnances.html
http://www.artci.ci/index.php/decrets/Decrets/decrets.html
http://www.cicert.ci/
http://www.artci.ci/
http://commons.wikimedia.org/wiki/File:Flag_of_C%C3%B4te_d'Ivoire.svg
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1.3.4 NATIONAL BENCHMARKING 

Côte d’Ivoire does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Côte d’Ivoire does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Côte d’Ivoire does not have any officially recognized national or sector-specific educational and professional 
training programs for raising awareness with the general public, promoting cybersecurity courses in higher 
education and promoting certification of professionals in either the public or the private sectors. 

However the Training Center Computer Security CI-CERT (CFSI) will be set up. This organization will be responsible 
to provide programs at school and university as well as certification programs in cybersecurity. 

1.4.3 PROFESSIONAL CERTIFICATION 

Côte d’Ivoire has 12 public sector professionals certified under internationally recognized certification programs 
in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Côte d’Ivoire does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Côte d’Ivoire does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets 
across borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Côte d’Ivoire does not have any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Côte d’Ivoire has 12 officially recognized national or sector-specific programs for sharing cybersecurity assets 
within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Côte d’Ivoire is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. As a 
member of the African CERT, Côte d’Ivoire is involved in the promoting of preventive measures and coordinating 
of cyber security response in the event of cyber incidents. Côte d’Ivoire is among the beneficiaries of the EU/ITU 
co-funded project “Support for Harmonization of the ICT Policies in Sub-Sahara Africa” (HIPSSA). 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on cybercrime has been enacted through the following instrument: 

-The Criminal Code (Article 334, 337 and 338).  
2.2 UN CONVENTION AND PROTOCOL 

Côte d’Ivoire has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Côte d’Ivoire has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 

http://www.africacert.org/home
http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.wipo.int/wipolex/en/text.jsp?file_id=182211
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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2.3 INSTITUTIONAL SUPPORT 

Côte d’Ivoire Computer Incident Response Team (CI-CERT) is the officially recognized agency that offers 
institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Côte d’Ivoire does not have any officially recognized agency that offers an avenue for the reporting of incidents 
related to child online protection. However there is a helpline “SOS enfant en détresse”: 800 800 80. 
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CYBERWELLNESS PROFILE  

CROATIA 
 

 

BACKGROUND 

Total Population:  4 387 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 66.75% 

(data source: ITU Statistics, December 2012) 

  
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instruments: 

- Croatian Criminal Law (January 2013). 

1.1.2 REGULATION AND COMPLIANCE 
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Law on Information Security 2007 

- Law on Protection of Personal Data 2003  

- Law on Ratification of conventions on cybercrime 2002 

- Law on Electronic Document 

- Law on the Security and Intelligence System 2006 

- Law on Security validation  

 - Ordinance on the manner and deadlines for the implementation of measures for protection safety and 
integrity of networks and services 2012 

- Regulation on Information Security Measures 2008. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Croatia has an officially recognized national CERT in accordance with the Information security law and its 
main task is processing of incidents on the Internet. Croatia has also a government CERT ZSIS which is 
responsible for state authorities, local and territorial (regional) governments, legal personnel with public 
authorities and legal and physical person who have access to, or handle classified and unclassified 
information. 

1.2.2 STANDARDS 

Croatia has officially approved national (and sector specific) cybersecurity frameworks for implementing 
internationally recognized cybersecurity standards.  They can be found under the guidelines set by Information 
Systems Security Bureau  and by Office of the National Security Council.  

1.2.3 CERTIFICATION 

Croatia has officially approved national (and sector specific) cybersecurity frameworks for the certification and 
accreditation of national agencies and public sector professionals. They can be found under the guidelines set by 
Information Systems Security Bureau  and by Office of the National Security Council. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.morh.hr/images/stories/morh_sadrzaj/pdf/zakon%20o%20informacijskoj%20sigurnosti%20nn79-07.pdf
http://www.morh.hr/images/stories/morh_sadrzaj/pdf/zakon%20o%20informacijskoj%20sigurnosti%20nn79-07.pdf
http://narodne-novine.nn.hr/clanci/medunarodni/327873.html
http://www.zakon.hr/z/272/Zakon-o-elektroni%C4%8Dkoj-ispravi
http://www.zakon.hr/z/744/Zakon-o-sigurnosno-obavje%C5%A1tajnom-sustavu-Republike-Hrvatske
http://www.zakon.hr/z/536/Zakon-o-sigurnosnim-provjerama
http://www.hakom.hr/UserDocsImages/2013/propisi_pravilnici_zakoni/ENG_Pravilnik%20o%20nacinu%20i%20rokovima%20provedbe%20mjera%20zastite%20sig.%20i%20cjelovitosti%20mreza%20i%20usluga-nesl.pr.tekst-20131007.pdf
http://www.hakom.hr/UserDocsImages/2013/propisi_pravilnici_zakoni/ENG_Pravilnik%20o%20nacinu%20i%20rokovima%20provedbe%20mjera%20zastite%20sig.%20i%20cjelovitosti%20mreza%20i%20usluga-nesl.pr.tekst-20131007.pdf
http://narodne-novine.nn.hr/clanci/sluzbeni/339036.html
http://www.cert.hr/
https://www.zsis.hr/default.aspx?id=113
https://www.zsis.hr/default.aspx?id=34
https://www.zsis.hr/default.aspx?id=34
http://www.uvns.hr/default.aspx?id=166
https://www.zsis.hr/default.aspx?id=34
http://www.uvns.hr/default.aspx?id=166
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1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Croatia is currently in progress for adoption of a national strategy on cybersecurity. The Office of the National 
Security Council is responsible for the preparation of this document. Other bodies involved in the preparation of 
this document are: Information Systems Security Bureau, Croatian Regulatory Authority for Network Industries, 
Ministry of Interior, Ministry of Foreign and European Affairs, Croatian national computer emergency response 
team, Croatian National Bank, Ministry of Maritime Affairs, Transport and Infrastructure, Ministry of Public 
Administration, Security and Intelligence Agency, Ministry of Defence of the Republic of Croatia. 

1.3.2 ROADMAP FOR GOVERNANCE 

Croatia does not currently have any national governance roadmap for cybersecurity.  

1.3.3 RESPONSIBLE AGENCY 

The Office of the National Security Council is the officially recognized institution responsible for implementing a 
national cybersecurity strategy, policy and roadmap.  

1.3.4 NATIONAL BENCHMARKING 

Croatia does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Croatia does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Croatian national CERT  provides a national or sector-specific research and development (R&D) program through 
many presentations and easily accessible documents. It also informs people about threats on Internet, gives 
them statistics about the most common problems concerning cybercrime and also give them advice about how 
to protect themselves. Center for Information Security (CIS) also creates documents on topics in information 
security that will be useful to the public, develops educational materials intended for the public, organizes events 
to raise awareness of information security for the public and for specific groups, cooperates with all the media 
to raise awareness about information security, brings together young people interested in information security 
and educates them and also prepares them for professional engagement in the field of information security. 

1.4.3 PROFESSIONAL CERTIFICATION 

The Information Systems Security Bureau (ZSIS) and the national CERT  are public sector professionals certified 
under internationally recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

The Information Systems Security Bureau (ZSIS) is the central state authority responsible for the technical areas 
of information security of the state certified under internationally recognized standards in cybersecurity. 

1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

The authorities in Croatia work closely with European Network and Information Security Agency (ENISA), as a 
body of expertise, whose main task is to help the European Commission, the Member States and the business 
community to address, respond and especially to prevent network and information security problems and thus 
Republic of Croatia works with other European countries regarding security incidents. 

1.5.2 INTRA-AGENCY COOPERATION 

Croatia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector.  

 

http://www.uvns.hr/?id=121
http://www.uvns.hr/?id=121
http://www.uvns.hr/default.aspx?id=121
http://www.cert.hr/
http://www.cis.hr/
http://www.zsis.hr/Site/Default.aspx?alias=www.zsis.hr/site/eng
http://www.cert.hr/
http://www.zsis.hr/Site/Default.aspx?alias=www.zsis.hr/site/eng
http://www.enisa.europa.eu/
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1.5.3 PUBLIC SECTOR PARTNERSHIP 

Croatia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Croatia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Croatia also 
participated at conference on Strategic Priorities on Cybercrime (Dubrovnik, February, 15th 2013) also 
participating were Albania, Bosnia and Herzegovina, Montenegro, Serbia, Macedonia, Turkey and Kosovo in 
cooperation with the Council of Europe and the European Union. 

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

- Articles 163-165* of the Criminal Code. 

2.2 UN CONVENTION AND PROTOCOL 

Croatia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Croatia has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 

2.3 INSTITUTIONAL SUPPORT 

The Croatian national  CERT  provides specific information for parents in its guide about online safety. 

2.4 REPORTING MECHANISM 

The Croatian national  CERT  provides the following email address to report computer incidents: ncert@cert.hr 

The Center for Missing and Exploited Children provides an online form to report illegal content. 
  

http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/cy%20project%20balkan/Strategic_priorities_conference/2467_Strategic_Priorities_V16_final_adopted.pdf
http://www.ilo.org/dyn/natlex/docs/ELECTRONIC/89286/102540/F1992937825/HRV-2011-L-89286%20.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.cert.hr/
mailto:national%20%20CERT
mailto:ncert@cert.hr
http://www.cnzd.org/site2/index.php?option=com_jumi&fileid=7&Itemid=80
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CYBERWELLNESS PROFILE  

REPUBLIC OF CUBA 

 

 

 

BACKGROUND 

Total Population: 11 249 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 25.71%  

(data source: ITU Statistics, December 2013) 

  

 
1 CYBERSECURITY 

 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- None. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- None. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Chad does not have an officially recognized national CIRT.  

1.2.2 STANDARDS 

Cuba does not have an officially approved national or sector specific cybersecurity framework for implementing 
internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Cuba.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Cuba does not have any officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Cuba. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Cuba. 

1.3.4 NATIONAL BENCHMARKING 

Cuba does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Cuba does not have an officially recognized national or sector-specific research and development program or 
project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Cuba.  

1.4.3 PROFESSIONAL CERTIFICATION 

Cuba does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Cuba does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Cuba does not have any framework to facilitate sharing of cybersecurity assets across borders or with other 
nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Cuba does not have an officially recognized national or sector-specific program for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Cuba. 

1.5.4 INTERNATIONAL COOPERATION 

Cuba is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Article 310.1* and 311(c)* of the Criminal Code, modified by the Decree 175, June 1997, and the Law 87, 
February 1999. 
2.2 UN CONVENTION AND PROTOCOL 

Cuba has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Cuba has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for the child online protection in Cuba. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Cuba.   

 
  

http://www.impact-alliance.org/home/index.html
http://www.gacetaoficial.cu/html/codigo_penal.html#A13
http://www.gacetaoficial.cu/html/codigo_penal.html#A13
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

CYPRUS 
 

 

BACKGROUND 

Total Population: 1 129 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 65.45% 

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Law Ratifying the Cybercrime Convention of 2001 (22(III)/2004). 

1.1.2 REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Processing of Personal Data Law 

- Electronic Commerce Law (156(I)/2004) 

- Law for the Protection of Confidentiality of Private Communications 

- Law Regulating Electronic Communications and Postal Services of 2004  

- Legal Framework for Electronic Signatures and for Relevant Matters Law. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Cyprus has an officially recognized research and education CSIRT known as Cyprus Research & Academic 

Network. ITU conducted a CIRT readiness assessment for Cyprus in 2014. 

1.2.2 STANDARDS 

Cyprus does not have an officially recognized national or sector specific cybersecurity framework for 
implementing internationally recognized standard. 

1.2.3 CERTIFICATION 
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Cyprus.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Cyprus has officially recognised the Cyprus Cybersecurity Strategy Document as its national cybersecurity 

strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Cyprus.  

1.3.3 RESPONSIBLE AGENCY 

The Ministry of Communications & Works and the Office of the Commissioner of Electronic Communications and 
Postal Regulation (OCECPR) are responsible for cybersecurity coordination in Cyprus. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.ocecpr.org.cy/media/documents/Legislation/GE_Law_OCECPR_EN_N-112-I-04_31-4-04.doc
http://www.cynet.ac.cy/english/CyNet_About_General.htm
http://www.cynet.ac.cy/english/CyNet_About_General.htm
http://www.ocecpr.org.cy/media/documents/General/EC_Doc_StratigikiKevernoasfalias_GR_31-5-2013_CE.pdf
http://www.ocecpr.org.cy/nqcontent.cfm?a_id=1
http://en.wikipedia.org/wiki/File:Flag_of_Cyprus.svg
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1.3.4 NATIONAL BENCHMARKING 

There is no benchmarking or referential to measure cybersecurity development in Cyprus.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no officially recognized national or sector-specific program or project for the research and development 
of cybersecurity standards, best practices and guidelines in Cyprus. 

1.4.2 MANPOWER DEVELOPMENT 
SafenetCY and Simssafety are the projects that promote the safe use of Internet in Cyprus.  

1.4.3 PROFESSIONAL CERTIFICATION 

Cyprus does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Cyprus does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no information of any framework for sharing cybersecurity assets across borders with other nation 
states. 

1.5.2 INTRA-AGENCY COOPERATION 

Cyprus does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

CyberEthics is the officially recognized national or sector-specific program for sharing cybersecurity assets within 
the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Cyprus is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Cyprus also 
participates in activities of the ENISA. 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

- Law for Combating Trafficking, Exploitation of Human Beings and for the Protection of Victim. 
2.2 UN CONVENTION AND PROTOCOL 

Cyprus has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Cyprus has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Pedagogical Institute of Cyprus* develops support material* for the integration of ICTs in the learning 
process.  
2.4 REPORTING MECHANISM 

Complaints can be addressed to the Cyprian Police on the number 1460. CyberEthics (*) website, sponsored by 
the Safer Internet Program of the European Union, provides a form to submit complaints as well as the number 
26 67 47 47. CyberEthics is a project of The Cyprus Safer Internet Center. 
  

http://www.cnti.org.cy/mainpage/index.php?option=com_content&view=article&id=71&Itemid=96
http://www.simsafety.eu/
http://www.cyberethics.info/cyethics1/
http://www.impact-alliance.org/home/index.html
https://www.enisa.europa.eu/
http://www.infobuscy.eu/resources/legislation/Legislation-05_EN.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.pi.ac.cy/pi/index.php?lang=el
http://www.e-epimorfosi.ac.cy/index.php?cat=167&a=1&main_cat=54
http://www.police.gov.cy/police/police.nsf/index_en/index_en?OpenDocument
http://www.cyberethics.info/cyethics1/
http://www.cyberethics.info/cyethics1/index.php?lang=el
http://www.cnti.org.cy/mainpage/index.php?option=com_content&view=article&id=21&Itemid=71
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CYBERWELLNESS PROFILE 

CZECH REPUBLIC 

 

 

BACKGROUND 

Total Population: 10 566 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 74.11% 

(data source: ITU Statistics, December 2012) 

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Czech Republic does not have any specific legislation pertaining to cybercrime.  

1.1.2 REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:  

- Act on Cybersecurity and Change of Related Acts which has been recently adopted and will become effective 
on 1st January 2015.  
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Czech Republic has an officially recognized and legally mandated a government CERT (GovCert.CZ) and a national 
CSIRT (CSIRT.CZ). 

1.2.2 STANDARDS 

Czech Republic has officially recognized national (and sector specific) cybersecurity frameworks for implementing 
internationally recognized cybersecurity standards through the Act on Cybersecurity and Change of Related Acts. 

1.2.3 CERTIFICATION 
Czech Republic does not have any officially approved national (and sector specific) cybersecurity frameworks for 
the certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
The Czech government has officially recognized the National cybersecurity strategy and Action Plan which is valid 
through 2015. This strategy is still in force and it is the basic document for the creation of legal acts, security 
policies of information and communication systems, standards, rules, operation measures, maintenance plans, 
recommendations and other tools for cyber security of the Czech Republic.  

1.3.2 ROADMAP FOR GOVERNANCE 

Czech Republic does not have an officially recognized national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The National Security Authority is the officially recognized agency responsible for implementing a national 
cybersecurity strategy, policy and roadmap in Czech Republic and for this purpose it has recently established a 
specialized department, the National Cybersecurity Centre. 

1.3.4 NATIONAL BENCHMARKING 

Czech Republic does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.govcert.cz/download/nodeid-591/
https://www.trusted-introducer.org/directory/teams/govcertcz.html
https://www.trusted-introducer.org/directory/teams/csirtcz.html
http://www.govcert.cz/download/nodeid-591/
http://www.govcert.cz/download/nodeid-1190/
http://www.nbu.cz/en/
http://www.govcert.cz/en/
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Czech Republic does not yet have any officially recognized national or sector-specific research and development 
(R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the 
private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Czech Republic does not have any officially recognized national or sector-specific educational and professional 
training programs for raising awareness with the general public, promoting cybersecurity courses in higher 
education and promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Czech Republic has numerous public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

The governmental CERT (GovCert.CZ), an accredited member of Terena-Trusted, is the only public agency 
certified under internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Czech Republic has 
officially recognized partnerships with the following organizations:  

- FIRST        - TRUSTED INTRODUCER    - NATO    - EUROPOL             
- TERENA                          - ENISA                                - CCDCOE. 

1.5.2 INTRA-AGENCY COOPERATION 

Czech Republic does not have any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Czech Republic does not have any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Czech Republic participated in the Central European Cyber Security Platform (CECSP) which was founded in May 
2013 on the initiative of Austria and the Czech Republic and whose aim is to enable the sharing of information, 
best practices, lesson learned and know-how about cyber threats and potential or (un)successfully carried out 
cyber-attacks.  
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION AND STRATEGY 

Specific legislation on child protection has been enacted through the following instruments: 

- §192 and §193* of the Criminal Code. 

The Cyber security Strategy of the Czech Republic talks about raising cybersecurity awareness, but does not have 
specific provision for child online protection. 
2.2 UN CONVENTION AND PROTOCOL 

Czech Republic has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the 
Convention on the Rights of the Child. Czech Republic has acceded, with no declarations or reservations to 
articles 2 and 3, to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, 
Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

https://www.trusted-introducer.org/directory/teams/govcertcz.html
http://www.first.org/
https://www.trusted-introducer.org/
http://www.nato.int/
https://www.europol.europa.eu/
http://www.terena.org/
http://www.enisa.europa.eu/
https://ccdcoe.org/
http://portal.gov.cz/app/zakony/download?idBiblio=68040&nr=40~2F2009~20Sb.&ft=pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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The InternetHotline* website, under the national police in cooperation with non-governmental organizations, 
provides information on child online protection for children, parents and educators. 

The National Computer Security Incident Response Team (CSIRT*) does not provide specific information on child 
online protection. 
2.4 REPORTING MECHANISM 

Illegal online content can be reported in the website of InternetHotline*. 

Illegal and harmful content can be reported by the filling of a form in the Czech Saferinternet (*) website. 

 

 

 

 

 

 

 

 
  

http://www.internethotline.cz/
http://csirt.cz/
http://aplikace.policie.cz/hotline/
http://www.horkalinka.net/internet-hotline
http://www.horkalinka.net/
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CYBERWELLNESS PROFILE  

DEMOCRATIC PEOPLE’S REPUBLIC 
OF KOREA  

 

 

BACKGROUND 

Total Population: 34 554 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: Unknown%  

(data source: ITU Statistics, December 2013) 

  

 

1. CYBERSECURITY 

 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- None. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- None. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

North Korea does not have an officially recognized national CIRT.  

1.2.2 STANDARDS 

North Korea does not have an officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in North Korea.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

North Korea does not have any officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in North Korea. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in North Korea. 

1.3.4 NATIONAL BENCHMARKING 

North Korea does not have an officially recognized national benchmarking or referential to measure 
cybersecurity development.  

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/


Global Cybersecurity Index & Cyberwellness Profiles 

164   

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

North Korea does not have an officially recognized national or sector-specific research and development program 
or project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in North Korea.  

1.4.3 PROFESSIONAL CERTIFICATION 

North Korea does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

North Korea does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

North Korea does not have any framework to facilitate sharing of cybersecurity assets across borders or with 
other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

North Korea does not have an officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in North Korea. 

1.5.4 INTERNATIONAL COOPERATION 

There is no information that North Korea participates in any international cybersecurity cooperation initiative.   

 

2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- None. 
2.2 UN CONVENTION AND PROTOCOL 

North Korea has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Guinea-Bissau has not acceded to the Optional Protocol to The Convention on the 
Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in North Korea. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in North Korea.   

 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

DENMARK 

 

 

BACKGROUND 

Total Population:  5 593 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 94.6297% 

(data source: ITU Statistics, December 2013) 

  
1 CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instrument: 

- Penal Code. 

1.1.2 REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 
- Ecommerce Act         

- Law on Electronic Signatures  

- Act on Processing of Personal Data 

- Law on Electronic Communications Networks and Services  

- Act on Processing of Personal Data by the Operation of the Government. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Denmark has an officially recognized national CIRT known as GovCERT.DK. There is an ISP customer base CIRT 
known as CSIRT.DK and an educational and research CIRT known as DKCERT.  

1.2.2 STANDARDS 

Denmark does not have any officially approved national cybersecurity frameworks for implementing 
internationally recognized cybersecurity standards.  

1.2.3 CERTIFICATION 

Denmark is a member of the CCRA which provides officially approved national cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Danish cyber strategy is defensive and focused on protecting military computer systems from exploitation or 
disruption, without an explicit focus on developing offensive or response mechanisms. Denmark is preparing a 
new cyber security strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Denmark does not currently have any national governance roadmap for cybersecurity.  

1.3.3 RESPONSIBLE AGENCY 

The GovCERT.DK and the Center for Cyber Security are the officially recognized institutions responsible for 
implementing a national cybersecurity strategy, policy and roadmap. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
https://www.retsinformation.dk/Forms/R0710.aspx?id=1852
https://www.retsinformation.dk/forms/R0710.aspx?id=25854
https://www.retsinformation.dk/Forms/R0710.aspx?id=6193
https://www.retsinformation.dk/Forms/r0710.aspx?id=828
https://www.retsinformation.dk/Forms/R0710.aspx?id=136073
https://www.retsinformation.dk/Forms/R0710.aspx?id=137677
http://fe-ddis.dk/cfcs/pages/404.aspx
http://www.csirt.dk/
http://www.cert.dk/
https://www.commoncriteriaportal.org/
http://www.enisa.europa.eu/media/news-items/new-ncss-interactive-map-online-2013-powered-by-enisa
http://fe-ddis.dk/cfcs/pages/404.aspx
http://fe-ddis.dk/cfcs/Pages/cfcs.aspx
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1.3.4 NATIONAL BENCHMARKING 

In Denmark the Center for Cyber Security produces an officially recognized national benchmarking report used 
to measure cybersecurity development. The Danish Defense Intelligence Service also makes an annual 
intelligence assessment of conditions abroad affecting Danish security, referring to the appropriate risk 
assessment.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Center for Cyber Security’s publications include guides, forms and templates that are relevant to authorities and 
the telecommunications industry. This is the officially recognized national or sector-specific research and 
development (R&D) program/project for cybersecurity standards, best practices and guidelines to be applied in 
either the private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Computer Security is a new DTU programme which will benefit public and private sectors alike. The programme 
comprises—among other things—a special competence course in cyber security, which the Danish Defense 
Intelligence Service’s Cyber Security Center, Copenhagen Finance IT Region (CFIR) and IBM have helped to realize. 

1.4.3 PROFESSIONAL CERTIFICATION 

There is no information on the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity for Denmark. 

1.4.4 AGENCY CERTIFICATION 

There is no information of any government and public sector agencies that are certified under internationally 
recognized standards in cybersecurity in Denmark. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Center for Cyber Security collaborates with private and public stakeholders at home and abroad to facilitate 
sharing of cybersecurity assets across borders, working with various CIRTS of different countries and intelligence 
agencies amongst others. Also participates in:  - EU  - NATO. 

1.5.2 INTRA-AGENCY COOPERATION 

Center for Cyber Security establishes a contact with representatives of relevant ministries and authorities to 
dialogue on the identification of critical ICT infrastructure and to ensure coordination of cyber security in 
Denmark. There is also in place an MoU between the members of the ISP Security Forum, DK-CERT and GovCERT 
to combat botnets. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Center for Cyber Security has established a forum for cooperation with public and private owners and providers 
of ICT infrastructure. The Forum will contribute to the dialogue on security of critical ICT infrastructure and 
support this work. 

1.5.4 INTERNATIONAL COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Denmark has officially 
recognized partnerships with the following organizations: -DKCERT is a member of:  

- FIRST  - EU  - NATO  - ENISA. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

-S235 of the Criminal Code. 

 

http://fe-ddis.dk/cfcs/Pages/cfcs.aspx
http://fe-ddis.dk/cfcs/CFCSDocuments/CFCS%20Situationsbillede%20-%20Marts%202014.pdf
http://fe-ddis.dk/eng/Pages/English.aspx
http://fe-ddis.dk/cfcs/Pages/cfcs.aspx
http://fe-ddis.dk/cfcs/pages/404.aspx
http://www.dtu.dk/english/News/2013/11/New-study-programme-boosts-cyber-security
http://fe-ddis.dk/eng/About-DDIS/Pages/Organization.aspx
http://fe-ddis.dk/eng/About-DDIS/Pages/Organization.aspx
http://www.cfir.dk/Pages/default.aspx
http://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=4&cad=rja&uact=8&ved=0CCgQFjAD&url=http%3A%2F%2Fwww.ibm.com%2F&ei=g2zHVOWKCubO7gaqlIG4Ag&usg=AFQjCNEq5e5e5KHAuamZFTYaXn0LaSnHaA&sig2=S6el906t3VNpd_olT9exwg&bvm=bv.84349003,d.ZGU
http://fe-ddis.dk/cfcs/Pages/cfcs.aspx
http://ec.europa.eu/index_en.htm
http://www.nato.int/
http://fe-ddis.dk/cfcs/Pages/cfcs.aspx
http://fe-ddis.dk/cfcs/omos/Pages/Politikogstrategi.aspx
http://fe-ddis.dk/cfcs/CFCSDocuments/memorandum_of_understanding.pdf
http://www.cert.dk/
http://fe-ddis.dk/cfcs/pages/404.aspx
http://fe-ddis.dk/cfcs/Pages/cfcs.aspx
http://www.cert.dk/
http://www.first.org/about
http://ec.europa.eu/index_en.htm
http://www.nato.int/
https://www.enisa.europa.eu/
https://www.retsinformation.dk/Forms/R0710.aspx?id=1852
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2.2 UN CONVENTION AND PROTOCOL 

Denmark has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Denmark has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no information on the institutional support in for online child protection in Denmark. 
2.4 REPORTING MECHANISM 

Child pornography on the internet can be reported by a form filled in the National Police (*) website. Save the 
Children Denmark also provides a space to report child abuse images on the internet.  

http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
https://www.politi.dk/en/servicemenu/home/
https://www.politi.dk/da/servicemenu/forside/
http://www.savethechildren.dk/Forside.aspx?ID=432
http://www.savethechildren.dk/Forside.aspx?ID=432
http://www.savethechildren.dk/Report-Child-Abuse.aspx?ID=435
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CYBERWELLNESS PROFILE 

 DJIBOUTI 

 

 

BACKGROUND 

Total Population: 467 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 9.50% 

(data source: ITU Statistics, 2013) 

 

 
1. CYBERSECURITY 

1.1 LEGAL MEASURES 
1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-Penal Code 

-Law on Protection of Copyright 

-Law on Information Technology 

and Communication Sector 

-Law on Postal and 

Telecommunication Sector. 

 

1.1.2  REGULATION AND COMPLIANCE 

Djibouti does not have officially recognised regulation pertaining to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU conducted a CIRT readiness assessment for Djibouti at Djibouti City, Djibouti in December 2012. Djibouti does 
not have an officially recognized National CIRT. 

1.2.2 STANDARDS 

Djibouti does not have officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Djibouti does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Djibouti does not have an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Djibouti does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

Djibouti does not have an officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Djibouti does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
https://www.unodc.org/tldb/pdf/Djibouti_Penal_Code_Fr.pdf
http://www.wipo.int/wipolex/en/text.jsp?file_id=260882
http://www.presidence.dj/LES%20TEXTES/loi80an04.htm
http://www.presidence.dj/LES%20TEXTES/loi80an04.htm
http://www.presidence.dj/page848.html
http://www.presidence.dj/page848.html
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Djibouti does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Djibouti does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Djibouti does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Djibouti does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Djibouti does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Djibouti does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Djibouti does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Djibouti is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Djibouti 
participated in the 2012 ITU-IMPACT Workshop on Cyber Drill in Jordan. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-The Penal Code (Article 352,353 and 463). 
2.2 UN CONVENTION AND PROTOCOL 

Djibouti has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Djibouti has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Djibouti does not have an officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Djibouti does not have an officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 

 

https://www.unodc.org/tldb/pdf/Djibouti_Penal_Code_Fr.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

THE COMMONWEALTH OF 
DOMINICA  

 

 

BACKGROUND 

Total Population: 71 300 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 59.00%  

(data source: ITU Statistics, December 2013) 

  

 

1. CYBERSECURITY 

1.1 LEGAL MEASURES 
1.1.1 CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Electronic Crimes Bill. 
1.1.2 REGULATION AND COMPLIANCE 
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Data Protection Bill  

- Electronic Evidence Act  

- Electronic Transactions Bill. 

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Dominica does not have any officially recognized national CIRT. Dominica is working towards establishing a 
national CIRT. 

1.2.2 STANDARDS 

Dominica does not have any officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Dominica.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Dominica does not have any officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Dominica. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Dominica.  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
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1.3.4 NATIONAL BENCHMARKING 

Dominica does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Dominica does not have an officially recognized national or sector-specific research and development program 
or project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Dominica.  

1.4.3 PROFESSIONAL CERTIFICATION 

Dominica does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Dominica does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Dominica does not have any framework to facilitate sharing of cybersecurity assets across borders or with other 
nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Dominica does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Dominica. 

1.5.4 INTERNATIONAL COOPERATION 

Dominica is a member of the OAS-CICTE.  

 

2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- None. 
2.2 UN CONVENTION AND PROTOCOL 

Dominica has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Dominica has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to the Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Dominica.   

 
  

http://www.oas.org/en/sms/cicte/default.asp
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 DOMINICAN REPUBLIC 

 

 

BACKGROUND 

Total Population: 1 359 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 45.90% 

(data source: ITU Statistics, December 2012) 

 
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-High Technology Crimes Law No. 
53/07  

-Electronic Commerce, Documents 
and Digital Signatures Law.  

 

 

1.1.2  REGULATION AND COMPLIANCE 

Dominican Republic does not have specific legislation and regulation related to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU conducted a CIRT readiness assessment for Dominican Republic at Santo Domingo, Dominican Republic in 
April 2012 (23-27th April 2012).  Dominican Republic does not have an officially recognized national CIRT.  

1.2.2 STANDARDS 

Dominican Republic does not have officially recognized national (and sector specific) cybersecurity frameworks 
for implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Dominican Republic does not have any officially approved national (and sector specific) cybersecurity 
frameworks for the certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Dominican Republic does not have an officially recognized national cybersecurity strategy or policy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Dominican Republic does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The Interagency Commission against Crimes and High Tech Crime is the officially recognized agency responsible 
for implementing a national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Dominican Republic does not have any officially recognized national or sector-specific benchmarking exercises 
or referential used to measure cybersecurity development. 

 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.dgii.gov.do/legislacion/leyesTributarias/Documents/53-07.pdf
http://www.dgii.gov.do/legislacion/leyesTributarias/Documents/53-07.pdf
http://www.indotel.gob.do/index.php/uploads/126/Ley_126-02_Comercio_Electronico_ingles-pdf
http://www.indotel.gob.do/index.php/uploads/126/Ley_126-02_Comercio_Electronico_ingles-pdf
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Dominican Republic does not have any officially recognized national or sector-specific research and development 
(R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the 
private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

The National Commission for Information Society and Knowledge (CNSIC) has an officially recognized national 
awareness program that promotes norms, values and social behaviors that contribute to integrity, creativity and 
innovation in navigating cyberspace.  

1.4.3 PROFESSIONAL CERTIFICATION 

Dominican Republic does not have any public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Dominican Republic does not have any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Dominican Republic does not have officially recognized partnerships to facilitate sharing of cybersecurity assets 
across borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Dominican Republic does not have any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Dominican Republic does not have any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Dominican Republic is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 
Dominican Republic also cooperated with the Cybercrime Convention Committee (T-CY) of the Council of Europe, 
Inter-American Committee contra el Terrorismo (CICTE) of the OAS and INTERPOL. 

Dominican Republic is among the beneficiary countries of the EU/ITU co-funded project “Enhancing 
Competitiveness in the Caribbean through the Harmonization of ICT Policies, Legislation and Regulatory 
Procedures” (HIPCAR). 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific national legislations pertaining to child online protection are enacted through the following legal 
instrument: 

- Law against High Technology Crimes and Offences (Article 24). 
2.2 UN CONVENTION AND PROTOCOL 

Dominican Republic has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the 
Convention on the Rights of the Child. Dominican Republic has acceded, with no declarations or reservations to 
articles 2 and 3, to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, 
Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The High Technology Investigation Department (Departamento de Investigación de Crímenes de Alta Tecnología) 
has produced a presentation on online safety for children. 

http://www.cnsic.org.do/
http://hub.coe.int/
http://www.oas.org/
http://www.interpol.int/
http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPCAR/Pages/default.aspx
http://docs.republica-dominicana.justia.com/nacionales/leyes/ley-53-07.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://pn.gob.do/V2/Default.aspx


Global Cybersecurity Index & Cyberwellness Profiles 

174   

The National Commission for the Information and Knowledge Society (CNSIC*) maintains together with the 
Dominican Telecommunications Institute (INDOTEL*) a website* dedicated to prevent the risk of using internet 
for young people. The website also has information for parents and teachers. 
2.4 REPORTING MECHANISM 

Complaints can be made by the telephone of the Attorney-General 1-809-200-7393, or by filling the form  
available in the website www.internetsano.do. 
  

http://www.cnsic.org.do/
http://www.indotel.gob.do/
http://www.internetsano.do/
http://www.internetsano.do/formulario/
http://www.internetsano.do/
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CYBERWELLNESS PROFILE 

ECUADOR 

 

 

BACKGROUND 

Total Population: 14 865 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 40.35% 

(data source: ITU Statistics, 2013) 

  

 
1. CYBERSECURITY 

 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 
- Draft Penal Code. 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Electronic commerce    -Electronic signatures  -Messages of information 
Law. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU conducted a CIRT Assessment for Ecuador in 2013. Ecuador has an officially recognized national CIRT 
(EcuCERT).  

1.2.2 STANDARDS 

Ecuador has officially recognized national (and sector specific) cybersecurity frameworks for implementing 
internationally recognized cybersecurity standards through the following instruments: 

-The “Comite Tecnico de Ciberseguidad”, a local working group, dealing with cybersecurity, which gathers 
together many public and private organizations. 

- Decree 166 of the National Secretariat of Public Administration establishes that all entities of the Central Public 
Administration must comply with technical standards for information security.  

1.2.3 CERTIFICATION 
Ecuador has officially approved INEN, the national (and sector specific) cybersecurity framework for the 
certification and accreditation of national agencies and public sector professionals which helps to ensure 
compliance with citizens' rights relating to security and works on technical standards which are applied at the 
national level. 
 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

There is no available information regarding any officially recognized national cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no information available regarding any recognized national governance roadmap for cybersecurity. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx
https://www.ecucert.gob.ec/
http://www.normalizacion.gob.ec/
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1.3.3 RESPONSIBLE AGENCY 

Ecuador has officially recognized the following agencies responsible for implementing a national cybersecurity 
strategy, policy and roadmap in Ecuador: 

-EcuCERT 

- The National Secretariat of Public Administration, through its Directorate for Technological Architecture and 
Information Security. 

- The Ministry of Intelligence through its Counter-intelligence and Info-communications Section and its Strategic 
Technological Operations Centre. 

1.3.4 NATIONAL BENCHMARKING 

There is no information available regarding any officially recognized national or sector-specific benchmarking 
exercises or referential used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

The Technological Crimes Investigations Unit and the National Police receive relevant technical training from 
higher education institutions within the country, as well as international organizations and are the officially 
recognized national and sector-specific research and development (R&D) programs/projects for cybersecurity 
standards, best practices and guidelines to be applied in either the private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 
Ecuador’s private and public institutions provide various types of awareness programs, industry talks, 
conferences, training programs and workshops on cybersecurity, for the general public as well as for public and 
private sector employees.  

CEDIA is a National Research and Education Network whose mission is "to promote, coordinate and develop 
advanced computer and telecommunications networks to boost technology in innovative scientific research and 
education." Its members are: Universities, Polytechnics, research centers, public and private organizations. 

The ESPOL offers a Master’s degree in Applied Computer Security (MSIA) which is a new academic option 
considered by the ESPOL of high national priority and which represents the efforts of a group of senior specialists.  
The Judicial Police of Ecuador has created a Facebook page in order to promote awareness raising and prevention 
of cybercrimes through publication of complaints, security alerts, information campaigns, technical assistance, 
and cybersecurity tips for citizens. 

The Ministry of Intelligence has also created a project called “Promoting a culture of intelligence”, which aims to 
do precisely that through democratization and more robust citizen participation. 

1.4.3 PROFESSIONAL CERTIFICATION 

Ecuador has numerous public sector professionals certified under internationally recognized certification 
programs in cybersecurity. However it did not conduct a survey to gather the exact statistic. 

1.4.4 AGENCY CERTIFICATION 

Ecuador has one certified government and public sector agencies certified under internationally recognized 
standards in cybersecurity (ISO 270001). 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no information available regarding any officially recognized national or sector-specific partnerships for 
sharing cybersecurity assets across borders with other nation states.  

1.5.2 INTRA-AGENCY COOPERATION 

There is no information available regarding any officially recognized national or sector-specific programs for 
sharing cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

https://www.ecucert.gob.ec/
https://www.cedia.org.ec/
http://www.espol.edu.ec/
http://msia.espol.edu.ec/
https://www.facebook.com/CibercrimenPJ.EC
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Ecuador’s Technological Crimes Investigations Unit has begun to create spaces for increased inter-institutional 
cooperation between public and private sector entities, both within the country as well as at the international 
level. Emphasis has been placed on promoting the exchange of information and cooperation, particularly in the 
investigation of electronic fraud and child pornography. 

1.5.4 INTERNATIONAL COOPERATION 

Ecuador is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services and has 
participated in the following cybersecurity activities: 

-Participation in the Latin American Working Group on Cybercrime of INTERPOL 

- FIRST    -LACNIC     -CERT CC. 

 
2. CHILD ONLINE PROTECTION 

Please note that in Ecuador a child is a person under 14 
2.1 NATIONAL LEGISLATION  

- Article 528.6* of the Criminal Code. 

-Articles 52, 69* and 72* of the Childhood and Adolescence Code, January 2003. 
2.2 UN CONVENTION AND PROTOCOL 

Ecuador has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Ecuador has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution  and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The National Council on Childhood and Adolescence is the responsible organ for the protection of children but it 
has no current project on online protection. 
2.4 REPORTING MECHANISM 

Ecuador does not have an officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection.  
  

http://www.first.org/
http://www.lacnic.org/
http://www.cert.org/
http://www.miliarium.com/paginas/leyes/internacional/Ecuador/General/cp.pdf
http://www.oei.es/quipu/ecuador/Cod_ninez.pdf
http://www.oei.es/quipu/ecuador/Cod_ninez.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.cnna.gob.ec/


Global Cybersecurity Index & Cyberwellness Profiles 

178   

 

CYBERWELLNESS PROFILE 

 EGYPT 

 

 

 

BACKGROUND 

Total Population: 83 958 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 49.56% 

(data source: ITU Statistics, 2013) 

  

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-The Penal Code 

-E-Signature Law 

-Intellectual Property Law 

-Child Act. 

-Telecom Act  

 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

-E-Signature Regulation.   

 

 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Egypt has an officially recognized national CIRT (EG-CERT). EG-CERT has expanded to reach 26 cybersecurity 
professionals working in four departments: incident handling, cyber forensics, malware analysis and reverse 
engineering, and penetration testing. EG-CERT has moved to a separate facility and is currently upgrading its labs 
in the four key operational departments. Additional labs are being planned for mobile cyber security and 
Industrial control systems cyber security. 

1.2.2 STANDARDS 

Egypt is currently drafting an officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

Cybersecurity-based regulations for the banking sector are issued by the Central Bank of Egypt (CBE), in relation 
to internet banking and mobile money and by the Egyptian Financial Supervisory Authority (EFSA) in relation to 
electronic stock trading. 

1.2.3 CERTIFICATION 
The e-Signature Law requires ISO 27000 certification for (private sector) Digital Certificates Service Providers 

(CSPs). The ISO 27000 certification is a prerequisite for CSPs licensing by IT Industry Development Agency (ITIDA).  

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

A joint expert group from Government and (private) Industry were commissioned by the Minister of 
Communications and Information Technology to prepare a Cybersecurity Strategic Business Plan (SBP) at the 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://track.unodc.org/LegalLibrary/LegalResources/Egypt/Laws/Egypt%20The%20Penal%20Code%20Law%201937.pdf
http://www.itida.gov.eg/EN/OURPROGRAMS/INDUSTRYINFRASTRUCTURE/E-SIGNATURE/Pages/default.aspx
http://www.wipo.int/wipolex/en/details.jsp?id=1301
http://www.nccm-egypt.org/e7/e2498/e2691/infoboxContent2692/ChildLawno126english_eng.pdf
http://www.tra.gov.eg/uploads/law/law_en.pdf
http://www.itida.gov.eg/EN/OURPROGRAMS/INDUSTRYINFRASTRUCTURE/E-SIGNATURE/Pages/default.aspx
http://www.mcit.gov.eg/TeleCommunications/Cyber_Security
http://www.cbe.org.eg/
http://www.efsa.gov.eg/
http://www.itida.gov.eg/
http://en.wikipedia.org/wiki/File:Flag_of_Egypt.svg
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national level. The 6 months efforts resulted in a SBP that has become part of the national ICT strategic plan from 
2014 to 2020. 

1.3.2 ROADMAP FOR GOVERNANCE 
A national committee headed by the minister of Communications and Information Technology with participation 
from key governmental stakeholders prepared a roadmap for cybersecurity governance and high level 
strategic  policy and operational recommendations that was forwarded to the Cabinet of Ministers in September 
2014. 

1.3.3 RESPONSIBLE AGENCY 
The Ministry of Communications and Information Technology (MCIT) is the officially recognized agency 
responsible for implementing a national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 
EG-CERT participates regularly in regional and international cyberdrills. EG-CERT successfully participated in (Asia 
Pacific - APCERT) cyberdrill (2012 & 2013), (Organization of Islamic Countries - OIC-CERT) cyberdrill (2012 & 2013), 
and ITU-Impact Arab region cyberdrill (2012). In 2014, EG-CERT participated both in APCERT cyberdrills as well 
as the OIC-CERT cyberdrills.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

The IT Academia Collaboration (ITAC) Program at ITIDA recognizes cybersecurity as a priority R&D domain. Since 
2005, ITAC has provided several grants for cybersecurity related R&D projects carried out jointly by partners from 
the academic sector and ICT companies. ITAC R&D grants are valued between $15K and $280K each. (An example 
of the ITAC funded R&D cybersecurity related projects is a project that successfully developed a smart PKI token 
for e-signature.) 

In addition, EG-CERT has on-going R&D activities in the area of cybersecurity. 

1.4.2 MANPOWER DEVELOPMENT 
In 2009 and 2010, the National Telecommunications Regulatory Authority (NTRA) organized and sponsored an 
advanced cybersecurity training program for professionals, training 220 professionals in 38 organizations within 
the governmental/public sector, banking sector, education sector, as well as from ICT private sector companies 
(Telecom companies, mobile operators, CSPs, etc.). As a result, 179 of those professionals obtained international 
certificates from SANS.  
In 2008, MCIT established a national Child Online Protection (COP) Committee, and launched a program called 
Amanak for public awareness, especially targeting youth, educators, and families. In 2013, the national COP 
Committee was given the mandate to develop a comprehensive national COP strategy. 

1.4.3 PROFESSIONAL CERTIFICATION 

Egypt has over 1000 certified professionals (public and private sector) with international certificates from SANS 
(through SANS-EGYPT) and EC Council (through 16 EC Council certified centers that are based and operating in 
Egypt). 

1.4.4 AGENCY CERTIFICATION 
Egypt has 17 entities certified under internationally recognized standards in cybersecurity precisely ISO/IEC 
27001 certification in 2013.  
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Egypt has officially 
recognized partnerships with the following organizations: 

-ITU -OMAN CERT -TUNISIA CERT 

-FIRST 

-South Korea KISA 

-CyberSecurity Malaysia 

-Uganda CERT. 

-Indian CERT 

In addition to the listed partnerships, EG CERT  has partnership with US CERT  and Tanzania CERT (TZ-CERT). 

 

http://www.mcit.gov.eg/
http://www.mcit.gov.eg/TeleCommunications/Cyber_Security
http://www.mcit.gov.eg/TeleCommunications/Cyber_Security
http://www.tra.gov.eg/english/main.asp
http://www.mcit.gov.eg/Publication/Publication_Summary/217
http://www.itu.int/
http://www.cert.gov.om/
http://www.ansi.tn/
http://www.first.org/
http://www.kisa.or.kr/eng/main.jsp
http://www.cybersecurity.my/
http://www.ug-cert.ug/
http://www.cert-in.org.in/
http://www.mcit.gov.eg/
https://www.us-cert.gov/
http://www.tzcert.go.tz/
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1.5.2 INTRA-AGENCY COOPERATION 

EG-CERT organizes workshops and disseminates cybersecurity related reports within the ICT sector, 
governmental sector, public sector, and with the banking and financial sectors. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

EG-CERT organizes workshops and disseminates cybersecurity related reports within the ICT sector, 
governmental sector, public sector, and with the banking and financial sectors. 

1.5.4 INTERNATIONAL COOPERATION 

Egypt is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  

Egypt is a member of the United Nations Group of Government Experts (UN GGE) on the Developments in the 
Field of Information and Telecommunications in the Context of International Security (Aug’12-Jun’13). The UN 
GGE is a high level group of 15 international experts who prepared a report that addresses emerging 
cybersecurity threats, forwarded to the UN General Assembly in Oct 2013. 

The UNGGE report that Egyptian Expert participated in preparing (the only expert from Africa and Middle East) 
was adopted by United Nations’ General Assembly in October/November 2013. A new UN GGE has been formed 
to follow up on the work of the 2012/13 UN GGE, and Egypt continues to be a member of that Group in 2014/15. 
Egypt has led the efforts to establish and currently chairs the ITU Council Working Group for Child Online 
Protection (CWG-COP) since 2010.  Egypt is a member of MERIDIAN conference since 2009. Egypt is an observer 
of the OECD’s Committee for Information, Computer and Communications Policy (ICCP), including the working 
party on Information Security and Privacy (WPISP). 
EG-CERT is a full member of FIRST (2012), has participated in its annual conference since 2009, and has served 
on the program committee of the annual FIRST Conference in 2012 and 2013. 
EG-CERT is a member of the Organization of Islamic Countries-CERT (OIC-CERT), and has participated in OIC-CERT 
annual general meeting since 2009.  

NTRA (EG-CERT) hosted an ITU Arab Regional cybersecurity Forum attended by over 120 professionals from 8 
countries, in Dec 2011, and an Egypt-US R&D cybersecurity Workshop attended by over 200 professionals, in 
May 2013. 
Egypt participated in the 2012 ITU-IMPACT Workshop on cyber Drill in Jordan and in the ITU RCC Regional 
cybersecurity Forum cyber Drill 2013 in Oman. 

Egypt was the chair of the Program Committee of the Annual meeting of the national CERTs held in Boston – 
June 2014.  

Egypt is also supporting Africa CERT and participated in its annual meeting in Djibouti – May 2014.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

Child Act (Article 96 and 116). 
2.2 UN CONVENTION AND PROTOCOL 

Egypt has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. 

Egypt has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

TEDate (*) was established in 2001 by Egypt Telecom (*) and is Egypt’s largest IP based data communications 
vehicle. Its service is supervised by the National Telecommunication Regulatory Agency (NTRA). TEData launched 
the “Family Internet” service to protect children from inappropriate content exposure on the web.  

Egypt has led efforts to establish and currently chairs the ITU Council Working Group for Child Online Protection 
(CWG-COP) since 2010. At the national level, a national COP Committee was established in May 2013, with 
representatives from key stakeholders from governmental entities, private sector, academia and professional 

http://www.mcit.gov.eg/TeleCommunications/Cyber_Security
http://www.mcit.gov.eg/TeleCommunications/Cyber_Security
http://www.oecd.org/dataoecd/18/39/37328586.pdf
http://www.first.org/
http://www.nccm-egypt.org/e7/e2498/e2691/infoboxContent2692/ChildLawno126english_eng.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.tedata.net/eg/ar/
http://te.eg/en_Home
http://www.tra.gov.eg/english/main.asp?
http://www.tedata.net/eg/en/About-Us/News-And-Events
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associations. Three national COP competitions were organized in 2013/14, in addition to several awareness 
workshops, seminars, and training of trainers sessions. 

 
2.4 REPORTING MECHANISM 

Complaints can be addresses to the Child helpline using the number: 16000. 

 

 
  

http://www.nccm-egypt.org/e11/e3189/index_eng.html
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CYBERWELLNESS PROFILE 
REPUBLIC OF EL SALVADOR 

 

 

BACKGROUND 

Total Population: 6 264 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 23.11% 

(data source: ITU Statistics, December 2013) 

  

 
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

-The proposed Special Law against Cybercrime is currently being considered by the presidency. 
1.1.2  REGULATION AND COMPLIANCE 

No specific legislation and regulation related to cybersecurity has been enacted. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

El Salvador has an officially recognized national CIRT known as SALCERT. 

1.2.2 STANDARDS 

Although there is not yet an established national strategy or policy for cybersecurity, one is presently being 
developed. 

1.2.3 CERTIFICATION 
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in El Salvador.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Although there is not yet an established national strategy or policy for cybersecurity in El Salvador, one is 
presently being developed. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in El Salvador. 

1.3.3 RESPONSIBLE AGENCY 

The following agencies are responsible for cybersecurity in El Salvador:  

- The Ministry of Justice   - Computer Crime Investigations Group of the National Civil Police 

- Ministry for Public Security.  

1.3.4 NATIONAL BENCHMARKING 
El Salvador does not have any benchmarking or referential to measure cybersecurity development. 
 
 
 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

In El Salvador individual users are provided a cybersecurity policy manual which provides explicit instructions 
about authorized and responsible use of government-run information systems. 

1.4.2 MANPOWER DEVELOPMENT  
There is no information on any educational and professional programs or projects in El Salvador. 

1.4.3 PROFESSIONAL CERTIFICATION 

El Salvador does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

El Salvador does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no framework to facilitate sharing of cybersecurity assets across borders with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

In El Salvador there is no framework for sharing cybersecurity assets within the public sector.  

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no framework for sharing cybersecurity assets between the public and private sector in El Salvador. 

1.5.4 INTERNATIONAL COOPERATION 

El Salvador is currently formalizing a partnership with the UNODC to receive cybercrime related training to 
bolster its existing capabilities. 

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Article 351(12)* of the Family Code, 1993 

- Articles 172, 173* and 173-A* from the Criminal Code, respectively modified and added by Law n.210, 
December 2003. 
2.2 UN CONVENTION AND PROTOCOL 

El Salvador has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. El Salvador has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no information about any agency responsible for the protection of children online.  
2.4 REPORTING MECHANISM 

There is no information about any website or hotline where incidents can be reported to. 

 

 
  

http://www.unodc.org/ropan/en/IndexArticles/Cybercrime/cybercrime-training-in-el-salvador.html
http://www.oas.org/dil/esp/Codigo_de_Familia_El_Salvador.pdf
http://www.asamblea.gob.sv/eparlamento/indice-legislativo/buscador-de-documentos-legislativos/codigo-penal
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

REPUBLIC OF EQUATORIAL 
GUINEA 

 

 

BACKGROUND 

Total Population: 740 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 16.40%  

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 
 

1.1   LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- None. 
1.1.2 REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- None. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Equatorial Guinea does not have an officially recognized national CIRT.  

1.2.2 STANDARDS 

Equatorial Guinea does not have an officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Equatorial Guinea.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Equatorial Guinea does not have an officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Equatorial Guinea. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Equatorial Guinea. 

1.3.4 NATIONAL BENCHMARKING 

Equatorial Guinea does not have any officially recognized national benchmarking or referential to measure 
cybersecurity development.  

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Equatorial Guinea does not have an officially recognized national or sector-specific research and development 
program or project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Equatorial Guinea.  

1.4.3 PROFESSIONAL CERTIFICATION 

Equatorial Guinea does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Equatorial Guinea does not have any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Equatorial Guinea does not have any framework to facilitate sharing of cybersecurity assets across borders or 
with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Equatorial Guinea does not have an officially recognized national or sector-specific program for sharing 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Equatorial Guinea. 

1.5.4 INTERNATIONAL COOPERATION 

Equatorial Guinea does not currently participate in any international cybersecurity cooperation initiative. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- None. 
2.2 UN CONVENTION AND PROTOCOL 

Equatorial Guinea has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the 
Convention on the Rights of the Child. Equatorial Guinea has acceded, with no declarations or reservations to 
articles 2 and 3, to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, 
Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Equatorial Guinea. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Equatorial Guinea.   

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

STATE OF ERITREA 

 

 

BACKGROUND 

Total Population: 5 581 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 0.90%  

(data source: ITU Statistics, December 2013) 

  
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instruments:  None. 
1.1.2 REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:  
None. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Eritrea does not have an officially recognized national CIRT.  

1.2.2 STANDARDS 

Eritrea does not have an officially approved national or sector specific cybersecurity framework for implementing 
internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Eritrea.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Eritrea does not have an officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Eritrea. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Eritrea. 

1.3.4 NATIONAL BENCHMARKING 

Eritrea does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Eritrea does not have an officially recognized national or sector-specific research and development program or 
project for cybersecurity standards, best practices and guidelines. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://en.wikipedia.org/wiki/File:Flag_of_Eritrea.svg
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1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Eritrea.  

1.4.3 PROFESSIONAL CERTIFICATION 

Eritrea does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Eritrea does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Eritrea does not have any framework to facilitate sharing of cybersecurity assets across borders or with other 
nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Eritrea does not have any officially recognized national or sector-specific program for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Eritrea. 

1.5.4 INTERNATIONAL COOPERATION 

Eritrea is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments:  None. 
2.2 UN CONVENTION AND PROTOCOL 

Eritrea has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Eritrea has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Eritrea.  
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Eritrea.   

 

 

 
  

http://www.impact-alliance.org/home/index.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

REPUBLIC OF ESTONIA 

 

 

BACKGROUND 

Total Population: 1 340 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 80.00% 

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Penal Code. 
1.1.2  REGULATION AND COMPLIANCE 

Estonia has the following specific legislation related to cybersecurity and compliance: 

- Digital Signatures Act  - Electronic Communications Act  - Public Information Act 

- Personal Data Protection Act  - Payment and E-money institution Act  - Information Society 

Services Act. 

 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Estonia has an officially recognized national CERT known as CERT-EE. 

1.2.2 STANDARDS 

In Estonia the ISKE is the officially approved national cybersecurity framework for implementing internationally 
recognized cybersecurity standards.  

1.2.3 CERTIFICATION 

Estonia does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals.  

 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
The Estonian Cyber Security Strategy is the officially recognised national policy for cybersecurity. 

1.3.2 ROADMAP FOR GOVERNANCE 

The Cyber Security Strategy provides specific actions regarding the implementation of the objectives of the 
strategy. 

1.3.4 NATIONAL BENCHMARKING 

The RIA inspects the security of the information systems of state and local government agencies and providers 
of vital services. It also cooperates with the CERT Estonia and CIIP for the better performance of these functions. 
There is also Annual Report Cyber Security Branch that serves as the officially recognized national or sector-
specific benchmarking exercise or referential used to measure cybersecurity development. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.legaltext.ee/et/andmebaas/tekst.asp?loc=text&dok=X30068K10&keel=en&pg=1&ptyyp=RT&tyyp=X&query=karistusseadustik
http://www.legaltext.ee/et/andmebaas/tekst.asp?loc=text&dok=X30081K6&keel=en&pg=1&ptyyp=RT&tyyp=X&query=digitaalallkirja
http://www.legaltext.ee/et/andmebaas/tekst.asp?loc=text&dok=X90001K7&keel=en&pg=1&ptyyp=RT&tyyp=X&query=elektroonilise+side+seadus
http://www.legaltext.ee/et/andmebaas/tekst.asp?loc=text&dok=X40095K5&keel=en&pg=1&ptyyp=RT&tyyp=X&query=avaliku+teabe
http://www.legaltext.ee/et/andmebaas/tekst.asp?loc=text&dok=XXXX041K1&keel=en&pg=1&ptyyp=RT&tyyp=X&query=isikuandmete+kaitse+seadus
http://www.legaltext.ee/et/andmebaas/tekst.asp?loc=text&dok=2012X09&keel=en&pg=1&ptyyp=RT&tyyp=X&query=makseasutuste
http://www.legaltext.ee/et/andmebaas/tekst.asp?loc=text&dok=X80043k1&keel=en&pg=1&ptyyp=RT&tyyp=X&query=info%FChiskonna
http://www.legaltext.ee/et/andmebaas/tekst.asp?loc=text&dok=X80043k1&keel=en&pg=1&ptyyp=RT&tyyp=X&query=info%FChiskonna
https://www.ria.ee/cert-estonia/
https://www.ria.ee/iske-en
http://www.kmin.ee/files/kmin/img/files/Kuberjulgeoleku_strateegia_2008-2013_ENG.pdf
http://www.kmin.ee/files/kmin/img/files/Kuberjulgeoleku_strateegia_2008-2013_ENG.pdf
https://www.ria.ee/about-supervision/
https://www.ria.ee/cert-estonia/
https://www.ria.ee/CIIP/
https://www.ria.ee/2013-annual-report-cyber-security-branch/
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

RIA organizes the protection of the critical information infrastructure, among other things by preparing risk 
analyses and developing the security measures needed for the protection of the critical information 
infrastructure. 

1.4.2 MANPOWER DEVELOPMENT 

The Information Security Interoperability Framework and ‘Raising Public Awareness about the Information 
Society’ programme are the officially recognized national research and development (R&D) programs/projects 
for cybersecurity standards, best practices and guidelines to be applied in either the private or the public sector. 

1.4.3 PROFESSIONAL CERTIFICATION 

CERT-EE team currently includes one Head Officer and five information security experts, one of them acting as a 
GovCERT officer. Four team members are located in Tallinn (the capital of Estonia) and two in Tartu (second 
largest city). 

1.4.4 AGENCY CERTIFICATION 

Estonia does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

The cooperation initiative was launched in August 2013, at the meeting of the heads of state of Estonia, Latvia 
and Lithuania with US President Barack Obama in Washington. The goal of the meeting was primarily to enhance 
cyber security dialogue between the Nordic-Baltic regions and the US and to share experiences. 

1.5.2 INTRA-AGENCY COOPERATION 

The X-Road is the officially recognized national platform for sharing cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

X-Road is the officially recognized national or sector-specific programs for sharing cybersecurity assets within the 
public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Estonia is a member of NATO CCDCOE, TERENA and TI TF-CSIRT.  

CERT-EE is affiliated to FIRST.   

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- §178, §178(1) and §179 of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Estonia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Estonia has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The institution that supports the protection of children online is the Estonian Union for Child Welfare. 
2.4 REPORTING MECHANISM 

Illegal content can be reported by a form filled on the website of Estonian Union for Child Welfare. 

 

https://www.ria.ee/
http://www.cas.go.jp/jp/seisaku/hourei/data/BAFAITNS.pdf
https://www.ria.ee/programme/
https://www.ria.ee/programme/
https://www.ria.ee/cert-estonia/
http://vm.ee/en/news/estonia-considers-cyber-security-cooperation-between-united-states-and-nordic-and-baltic
https://e-estonia.com/component/x-road/
https://e-estonia.com/component/x-road/
https://ccdcoe.org/
https://www.terena.org/
https://www.trusted-introducer.org/
https://www.ria.ee/cert-estonia/
http://www.first.org/
http://www.legaltext.ee/et/andmebaas/tekst.asp?loc=text&dok=X30068K10&keel=en&pg=1&ptyyp=RT&tyyp=X&query=karistusseadustik
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.bettercarenetwork.org/organisations/vieworg.asp?id=3876
http://vihjeliin.targaltinternetis.ee/en/
http://www.bettercarenetwork.org/organisations/vieworg.asp?id=3876
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CYBERWELLNESS PROFILE  

FEDERAL DEMOCRATIC REPUBLIC 
OF ETHIOPIA  

 

 

BACKGROUND 

Total Population: 86 539 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 1.90%  

(data source: ITU Statistics, December 2013) 

  

 
1. CYBERSECURITY 

 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- None. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- None. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Ethiopia does not have an officially recognized national CIRT. A CIRT Assessment is currently being carried out by 
ITU. 

1.2.2 STANDARDS 

Ethiopia does not have an officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Ethiopia.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Ethiopia does not have an officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Ethiopia. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Ethiopia. 

1.3.4 NATIONAL BENCHMARKING 

Ethiopia does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Ethiopia does not have an officially recognized national or sector-specific research and development program or 
project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Ethiopia.  

1.4.3 PROFESSIONAL CERTIFICATION 

Ethiopia does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Ethiopia does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Ethiopia does not have any framework to facilitate sharing of cybersecurity assets across borders or with other 
nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Ethiopia does not have an officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Ethiopia. 

1.5.4 INTERNATIONAL COOPERATION 

Ethiopia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Articles 613, 640, 643 and 644 of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Ethiopia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Ethiopia has not acceded to the Optional Protocol to The Convention on the Rights of the 
Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Ethiopia.  
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Ethiopia.   

 

 

 
  

http://www.impact-alliance.org/home/index.html
http://www.unhcr.org/refworld/pdfid/49216b572.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

FIJI 

 

 

BACKGROUND 

Total Population: 876 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 37.10% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- CRIMES DECREE 2009 : Division 6 - Computer Offences.  

1.1.2  REGULATION AND COMPLIANCE 

Fiji does not have specific legislation and regulation related to cybersecurity.  

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Fiji does not have an officially recognized National CIRT. However it is a member of the Pacific Regional CIRT 
(PacCERT). ITU conducted a CIRT assessment for Fiji in 2014 

1.2.2 STANDARDS 

Fiji does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Fiji does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Fiji does not have an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Fiji does not have a national governance roadmap for cybersecurity.  

1.3.3 RESPONSIBLE AGENCY 

Fiji does not have an officially recognized agency responsible for implementing a national cybersecurity strategy, 
policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Fiji does not have any officially recognized national or sector-specific benchmarking exercises or referential used 
to measure cybersecurity development. 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.fiji.gov.fj/getattachment/604e31fc-c7b1-41a0-9686-71377917b6eb/Decree-No-44---Crimes-Decree-2009-(pdf).aspx
http://en.wikipedia.org/wiki/File:Flag_of_Fiji.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Fiji does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Fiji does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Fiji does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Fiji does not have any certified government and public sector agencies certified under internationally recognized 
standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Fiji does not have official recognized partnerships with any organizations to facilitate the sharing of cybersecurity 
assets across borders. 

1.5.2 INTRA-AGENCY COOPERATION 

Fiji does not have any officially recognized national or sector-specific programs for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Fiji does not have any officially recognized national or sector-specific programs for sharing cybersecurity assets 
within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Fiji is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Fiji also takes part 
in the Asia Pacific CIRT cybersecurity forums. Fiji is among the beneficiary countries of the EU/ITU co-funded 
project “Capacity Building and ICT Policy, Regulatory and Legislative Frameworks Support for Pacific Island 
Countries” (ICB4PAC). 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Fiji does not have specific legislation on child online protection. 
2.2 UN CONVENTION AND PROTOCOL 

Fiji has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. 

Fiji has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Fiji does not have an officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Fiji does not have an officially recognized agency that offers an avenue for the reporting of incidents related to 
child online protection.  

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/ICB4PAC/Pages/default.aspx
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 FINLAND 

 

 

 

BACKGROUND 

Total Population: 5 403 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 91.51% 

(data source: ITU Statistics, 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

-Criminal Code.    

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

-Act on the Protection of Privacy in Electronic Communications.   

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Finland has an officially recognized national CIRT (CERT-FI).  

1.2.2 STANDARDS  
Finland’s National Security Auditing Criteria the main goal of which is to harmonise official measures when an 
authority conducts an audit in a company or in another organisation to verify their security level. KATAKRI is used 
as a tool when checking the fulfilment of security requirements (e.g. EU and NATO security requirements for 
classified information). 

1.2.3 CERTIFICATION 
The Accreditation of information security inspection bodies in Finland is regulated in the act on information 
security inspection bodies. An Inspection body may be a private organization or public agency/body. 
Accreditation framework is based on ISO 17021 and ISO 27006 standards with sector specific regulations. The 
responsible agency is the national accreditation body FINAS. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Finland has an officially recognized national cybersecurity strategy since 2013 (Finland cybersecurity strategy). It 
defines the key goals and guidelines which are used in responding to the threats against the cyber domain and 
which ensure its functioning. By following the Cyber Security Strategy’s guidelines and the measures required, 
Finland can manage deliberate or inadvertent disturbances in the cyber domain as well as respond to and recover 
from them. 

1.3.2 ROADMAP FOR GOVERNANCE 

The Information Society Program provides a national governance roadmap for cybersecurity in Finland. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://finlex.fi/en/laki/kaannokset/1889/en18890039.pdf
http://www.finlex.fi/en/laki/kaannokset/2004/en20040516.pdf
http://www.cert.fi/en/index.html
http://www.defmin.fi/en/administrative_branch/defence_security/national_security_auditing_criteria_(katakri)
http://www.defmin.fi/en/publications/strategy_documents/finland_s_cyber_security_strategy
http://www.tietoyhteiskuntaohjelma.fi/esittely/en_GB/introduction/
http://en.wikipedia.org/wiki/File:Flag_of_Finland.svg
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1.3.3 RESPONSIBLE AGENCY 

The Security Committee (yet to be established) monitors and coordinates the implementation of a national 
cybersecurity strategy, policy and roadmap by respective agencies. 

1.3.4 NATIONAL BENCHMARKING 
The National Emergency Supply Agency is involved in organizing sector-specific preparedness exercises on some 
critical infrastructure sectors. They also have a self-assessment tool CIP organizations can use to measure and 
benchmark their level of preparedness to their peers. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Finland does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 
Cyber security education is supported by the modern data network laboratory which focuses on the use of the 
ICT education as well as projects. Laboratory for cyber security development and research will be built to increase 
versatile knowledge of field. The Tekes – the Finnish Funding Agency for Technology and Innovation- is the main 
agency responsible for these efforts. 

1.4.3 PROFESSIONAL CERTIFICATION 

Finland does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Finland does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Finland has officially 
recognized partnerships with the following organizations: 

-ITU -FIRST  -European Government Certs group.  

1.5.2 INTRA-AGENCY COOPERATION 

Finland has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 
public sector through its national CIRT. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Finland does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Finland participated in cybersecurity activities by FIRST and European Government CERTs group. 

CERT-FI is a member of FIRST. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Chapter 17, §18, §18(a), §18(b) and §19-§21* of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Finland has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Finland has acceded, with no declarations or reservations to articles 2 and 3, to the 

http://www.nesa.fi/
http://www.tekes.fi/
http://www.itu.int/
http://www.first.org/
http://www.egc.org/
http://www.cert.fi/en/index.html
http://www.first.org/
http://www.finlex.fi/fi/laki/ajantasa/1889/18890039001
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
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Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Finish Communications Regulation Authority maintains the Safe on the internet (*) website which provides 
information on internet safety for parents, children and educators. 
2.4 REPORTING MECHANISM 

Online Illegal content can be reported in the website (*) maintained by the organization Save the Children. 

 

 

 

 

 

 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.tietoturvakoulu.fi/en/index.html
http://www.tietoturvakoulu.fi/index.html
https://pelastakaalapset-fi.directo.fi/en/how-we-work/safer-internet-work/hotline/report-illegal-content/
https://pelastakaalapset-fi.directo.fi/
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CYBERWELLNESS PROFILE  

FRANCE 
 

 

BACKGROUND 

Total Population: 63 458 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 81.92% 

(data source: ITU Statistics, December 2013) 

  
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- Amended as Law no.2004-575 of June 21 2004,  
- Ratification of the Council of Europe Convention on Cybercrime was made on January 10, 2006 (art 323). 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Law n° 78-17 of January 1976 relating to computer, 
files and freedoms  

- Law n° 2004-575 of June  2004 pour la confiance 
dans l'économie numérique 

- Civil Code Law n° 2000-230 on Electronic Evidence 
and Electronic Signature 

- Decree n° 2009-834 of July that creates the national 
security agency 

- Order of November 2011 and the interdepartmental 
Policy Statement No. 1300 on the protection of the 
confidentiality of national defense which is attached 

- Recommendation n°901 of March 1994 for the 
protection of information systems dealing with non-
classified sensitive information defense. 

- Recommendation n° 600 of March 1993 for the 
protection of sensitive information outside the scope 
of defense secrets Recommendations for computer 
workstations 

 

 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

France has an officially recognized national CIRT (CERT-FR) and many others CIRT such as the commercial CIRT 
(CERT-DEVOTEAM) and CERT LA POSTE etc. 

1.2.2 STANDARDS 

France has officially approved national (and sector specific) cybersecurity frameworks for implementing 
internationally recognized cybersecurity standards through the following instruments: 

- ANSSI (National agency of IT security) 

- General security referential created by the decree n° 2005-1516 of December 2005 relating electronic exchange. 

- Interdepartmental Instruction n°300 of 23 June 2014 on protection against compromising emanations. 

- Order n° 485 of November 2013 relating to the installation requirements. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.legifrance.gouv.fr/affichCode.do?cidTexte=LEGITEXT000006070719&dateTexte=20121115
http://www.legifrance.gouv.fr/affichTexte.do;jsessionid=2A2EF6C91837B853539CEB3201AA05F5.tpdjo14v_1?cidTexte=JORFTEXT000000886460&dateTexte=20121203
http://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000000801164&categorieLien=cid
http://www.legifrance.gouv.fr/affichCode.do?cidTexte=LEGITEXT000006070721&dateTexte=20121115
http://www.ssi.gouv.fr/fr/anssi/presentation/l-historique-de-l-anssi.html
http://www.ssi.gouv.fr/fr/reglementation-ssi/systemes-d-information/
http://www.ssi.gouv.fr/fr/reglementation-ssi/systemes-d-information/
http://www.ssi.gouv.fr/fr/reglementation-ssi/systemes-d-information/
http://www.cert.ssi.gouv.fr/
http://www.cert.ssi.gouv.fr/cert-fr/cert.html
http://www.ssi.gouv.fr/en/
http://www.ssi.gouv.fr/fr/reglementation-ssi/referentiel-general-de-securite/
http://www.ssi.gouv.fr/fr/reglementation-ssi/signaux-parasites-compromettants-spc/
http://www.ssi.gouv.fr/fr/reglementation-ssi/signaux-parasites-compromettants-spc/
http://en.wikipedia.org/wiki/File:Flag_of_France.svg
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- Order n° 495 of November 2013 concerning the TEMPEST zoning concept. 

1.2.3 CERTIFICATION 

The national agency of IT security (ANSSI) offers a cybersecurity framework for the certification and accreditation 
of national agencies and public sector professionals. ANSSI has signed various mutual recognition agreements on 
certificates. The certificates issued by the PKI enable official identification of the certification authorities of the 
French administration. They also attest to the quality of public key management practices implemented by these 
authorities. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
France has officially recognized an information systems defence and security policy through the national agency 
of IT security (ANSSI). 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no information available regarding any national governance roadmap for cybersecurity in France. 

1.3.3 RESPONSIBLE AGENCY 
The national agency of IT security (ANSSI) is the officially recognized agency responsible for implementing a 

national cybersecurity strategy, policy and roadmap in France. 

1.3.4 NATIONAL BENCHMARKING 
The Observatory of internet security and resilience is the officially recognized national and sector-specific 

benchmarking exercise or referential used to measure cybersecurity development in France. 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

The laboratories of the national agency of IT security (ANSSI) contribute to research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 
The training center in the security of information systems (CFSSI) is involved in the definition and implementation 

of the training policy, provides training for the benefit of state’s staff, and is the main contact to ANSSI for 

agencies in charge of training. 

1.4.3 PROFESSIONAL CERTIFICATION 

There is no available information regarding the exact number of public sector professionals certified under 
internationally recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

The national CERT (CERT-FR) is the officially recognized certified government and public sector agency certified 
under internationally recognized standards in cybersecurity. 

1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, the national agency of IT 
security (ANSSI) has officially recognized partnerships with the following organizations:  

-German BSI -United Kingdom CESG 

-Netherlands NLNCSA -United States NSA & DHS 

-Agreement with Estonia on cooperation on 
cyberdefense  

-Franco-British agreement on defense and security 
cooperation. 

-ENISA .  

 

 

http://www.ssi.gouv.fr/fr/reglementation-ssi/signaux-parasites-compromettants-spc/
http://www.ssi.gouv.fr/en/
http://www.ssi.gouv.fr/en/
http://www.ssi.gouv.fr/en/
http://www.ssi.gouv.fr/en/
http://www.ssi.gouv.fr/fr/anssi/presentation/l-observatoire-de-la-resilience-de-l-internet-francais.html
http://www.ssi.gouv.fr/en/
http://www.ssi.gouv.fr/fr/guides-et-bonnes-pratiques/recommandations-et-guides/securite-des-reseaux/le-guide-des-bonnes-pratiques-de-configuration-de-bgp.html
http://www.ssi.gouv.fr/en/
http://www.bsi.bund.de/
http://www.cesg.gov.uk/
http://www.nsa.gov/ia/
http://www.dhs.gov/cyber
http://www.enisa.europa.eu/
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1.5.2 INTRA-AGENCY COOPERATION 

The public sector portal for the prevention of major risk is the officially recognized the following national or 
sector-specific program for sharing cybersecurity assets within the public sector. The portal aims to explain how 
to behave in different crisis situations and presents the threats to information and communication systems. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

The national agency of IT security (ANSSI) is the officially recognized the following national or sector-specific 
programs for sharing cybersecurity assets within the public and private sector.  

1.5.4 INTERNATIONAL COOPERATION 

France is a member of: 

- FIRST    - NATO    - EU    - OSCE.  

 

2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

- Article 222-32, 222-33, 226-1, 227-22 until 227-27* of the Criminal Code. 

2.2 UN CONVENTION AND PROTOCOL 

France has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. France has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 

2.3 INSTITUTIONAL SUPPORT 

The official portal on reporting illegal content in the internet (internet-signalement.gouv.fr*) furnishes advices 
on internet safety for youth and parents. 

2.4 REPORTING MECHANISM 

Online illegal content can be reported in the website internet-signalement.gouv.fr* 

Online illegal content can be reported in the website pointdecontact.net*.  

 

 
  

http://www.ssi.gouv.fr/en/
http://www.first.org/
http://www.nato.int/
http://europa.eu/
http://www.osce.org/
http://www.legifrance.gouv.fr/affichCode.do;jsessionid=9B3B45540A5388A6BEE5799032BDD041.tpdjo04v_2?cidTexte=LEGITEXT000006070719&dateTexte=20130309
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
https://www.internet-signalement.gouv.fr/PortailWeb/planets/Accueil!input.action
https://www.internet-signalement.gouv.fr/PortailWeb/planets/Accueil!input.action
http://www.pointdecontact.net/
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CYBERWELLNESS PROFILE 

 GABON 

 

 

BACKGROUND 

Total Population: 1 564 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 9.20% 

(data source: ITU Statistics, 2013) 

 
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

-Draft Law on Cybercrime.   

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

-Draft Law on Cybersecurity.   

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Gabon is currently establishing an officially recognized national CIRT. ITU conducted a CIRT assessment for Gabon 
in 2010. 

1.2.2 STANDARDS 

Gabon has an officially recognized national (and sector specific) cybersecurity framework for implementing 
internationally recognized cybersecurity standards through the security policy of information systems. 

1.2.3 CERTIFICATION 
Gabon does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Gabon has an officially recognized information system security policy managed by the National Agency for Digital 
Infrastructure and Frequencies (ANINF).  

1.3.2 ROADMAP FOR GOVERNANCE 

Gabon is currently establishing a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The National Agency for Digital Infrastructure and Frequencies (ANINF) is the officially recognized agency 
responsible for implementing a national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Gabon has officially recognized national or sector-specific benchmarking exercises or referential used to measure 
cybersecurity development. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://en.wikipedia.org/wiki/File:Flag_of_Gabon.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Gabon does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Gabon does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Gabon does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Gabon does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Gabon does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across borders 
or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Gabon has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 
public sector through the AINF. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Gabon does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Gabon is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Gabon is 
among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in Sub-
Sahara Africa” (HIPSSA). 

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Articles 255 and 263* of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Gabon has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Gabon has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Gabon does not have officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Gabon does not have officially recognized agency that offers an avenue for the reporting of incidents related to 
child online protection. 

 

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
https://www.unodc.org/tldb/showDocument.do?documentUid=927&country=GAB&language=FRE
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 THE GAMBIA 
 

 

BACKGROUND 

Total Population: 1 825 000 

(data source: United Nations Statistics Division, December 
2012) 

Internet users, percentage of population: 14.00% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation pertaining to cybercrime has been mandated through the following legal instrument: 

-Information and Communications Act. 
 

1.1.2  REGULATION AND COMPLIANCE 

Gambia does not have any officially recognised regulation pertaining to cyber security. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU conducted a CIRT readiness assessment for Gambia at Dakar, Senegal in November 2011 (14-18th November 
2011).  Gambia does not have an officially recognized national CIRT currently.  
1.2.2 STANDARDS 
Gambia does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 
1.2.3 CERTIFICATION  
Gambia does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Gambia does not have any officially recognized national cybersecurity strategy. 
1.3.2 ROADMAP FOR GOVERNANCE 
Gambia does not have any national governance roadmap for cybersecurity. 
1.3.3 RESPONSIBLE AGENCY 
Gambia does not have an officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap. 
1.3.4 NATIONAL BENCHMARKING 
Gambia does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 
 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Gambia does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.wipo.int/wipolex/en/text.jsp?file_id=238413
http://en.wikipedia.org/wiki/File:Flag_of_The_Gambia.svg
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1.4.2 MANPOWER DEVELOPMENT 
Gambia does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 
1.4.3 PROFESSIONAL CERTIFICATION 
Gambia does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 
1.4.4 AGENCY CERTIFICATION 
Gambia does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 
Gambia does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 
1.5.2 INTRA-AGENCY COOPERATION 
Gambia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 
1.5.3 PUBLIC SECTOR PARTNERSHIP 
Gambia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 
1.5.4 INTERNATIONAL COOPERATION 
Gambia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Gambia is 
among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in Sub-
Sahara Africa” (HIPSSA). 
 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child protection has been enacted through the following instruments: 
-Information and Communications Act (Section 170 and174) 
2.2 UN CONVENTION AND PROTOCOL 

Gambia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. 
Gambia has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Gambia does not have any officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Gambia does not have any officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 
  

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.wipo.int/wipolex/en/text.jsp?file_id=238413
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 GEORGIA 

 

 

BACKGROUND 

Total Population: 4 304 000 

(data source: United Nations Statistics Division, 
December 2012) 

 

Internet users, percentage of population: 43.10% 

(data source: ITU Statistics, 2013) 

1.CYBERSECURITY 

 

1.1 LEGAL MEASURES 
 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

 

 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

-Law on Information Security. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

The national computer incident response teams are the CERT-GOV-GE and CERT-MOD-GOV. 

1.2.2 STANDARDS 

Georgia has an officially recognized national (and sector specific) cybersecurity framework for implementing 
internationally recognized cybersecurity standards through the Law on Information Security which is based on 
ISO 27000. 

1.2.3 CERTIFICATION 
The Data Exchange Agency has an officially approved national cybersecurity framework for the certification and 
accreditation of public sector professionals.  

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Georgia has an officially recognized national cybersecurity strategy (Cyber security strategy 2012-2015) 

1.3.2 ROADMAP FOR GOVERNANCE 

The Cybersecurity strategy 2012-2015 provides a national governance roadmap for cybersecurity in Georgia. 

1.3.3 RESPONSIBLE AGENCY 

The Data Exchange Agency is the officially recognized agency responsible for implementing a national 
cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

The Data Exchange Agency is currently working to measure the cybersecurity readiness of Georgia. 

-Georgia Computer System Protection Act. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://dea.gov.ge/uploads/InfoSec%20Law%20ENG.pdf
http://www.cert.gov.ge/
http://www.mod.gov.ge/?lang=en
http://dea.gov.ge/uploads/InfoSec%20Law%20ENG.pdf
http://www.dea.gov.ge/
http://www.dea.gov.ge/?web=3&action=page&p_id=184&lang=eng
http://www.dea.gov.ge/?web=3&action=page&p_id=184&lang=eng
http://www.dea.gov.ge/
http://en.wikipedia.org/wiki/File:Flag_of_Georgia.svg
http://www.forwardedge2.com/pdf/GA-laws.pdf
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Georgia does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

The Data Exchange Agency has officially recognized national or sector-specific educational and professional 
training programs for raising awareness with the general public, promoting cybersecurity courses in higher 
education and promoting certification of professionals.  

1.4.3 PROFESSIONAL CERTIFICATION 

Georgia has 11 public sector professionals certified under internationally recognized certification programs in 
cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Georgia does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Georgia does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Georgia has an officially recognized national or sector-specific program for sharing cybersecurity assets within 
the public sector through the Data Exchange Agency. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Georgia has an officially recognized national or sector-specific program for sharing cybersecurity assets within 
the public and private sector through the Data Exchange Agency. 

1.5.4 INTERNATIONAL COOPERATION 

Georgia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. CERT-GOV-
GE is a member of FIRST. Georgia also participated in the International Cyber Shield Exercise 2014 in Turkey (ICSE 
2014). 

 

2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on cybercrime has been enacted through the following instrument: 

-The Criminal Code (Article 255 and 256). 

2.2 UN CONVENTION AND PROTOCOL 

Georgia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Georgia has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 

2.3 INSTITUTIONAL SUPPORT 

Georgia does not have any officially recognized agency that offers institutional support on child online protection. 

2.4 REPORTING MECHANISM 

Georgia Computer Incident Response Team (CERT-GOV-GE) is the officially recognized agency that offers an 
avenue for the reporting of incidents related to child online protection. 

http://www.dea.gov.ge/
http://www.dea.gov.ge/
http://www.dea.gov.ge/
http://www.cert.gov.ge/
http://www.cert.gov.ge/
http://www.first.org/
http://www.icse2014.org/
http://www.icse2014.org/
http://www.wipo.int/wipolex/en/text.jsp?file_id=209028#LinkTarget_1136
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.cert.gov.ge/
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CYBERWELLNESS PROFILE 

 GERMANY 

 

 

BACKGROUND 

Total Population: 81 991 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 83.96% 

(data source: ITU Statistics 2013) 

1.CYBERSECURITY 
 

1.1  LEGAL MEASURES 

 

1.1.1  CRIMINAL LEGISLATION 

Germany has a specific legislation pertaining to cybercrime. It is mandated through the following legal 

instrument: 

-German Criminal Code 1998. 

1.1.2 REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Electronic Signature Act 2001      -Freedom of Information Act 2013 

-Act on the Federal Office for Information Security 2009                -Federal Data Protection Act 2009 

-Act to Strengthen the Security of Federal Information Technology of 14 August 2009. 

 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
Germany has an officially recognized and legally mandated government CERT (CERT Bund). 

1.2.2 STANDARDS 

There are BSI Technical Guidelines for implementing international recognized cybersecurity standards in 
Germany.  

1.2.3 CERTIFICATION 
The approved national certification and accreditation body in Germany is the IT-Grundschutz. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
There is a Cyber Security Strategy. Also in place is the National Plan for Information Infrastructure Protection 
(NPSI)- these are the officially recognized national and sector-specific cybersecurity strategy in place Germany.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no officially recognized national or sector-specific governance roadmap for cybersecurity in Germany. 

1.3.3 RESPONSIBLE AGENCY 

The Federal Office for Information Security (BSI) is the officially recognized agency responsible for implementing 
a national cybersecurity strategy and policy. 

1.3.4 NATIONAL BENCHMARKING 

The BSI Annual Report is responsible for national or sector-specific benchmarking exercises or referential used 
to measure cybersecurity development. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.gesetze-im-internet.de/englisch_stgb/index.html
http://www.gesetze-im-internet.de/sigg_2001/BJNR087610001.html
http://www.gesetze-im-internet.de/ifg/index.html
http://www.gesetze-im-internet.de/bsig_2009/BJNR282110009.html
http://www.gesetze-im-internet.de/bdsg_1990/
https://www.bsi.bund.de/EN/TheBSI/BSIAct/bsiact_node.html
https://www.bsi.bund.de/EN/Topics/IT-Crisis-Management/Cert-Bund/cert-bund_node.htmll
https://www.bsi.bund.de/EN/Publications/TechnicalGuidelines/TechnicalGuidelines_node.html
https://www.bsi.bund.de/EN/Topics/ITGrundschutz/ITGrundschutzHome/itgrundschutzhome_node.html
https://www.bsi.bund.de/DE/Themen/Cyber-Sicherheit/Strategie/cs_Strategie_node.html
http://www.kritis.bund.de/SubSites/Kritis/EN/activities/national/CIPImplementationPlan/cipimplementationplan_node.html
https://www.bsi.bund.de/EN/TheBSI/Functions/functions_node.html
https://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=7&cad=rja&uact=8&ved=0CD8QFjAG&url=https%3A%2F%2Fwww.bsi.bund.de%2FSharedDocs%2FDownloads%2FEN%2FBSI%2FPublications%2Fannualreport%2FBSI_annual_report_2010_pdf.pdf%3F__blob%3DpublicationFile&ei=GDHGVOTqC4GvPImggOAB&usg=AFQjCNH_uG01zx2R4ppI3BlzE6-HYtdfbA&sig2=qdwq975pxUMxwhz8W1xAHw&bvm=bv.84349003,d.ZWU
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

The BSI has published several documents with information on topics of cybersecurity for research and 
development (R&D) programs/projects. Also BSI has standards for Internet security (ISi-series). 

1.4.2 MANPOWER DEVELOPMENT 

The officially recognized national or sector-specific educational and professional training program for raising 
awareness with the general public, promoting cybersecurity courses in higher education and promoting 
certification of professionals in either the public or the private sectors is the IT -Grundschutz training , Germany. 

1.4.3 PROFESSIONAL CERTIFICATION 

Germany does not have any body responsible for educational and professional training programs for raising 
awareness with the general public, promoting cybersecurity courses in higher education and promoting 
certification of professionals in either the public or the private sector. 

1.4.4 AGENCY CERTIFICATION 

Germany does not have any certified government or public sector agencies certified under internationally 
recognized standards. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is a U.S.-Germany Cyber Bilateral Meeting. This serves as a recognized partnership to facilitate sharing of 
cybersecurity assets across borders. 

1.5.2 INTRA-AGENCY COOPERATION 

There is a joint initiative between the Federal Office of Civil Protection, Disaster Assistance (BBK) and the Federal 
Office for Information Security (BSI) forming the Internet platform on Critical Infrastructure Protection as a 
framework for sharing cybersecurity assets between agencies. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

The BSI, Federal Association for Information Technology, Telecommunications and New Media launched a 
voluntary program called Alliance for Cybersecurity to inform and report on cyber incidents. The CERT-Verbund 
is an alliance of German security and computer emergency response teams. 

1.5.4 INTERNATIONAL COOPERATION 

Germany is part of the -EGC       -TERENA   -ENISA            -FIRST      -APCERT. 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child protection has been enacted through the following instrument: 

- Criminal Code (SS 183a, SS184b & SS238). 
2.2 UN CONVENTION AND PROTOCOL 

Germany has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Germany has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Germany has an officially recognized and legally mandated government CERT (CERT Bund). 
2.4 REPORTING MECHANISM 

Online illegal content located in Germany can be reported in the website of the Voluntary Self-Monitoring of 
Multimedia and Service Providers (FSM e. V. (*)). 

Information on the Violation of the protection of minors can be reported in the Website of the Jugendschutz 
Program, founded by the Youth Ministers of all states. 

The Internet Complaint Office provides online forms to file complaints.  

https://www.bsi.bund.de/DE/Themen/Cyber-Sicherheit/Veroeffentlichungen/cs_Veroeffentlichungen_node.html
https://www.bsi.bund.de/DE/Themen/Cyber-Sicherheit/Veroeffentlichungen/cs_Veroeffentlichungen_node.html
https://www.bsi.bund.de/DE/Themen/ITGrundschutz/ITGrundschutzSchulung/itgrundschutzschulung_node.html
http://www.state.gov/r/pa/prs/ps/2014/06/228543.htm
http://www.kritis.bund.de/SubSites/Kritis/EN/Home/home_node.html
http://www.jonesday.com/Europe-Proposes-New-Laws-and-Regulations-on-Cybersecurity-01-02-2014/?RSS=true#_ednref4
https://www.cert-verbund.de/
http://www.egc-group.org/
https://www.terena.org/activities/tf-csirt/
http://www.enisa.europa.eu/
http://www.first.org/
http://www.apcert.org/
http://www.gesetze-im-internet.de/englisch_stgb/index.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
https://www.bsi.bund.de/EN/Topics/IT-Crisis-Management/Cert-Bund/cert-bund_node.htmll
http://www.fsm.de/hotline/reporting-content?set_language=en
http://www.jugendschutz.net/hotline/index.html
http://www.internet-beschwerdestelle.de/en/complaint/submit/index.htm
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CYBERWELLNESS PROFILE  

GHANA 
 

 

BACKGROUND 

Total Population: 25 546 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 12.30% 

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instruments: 

- Criminal Code 
- Regulation of Interception of Communication Act (RICA). 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Electronic Signature Act     - Telecommunications Act  - Federal Data Protection Act 
- Electronic Transactions Act  - Act on the Federal Office for Information Security. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
Ghana has two national CIRTs NITA CERT under the Ministry of Communication and CERT-GH which was 
established by the ITU-IMPACT. 

1.2.2 STANDARDS 
Ghana does not have an officially recognized national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards  

1.2.3 CERTIFICATION 
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Ghana.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Ghana does not have an officially recognized national or sector-specific cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Ghana. 

1.3.3 RESPONSIBLE AGENCY 

The Ministry of Communication, National Information Technology Agency and Commercial Crime Unit, Criminal 
Investigation Department of the Ghana Police Force coordinate cybersecurity in Ghana 

1.3.4 NATIONAL BENCHMARKING 
There is no benchmarking or referential to measure cybersecurity development in Ghana.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 
There is no officially recognized national or sector-specific research and development program/project for 
cybersecurity standards, best practices and guidelines in Ghana. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.africanchildforum.org/clr/Legislation%20Per%20Country/ghana/ghana_criminal_1960_en.pdf
http://www.nita.gov.gh/NITA-CERT
http://certgh-web.cert-gh.org/
http://www.ghana.gov.gh/index.php/2012-02-08-08-18-09/ministries/243-ministry-of-communications
http://www.nita.gov.gh/
http://www.ghana.gov.gh/index.php/public-service-directory/624-ghana-police-service
http://www.ghana.gov.gh/index.php/public-service-directory/624-ghana-police-service
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1.4.2 MANPOWER DEVELOPMENT 
NITA CERT trainings create security awareness within the ministries, departments and agencies and other 

government institutions and educate them in the area of Information Security with the latest security threats, 

needs and developments and deployment of techniques and tools in order to minimize security risk.  

1.4.3 PROFESSIONAL CERTIFICATION 

Ghana does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Ghana does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 
There is no information on any framework for sharing cybersecurity assets across borders with other nation 
states. 

1.5.2 INTRA-AGENCY COOPERATION 

Ghana does not have an officially recognized national or sector-specific program for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Ghana. 

1.5.4 INTERNATIONAL COOPERATION 

Ghana is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Ghana 
participated in the:  

- CCI, where the government of Ghana formalized a relationship with the Commonwealth Secretariat, adopting 
a Cybersecurity Strategy and signing a Memorandum of Understanding focusing on child online protection and 
cybersecurity schemes.   

- ACCP  - UNCTAD - ISS 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

-Section 124 of Children’s Act, 1998 provides only a definition of child abuse.  
2.2 UN CONVENTION AND PROTOCOL 

Ghana has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. 

Ghana has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Domestic Violence & Victims Support Unit, under the Ghana Police, is mandated to handle child related 
crimes but does not have any clear definition of online offences related to child protection. 
2.4 REPORTING MECHANISM 

NITA CERT provides the following email address to report computer incidents: incident@nitacert.gov.gh.  

http://www.nita.gov.gh/NITA-CERT
http://www.impact-alliance.org/home/index.html
http://www.commonwealthigf.org/cigf/cybercrime/
http://cybercrime-fr.org/index.pl/Accp
http://unctad.org/en/Pages/Home.aspx
http://www.issafrica.org/
http://www.refworld.org/cgi-bin/texis/vtx/rwmain?docid=44bf86454
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.nita.gov.gh/NITA-CERT
mailto:incident@nitacert.gov.gh
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CYBERWELLNESS PROFILE  

GREECE   
 

 

BACKGROUND 

Total Population: 11 419 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 59.87% 

(data source: ITU Statistics, December 2013) 

  

 
1.CYBERSECURITY 

 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-Penal Code. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 
-Presidential Decree 131/2003 on eCommerce 
- Law 3431/2006 on Electronic Communications 
- Presidential Decree 150/2001 on Electronic Signatures 

-PREFECTURE 3649/2008 National Intelligence Agency and other provisions 

-PRESIDENTIAL DECREE 126/2009 Agency of the National Intelligence Service (NIS)" (Official Gazette A '173) 

-Legislative Act 13 OCT 2009 Entry of National Intelligence Service (NIS) to the Minister of Citizen Protection 
(Official Gazette A '215) 

-PREFECTURE 2225/1994 for the protection of freedom and connection and communication and other provisions 

-PREFECTURE 2472/1997 Protection of Individuals with regard to the processing of personal data 

-PREFECTURE 3115/2003 Assurance of confidentiality of communications 

-PRESIDENTIAL DECREE 47/2005 Procedures and technical and organizational safeguards to lift the secrecy of 
communications and the security of 

-PREFECTURE 3471/2006 Protection of personal data and privacy in the electronic communications sector and 
amending Law. 2472/1997. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Greece has an officially recognized national CERT known as the National Authority against Electronic Attacks 
(NAAEA). 

1.2.2 STANDARDS 

Greece does not have any officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Greece.  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.cybercrimelaw.net/Grecce.html
http://www.nis.gr/portal/page/portal/NIS/NCERT
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1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Greece does not have any officially recognized national or sector-specific cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Greece. 

1.3.3 RESPONSIBLE AGENCY 

The National Intelligence Service (EYP) is the agency responsible for cybersecurity in Greece. 

1.3.4 NATIONAL BENCHMARKING 

Greece does not have any benchmarking or referential to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no officially recognized national or sector-specific research and development program or project for 
cybersecurity standards, best practices and guidelines in Greece. 

1.4.2 MANPOWER DEVELOPMENT 

The Greek Cybercrime Centre (GCC) is part of an emerging coordinated European effort which has the capacity 
to significantly improve education and research in the newly growing area of cybercrime. As a national project, 
GCC seamlessly complements transnational projects such as 2CENTRE (The Cybercrime Centres of Excellence 
Network), and B-CCENTRE.  

On a national level, GCC directly benefits the local LEAs to fight cybercrime. Greece ranks very high in reported 
metrics related to cybercrime infrastructure support. Thus the local LEAs are often called first to deal with 
cybercrime incidents and any advances in cybercrime training, research, and education provide significant 
benefit to them. 

1.4.3 PROFESSIONAL CERTIFICATION 

Greece does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Greece does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no framework in Greece to facilitate sharing of cybersecurity assets across borders or with other nation 
states. 

1.5.2 INTRA-AGENCY COOPERATION 

Greece does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Greece. 

1.5.4 INTERNATIONAL COOPERATION 

Greece is a member of the NATO and ENISA.  

 

 

http://www.nis.gr/portal/page/portal/NIS/
http://www.cybercc.gr/en/about/partners/
http://www.cybercc.gr/en/about/partners/
http://www.cybercc.gr/en/about/partners/
http://www.nato.int/
http://www.enisa.europa.eu/
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2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Article 348A of the Criminal Code.  
2.2 UN CONVENTION AND PROTOCOL 

Greece has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Greece has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency that supports child online protection in Greece. 
2.4 REPORTING MECHANISM 

Online illegal content can be reported in the website of SafeLine (*). 

 

 

 

 

 

 

 

 
  

http://www.safeline.gr/en/legislation/child-pornography
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.safeline.gr/en/report?set=1
http://www.safeline.gr/report/?q=report&set=1
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CYBERWELLNESS PROFILE 

 GRENADA 

 

 

BACKGROUND 

Total Population: 105 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population:35.00% 

(data source: ITU Statistics, 2013) 

1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

-Electronic Crime Act.    
 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Electronic Transaction Act -Interception of Communication 
Act. 

 

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU completed a CIRT assessment for Grenada in August 2012. Grenada does not have an officially recognized 
National CIRT.  

1.2.2 STANDARDS 

Grenada does not have officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Grenada does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Grenada does not have an officially recognized national cybersecurity strategy or policy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Grenada does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The National Telecommunications Regulatory Commission (NTRC) is the officially recognized agency responsible 
for implementing a national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Grenada does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.gov.gd/
http://www.gov.gd/
http://www.gov.gd/
http://www.ntrc.gd/
http://en.wikipedia.org/wiki/File:Flag_of_Grenada.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Grenada does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Grenada does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Grenada does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Grenada has one public agency (National Defense University) certified under internationally recognized 
standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Grenada does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Grenada does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Grenada does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Grenada is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 

Grenada is among the beneficiary countries of the EU/ITU co-funded project “Enhancing Competitiveness in the 
Caribbean through the Harmonization of ICT Policies, Legislation and Regulatory Procedures” (HIPCAR). 

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-The Criminal Code (Section 133(e) and 203A). 
2.2 UN CONVENTION AND PROTOCOL 

Grenada has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Grenada has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Grenada does not have an officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Grenada does not have an officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 
  

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPCAR/Pages/default.aspx
http://www.oas.org/juridico/spanish/mesicic2_grd_criminal_code.PDF
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 GUATEMALA 

 

 

 

BACKGROUND 

Total Population: 15 138 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 19.70% 

(data source: ITU Statistics, 2013) 

 

 

1 CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 
Guatemala does not have specific legislation on cybercrime. 

1.1.2 REGULATION AND COMPLIANCE 
Guatemala does not have specific legislation and regulation related to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Guatemala has an officially recognized national CIRT (CSIRT-GT).  

1.2.2 STANDARDS 

Guatemala does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Guatemala does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Guatemala does not have an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Guatemala does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

Guatemala does not have an officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Guatemala has officially recognized national or sector-specific benchmarking exercises or referential used to 
measure cybersecurity development. In 2014, with the support of OAS, CSIRT-GT organized a benchmarking 
exercise on multiple sectors. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
mailto:CSIRT-GT
http://en.wikipedia.org/wiki/File:Flag_of_Guatemala.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Guatemala has officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. This is mandated through the 4055 bill which was passed in the congress. 

1.4.2 MANPOWER DEVELOPMENT 

Guatemala does not have any officially recognized national or sector-specific educational and professional 
training programs for raising awareness with the general public, promoting cybersecurity courses in higher 
education and promoting certification of professionals in either the public or the private sectors. 

However CSIRT-GT has promoted training course with the support of OAS, public sector professionals. 

1.4.3 PROFESSIONAL CERTIFICATION 

Guatemala has 4 public sector professionals certified under internationally recognized certification programs in 
cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Guatemala does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Guatemala does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Guatemala does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Guatemala does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Guatemala is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Guatemala 
also participated in multiple cybersecurity events promoted by the OAS (CICTE) and Council of Europe. 

CSIRT-GT is a member of FIRST. 

 

2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

Articles 188-192, 194, 195bis, 195ter, 195quinquies* of the Criminal Code, reformed and added by the Decree n. 
9*, February 2009 

Article 56* of the Decree n. 27 - Law for the Comprehensive Protection of Childhood and Adolescence, June 2003. 

2.2 UN CONVENTION AND PROTOCOL 

Guatemala has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. 

Guatemala has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 

 

mailto:CSIRT-GT
http://www.first.org/
http://www.oas.org/dil/esp/Codigo_Penal_Guatemala.pdf
http://www.oj.gob.gt/index.php/otras-pub/doc_download/134-ley-contra-la-violencia-sexual-explotacion-y-trata-de-personas.pdf
http://www.oas.org/dil/esp/Ley_de_Proteccion_Integral_de_la_Ninez_y_Adolescencia_Guatemala.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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2.3 INSTITUTIONAL SUPPORT 

Guatemala does not have an officially recognized agency that offers institutional support on child online 
protection. 

 
2.4 REPORTING MECHANISM 

Guatemala does not have an officially recognized agency that offers an avenue for the reporting of incidents 
related to child online protection. 
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CYBERWELLNESS PROFILE 

GUINEA 

 

 

BACKGROUND 

Total Population: 10 481 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 1.60% 

(data source: ITU Statistics, 2013) 

 
1 CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 
The ECOWAS legislation is being transposed into Guinean legal system. However specific legislation pertaining 

to cybercrime has already been mandated through the following legal instrument: 

-The Penal Code. 

1.1.2 REGULATION AND COMPLIANCE 

Guinea does not have any officially recognized national regulation pertaining to cybersecurity. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Guinea does not have any officially recognized national CIRT. 

1.2.2 STANDARDS 

Guinea does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity. 

1.2.3 CERTIFICATION 
Guinea does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Guinea is in the process of drafting an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Guinea is in the process of drafting an officially recognized national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 
The Agence Nationale de la Gouvernance Electronique et de l’Informatisation de l’Etat (ANGEIE) is the officially 
recognized agency responsible for implementing a national cybersecurity strategy, policy and roadmap. However 
there is a committee working on cybersecurity strategy. 

1.3.4 NATIONAL BENCHMARKING 

Guinea does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 

 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
https://www.unodc.org/tldb/pdf/Guinee_Code_Pnal_texte_complet.pdf
http://www.angeie.gov.gn/
http://en.wikipedia.org/wiki/File:Flag_of_Guinea.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Guinea does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Guinea does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Guinea does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Guinea does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Guinea does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Guinea does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Guinea does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Guinea is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Guinea is 
among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in Sub-
Sahara Africa” (HIPSSA). 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Guinea does not have any national legislation pertaining to child online protection.  
2.2 UN CONVENTION AND PROTOCOL 

Guinea has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Guinea has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Guinea does not have any officially recognized agencies that offer institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Guinea does not have any officially recognized agencies that offer an avenue for the reporting of incidents related 
to child online protection. 
  

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

REPUBLIC OF GUINEA-BISSAU 

 

 

BACKGROUND 

Total Population: 1 580 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 3.10%  

(data source: ITU Statistics, December 2013) 

  
1 CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1      CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instruments: 

- None. 
 
1.1.2 REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- None. 

 
1.2  TECHNICAL MEASURES 

1.2.1 CIRT 

Guinea-Bissau does not have an officially recognized national CIRT.  

1.2.2 STANDARDS 

Guinea-Bissau does not have an officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Guinea-Bissau.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Guinea-Bissau does not have an officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Guinea-Bissau. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Guinea-Bissau. 

1.3.4 NATIONAL BENCHMARKING 

Guinea-Bissau does not have an officially recognized national benchmarking or referential to measure 
cybersecurity development.  

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Guinea-Bissau does not have an officially recognized national or sector-specific research and development 
program or project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Guinea-Bissau.  

1.4.3 PROFESSIONAL CERTIFICATION 

Guinea-Bissau does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Guinea-Bissau does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Guinea-Bissau does not have any framework to facilitate sharing of cybersecurity assets across borders or with 
other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Guinea-Bissau does not have an officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Guinea-Bissau. 

1.5.4 INTERNATIONAL COOPERATION 

Guinea-Bissau is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- None 
2.2 UN CONVENTION AND PROTOCOL 

Guinea-Bissau has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Guinea-Bissau has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Guinea-Bissau. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Guinea-Bissau.   

 
  

http://www.impact-alliance.org/home/index.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

CO-OPERATIVE REPUBLIC OF GUYANA 

 

 

BACKGROUND 

Total Population: 758 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 33.00%  

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 

 
1.1 LEGAL MEASURES 

 
1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-None. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-None. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Guyana has an officially recognized national CIRT known as GNCIRT.  

1.2.2 STANDARDS 

Guyana does not have any officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Guyana.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Guyana does not have any officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Guyana. 

1.3.3 RESPONSIBLE AGENCY 

GNCIRT and the Criminal Investigations Department of the Guyana Police Force are the agencies responsible for 
cybersecurity in Guyana. 

1.3.4 NATIONAL BENCHMARKING 

Guyana does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.cirt.gy/
http://www.cirt.gy/
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Guyana does not have an officially recognized national or sector-specific research and development program or 
project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Guyana.  

1.4.3 PROFESSIONAL CERTIFICATION 

Guyana does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Guyana does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Guyana does not have any framework to facilitate sharing of cybersecurity assets across borders or with other 
nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Guyana does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Guyana. 

1.5.4 INTERNATIONAL COOPERATION 

Guyana is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Guyana is 
also a member of the OAS-CICTE. 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Section 351 of the Criminal Law Offences Act – does not explicitly criminalize child pornography but only indecent 
or obscene material. 

- Sections 11 to 13 and 21 of the Sexual Offences Act of 2010. 
2.2 UN CONVENTION AND PROTOCOL 

Guyana has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Guyana has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Child Care and Protection Agency  was created by the government, under the Ministry of Labor, Human Services 
and Social Security, and is responsible for child protection.  
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Guyana.   
  

http://www.impact-alliance.org/home/index.html
http://www.oas.org/en/sms/cicte/default.asp
http://www.oas.org/juridico/mla/en/guy/en_guy-int-text-cl_act.pdf
http://scm.oas.org/pdfs/2010/CIM02920T-2.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.mlhsss.gov.gy/
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CYBERWELLNESS PROFILE  

REPUBLIC OF HAITI 

 

 

BACKGROUND 

Total Population: 10 256 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 10.60%  

(data source: ITU Statistics, December 2013) 

  

 
1. CYBERSECURITY 

 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- None. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- None. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Haiti does not have an officially recognized national CIRT.  

1.2.2 STANDARDS 

Haiti does not have any officially approved national or sector specific cybersecurity framework for implementing 
internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Haiti.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Haiti does not have an officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Haiti. 

1.3.3 RESPONSIBLE AGENCY 

The central Directorate of the Judicial Police (Direction Centrale de la Police Judiciaire –DCPJ) takes the lead on 
investigating identified cyberattacks. 

1.3.4 NATIONAL BENCHMARKING 

Haiti does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  
1.4 CAPACITY BUILDING 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
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1.4.1 STANDARDISATION DEVELOPMENT 

Haiti does not have an officially recognized national or sector-specific research and development program or 
project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

Some Haitian academic institutions offer course work in cybersecurity or related topics. In conjunction with the 
national e-Governance Coordinator, the telecommunication authority CONATEL has undertaken an awareness 
raising campaign consisting of a series of events to inform decision-makers and other national stakeholders and 
assess opportunities to combat cyber and IT related vulnerabilities and crime.  

1.4.3 PROFESSIONAL CERTIFICATION 

Haiti does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Haiti does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Haiti does not have any framework to facilitate sharing of cybersecurity assets across borders or with other 
nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Haiti does not have any officially recognized national or sector-specific program for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Haiti. There is some degree of informal and unofficial cooperation between the public 
and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Haiti is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Haiti is also a 
member of the OAS-CICTE. 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

- Article 282  of the Criminal Code – forbids molestation not pornography, for people under 21. 
2.2 UN CONVENTION AND PROTOCOL 

Haiti has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Haiti has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Haiti. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Haiti.   
  

http://www.impact-alliance.org/home/index.html
http://www.oas.org/en/sms/cicte/default.asp
http://www.oas.org/juridico/mla/fr/hti/fr_hti_penal.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

REPUBLIC OF HONDURAS 

 

 

BACKGROUND 

Total Population: 7 912 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 17.80%  

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 

 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- None. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- None. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Honduras does not have an officially recognized national CIRT. A CIRT readiness assessment was conducted for 
Honduras by ITU in 2012.  

1.2.2 STANDARDS 

Honduras does not have an officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Honduras.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Honduras does not have an officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Honduras. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Honduras. 

1.3.4 NATIONAL BENCHMARKING 

Honduras does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Honduras does not have an officially recognized national or sector-specific research and development program 
or project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Honduras.  

1.4.3 PROFESSIONAL CERTIFICATION 

Honduras does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Honduras does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Honduras does not have any framework to facilitate sharing of cybersecurity assets across borders or with other 
nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Honduras does not have an officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Honduras. 

1.5.4 INTERNATIONAL COOPERATION 

Honduras is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Articles 148, 149, 149B, 149D* of the Criminal Code 

- Article 134(c)* of the Decree n. 73 – Code for Childhood and Adolescence, September 1996. 
2.2 UN CONVENTION AND PROTOCOL 

Honduras has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Honduras has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Center for Investigation of Cybercrimes, under the Public Ministry, is responsible for the investigation of 
sexual commercial exploitation of children. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Honduras.   

 
  

http://www.impact-alliance.org/home/index.html
http://www.poderjudicial.gob.hn/juris/Codigos/Código%20Penal%20(09).pdf
http://www.gparlamentario.org/spip/IMG/pdf/Decreto_73-96_de_5-9-1996_Codigo_de_la_Ninez_y_Adolescencia_-_Honduras.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 HONG KONG 

 

 

BACKGROUND 

Total Population: 7 155 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 74.20% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-Crime Ordinance -Theft Ordinance  

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Personal Data (Privacy) Ordinance -Electronic Transactions Ordinance     

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Hong Kong has an officially recognized CIRT (HKCERT).  

1.2.2 STANDARDS 

The Baseline IT Security Policy (S17) is an officially-approved cybersecurity framework for all government 
departments in Hong Kong.  The Policy was developed by making reference to International security standards 
such as ISO 27001. In addition, the Hong Kong Monetary Authority (HKMA) has officially issued the Supervisory 
Policy Manual on “Supervision of e-banking”. In developing the manual, HKMA has taken into consideration 
supervisory approach and guidance of the international regulatory community, particularly those recommended 
by the Basel Committee on Banking Supervision. 

1.2.3 CERTIFICATION 

The Hong Kong Certification Body Accreditation Scheme (HKCAS), operated under the auspices of the Hong Kong 
Accreditation Service (HKAS), offers accreditation to certification bodies for information security management 
system (ISMS) certification. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Hong Kong has an officially recognized national cybersecurity policy (Baseline IT Security Policy) 

1.3.2 ROADMAP FOR GOVERNANCE 

Hong Kong has a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The Information Security Management Committee is the officially recognized agency responsible for 
implementing a national cybersecurity strategy, policy and roadmap. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.legislation.gov.hk/blis_pdf.nsf/6799165D2FEE3FA94825755E0033E532/46A02C9D714527F1482575EE004C2BC1?OpenDocument&bt=0
http://www.legislation.gov.hk/blis_pdf.nsf/6799165D2FEE3FA94825755E0033E532/AC628B0C8930CE4F482575EE004D2B22?OpenDocument&bt=0
http://www.legislation.gov.hk/blis_pdf.nsf/6799165D2FEE3FA94825755E0033E532/B4DF8B4125C4214D482575EF000EC5FF?OpenDocument&bt=0
http://www.legislation.gov.hk/blis_pdf.nsf/6799165D2FEE3FA94825755E0033E532/0DA199327B34081F482575EF0019C84B?OpenDocument&bt=0)
http://www.hkcert.org/
http://www.ogcio.gov.hk/en/infrastructure/methodology/security_policy
http://www.itc.gov.hk/en/quality/hkas/hkcas/about.htm
http://www.ogcio.gov.hk/en/infrastructure/methodology/security_policy
http://www.legco.gov.hk/yr09-10/english/panels/itb/papers/itb0712cb1-2465-3-e.pdf
http://www.ogcio.gov.hk/en/infrastructure/methodology/security_policy/
http://en.wikipedia.org/wiki/File:Flag_of_Hong_Kong.svg
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1.3.4 NATIONAL BENCHMARKING 

Hong Kong does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. However HKCERT is producing statistics on number of 
incident reports received and number of alerts issued annually so as to provide a reference on the local trend 
on cybersecurity. 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

The OGCIO continues to review and enhance the Government IT security related requirements to ensure that 
they tie in with the advancement of technology, the local and global security trends and the development of 
international/industry practices in information security management such as the ISO27001, ISO27002, COBIT, 
etc., as well as changes in Government’s information security development.  

Cybersecurity best practices and guidelines are published on the one-stop portal INFOSEC for reference by the 
public 

1.4.2 MANPOWER DEVELOPMENT 

To raise public awareness on information security and strengthen the protection of their computers from cyber-
attacks, annual campaigns covering contemporary topics have been organized in Hong Kong since 2005.  Every 
year, Hong Kong organizes seminars, conferences, competition events to raise public awareness to protect their 
computer assets and be mindful on suspicious cyber-attacks with a view to “Build a Secure Cyber Space”. Hong 
Kong also disseminates security alerts, news and tips through the one-stop portal INFOSEC website, as well as 
promotes security awareness through posters, leaflets and radio clips.  

1.4.3 PROFESSIONAL CERTIFICATION 

Hong Kong has 1434 professionals certified under internationally recognized certification programs in 
cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Hong Kong has 32 certified government and public sector agencies certified under internationally recognized 
standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Hong Kong have officially 
recognized partnerships with the following organizations: 

-ITU -APCERT -APEC  

-Interpol.   

1.5.2 INTRA-AGENCY COOPERATION 

The Internet Infrastructure Liaison Group (IILG) was established by the OGCIO in 2005 to maintain close liaison 
with Internet infrastructure stakeholders and strive in collaboration with the stakeholders to the healthy 
operation of the Internet infrastructures of Hong Kong.  The IILG is chaired by Deputy Government Chief 
Information Officer (Consulting and Operations).  Members of the IILG including OGCIO, HKCERT, Hong Kong 
Internet Registration Corporation Limited (HKIRC), Hong Kong Internet Service Providers Association (HKISPA), 
Hong Kong Police Force (HKPF), and Office of the Communications Authority (OFCA). 

The cybersecurity Security Centre (CSC) under the Technology Crime Division of Commercial Crime Bureau of 
the Hong Kong Police Force has started its operation since 7 December 2012.  The CSC was for enhancing the 
protection of critical infrastructures and strengthening the resilience against cyber- attacks in Hong Kong. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Hong Kong has officially recognized national or sector-specific programs for sharing cybersecurity assets within 
the public and private sector through the Internet Infrastructure Liaison Group (described above). 

http://www.ogcio.gov.hk/
http://www.infosec.gov.hk/
http://www.infosec.gov.hk/campaign.htm
http://www.itu.int/
http://www.apcert.org/
http://www.apec.org/
http://www.interpol.int/
http://www.ogcio.gov.hk/en/regulation/internet/iilg
http://www.info.gov.hk/gia/general/201212/07/P201212070622.htm
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Furthermore, an Expert Group on Cloud Computing Services and Standards (EGCCSS) was established by the 
OGCIO in 2012.  The objectives of the EGCCSS are to draw expertise from the industry, academia, community 
and Government to facilitate and drive cloud computing adoption and deployment in Hong Kong, as well as 
facilitate expert exchanges among cloud experts.  EGCCSS includes three working groups, namely Working 
Group on Cloud Computing Interoperability Standards (WGCCIS), Working Group on Cloud Security and Privacy 
(WGCSP) and Working Group on Provision and Use of Cloud Services (WGPUCS). 

1.5.4 INTERNATIONAL COOPERATION 

Hong Kong, China participates in various meetings under APEC, including APEC TEL (Telecommunications and 
Information Working Group).  Under APEC TEL, our delegates participate in meetings and activities of the 
Security and Prosperity Steering Group (SPSG). 

HKCERT is a member of FIRST.  Since 1990, its members have resolved an almost continuous stream of security-
related attacks and incidents including handling thousands of security vulnerabilities affecting nearly all of the 
millions of computer systems and networks throughout the world connected by the ever growing Internet.  

HKCERT is a member of FIRST 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Hong Kong does not have specific legislation on child online protection. 

 
2.2 UN CONVENTION AND PROTOCOL 

Hong Kong has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. 

Hong Kong has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Hong Kong Computer Incident Response Team (CIRTHong Kong) is the officially recognized agency that offers 
institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Hong Kong Computer Incident Response Team (CIRTHong Kong) is the officially recognized agency that offers an 
avenue for the reporting of incidents related to child online protection. 

 

 

 

 

 
  

http://www.ogcio.gov.hk/en/about_us/committees/egccss/index.htm
http://www.apec.org/Groups/SOM-Steering-Committee-on-Economic-and-Technical-Cooperation/Working-Groups/Telecommunications-and-Information.aspx
http://www.first.org/members/teams
http://www.hkcert.org/
http://www.first.org/
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
https://www.hkcert.org/home
https://www.hkcert.org/home
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CYBERWELLNESS PROFILE 

 HUNGARY 

 

 

BACKGROUND 

Total Population: 9 950 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 72.64% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 

 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Criminal Code. 
1.1.2 REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Act No CVIII/2001 on Electronic Commerce and Information Society Services  

-Act No C/2003 on Electronic Communications 

-Act No. XC/2005 on the Freedom of Information by Electronic means 

-Act No. LXIII of 1992 on the Protection of Personal Data and Disclosure of Data of Public Interest Government 
Decision No. 1139/2013 (21 March) on the National Cyber Security Strategy of Hungary 

-Act L of 2013 on the Electronic Information Security of Central and Local Government Agencies 

-Act No. XXXV/2001 on Electronic Signatures.  
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Hungary has an officially recognized national government CERT (GovCERT-Hungary) and other specialized CERTs 
such as CIP CERT (operated by General Directorate for National Catastrophe Management). 

1.2.2 STANDARDS 

Hungary has an officially recognized national (and sector specific) cybersecurity framework for implementing 
internationally recognized cybersecurity standard through the Infosec and Crypto Division that performs official 
approval, monitoring and control functions regarding electronic systems handling classified information, 
operated and managed by governmental organizations and companies. 

1.2.3 CERTIFICATION 

Hungary has officially approved national (and sector specific) cybersecurity frameworks for the certification and 
accreditation of national agencies and public sector professionals through the Product Certification Division. The 
Division has been working on the establishment of the legal framework of the certification authority related 
activities, such as information and physical security assessments, certification of hardware and software 
components applied during classified information handling - in close cooperation with professionals of the 
security protection industry. 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
https://www.academia.edu/4602286/Criminal_Code_of_Hungary_2012
http://www.cert-hungary.hu/en
http://www.nbf.hu/infscryptdiv.html
http://www.nbf.hu/prodcertdiv.html
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1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Hungary has an officially recognized National Cybersecurity Strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Hungary has a national governance roadmap for cybersecurity through the National cybersecurity Action Plan. 

1.3.3 RESPONSIBLE AGENCY 

Hungary has officially recognized the following agencies responsible for implementing a national cybersecurity 
strategy, policy and roadmap. 

- National Cybersecurity Coordination Council (Prime Minister’s Office, national coordination) 

- Cybersecurity Authority (Ministry of National Development, assessment and supervision)  

- National Security Office (Ministry of Public Administration and Justice, vulnerability handling by request) 

- National Electronic Information Security Authority (NEISA). 

1.3.4 NATIONAL BENCHMARKING 

The National Electronic Information Security Authority (NEISA) is the officially recognized national or sector-
specific benchmarking exercise or referential used to measure cybersecurity development. NEISA works on the 
annual audit plan, annual and ad-hoc reports to the Government on IT system security and critical infrastructure 
cybersecurity. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

The National Electronic Information Security Authority (NEISA) is the officially recognized national or sector-
specific research and development (R&D) program/project for cybersecurity standards, best practices and 
guidelines to be applied in either the private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

The International Children’s Safety Service (ICSS) coordinates the project and serves as its national awareness 
center; the Kék Vonal Child Crisis Foundation manages Hungary’s national helpline and the Theodore Puskas 
Foundation hosts the National Cyber Security Centre, CERT-Hungary and, since 2011, runs the 
Biztonsagosinternet hotline. 

The national Electronic Information Security Authority (NEISA) participates in certain National Cybersecurity 
Coordination Council workgroups, especially in those informing IT system users, aimed at students of primary 
and secondary education by collecting, merging and re-publishing related materials. 

1.4.3 PROFESSIONAL CERTIFICATION 

The national government CERT (GovCERT-Hungary)’s team is certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

The national government CERT (GovCERT-Hungary) is officially the government and public sector agency certified 
under internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Hungary has officially recognized partnerships to facilitate sharing of cybersecurity assets across borders or with 
other nation states through the NSA HU division which is responsible for preparing and coordinating negotiations 
about bi- and multilateral agreements on the exchange and mutual protection of classified information, as well 
as organizing international events. The division is initiating the national security inspection of persons resident 
in Hungary at the request of foreign authorities. 

 

http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/HU_NCSS.pdf
http://www.neih.gov.hu/?q=en
http://www.neih.gov.hu/?q=en
http://www.neih.gov.hu/?q=en
http://www.neih.gov.hu/?q=en
http://www.saferinternet.org/hungary
http://www.neih.gov.hu/?q=en
http://www.cert-hungary.hu/en
http://www.cert-hungary.hu/en
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1.5.2 INTRA-AGENCY COOPERATION 

Hungary has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 
public sector through the national Electronic Information Security Authority (NEISA).  

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Hungary has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 
public and private sector through the Information and Cyber Security conference (ISCD). The fourth ISCD 
Information and Cyber Security conference organized by the Hungarian National Security Authority was held in 
Budapest on 8-9 September 2014. The conference touched upon the current issues of cyber security and 
discussed the means of cooperation between NGOs and the State. 

1.5.4 INTERNATIONAL COOPERATION 

Hungary is signatory to Council of Europe Convention on Cybercrime and is part of the following organizations: 

- EU    - NATO    - OSCE    - UN. 

The NSA HU is representing the national interests by an active and persistent attendance at various NATO and 
EU committees and working groups. The division is responsible for coordinating this international attendance. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

- Section 208 of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Hungary has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Hungary has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution  and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Hungary does not have any officially recognized agency that offers intuitional support on child online protection. 
2.4 REPORTING MECHANISM 

The National Media and Infocommunications Authority (*) has developed the Internet Hotline website (*) where 
online content which is unlawful or detrimental to minors can be reported. 

Illegal and harmful online content can be reported at the website (*) created by the Theodore Puskas Foundation 

Computer incidents can be reported to the following email address of the National Cybersecurity Center (*): 
cert@cert-hungary.hu.  

http://www.neih.gov.hu/?q=en
http://www.kormany.hu/en/ministry-of-interior/news/conference-on-current-issues-of-cyber-security
http://europa.eu/
http://www.nato.int/
http://www.osce.org/
http://www.un.org/en/
https://www.academia.edu/4602286/Criminal_Code_of_Hungary_2012
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://english.nmhh.hu/
http://nmhh.hu/
http://english.internethotline.hu/
http://internethotline.hu/
http://www.biztonsagosinternet.hu/en
http://www.biztonsagosinternet.hu/
http://www.cert-hungary.hu/en
http://www.cert-hungary.hu/
mailto:cert@cert-hungary.hu
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CYBERWELLNESS PROFILE  

ICELAND 
 

 

BACKGROUND 

Total Population: 328 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 96.55%  

(data source: ITU Statistics, December 2013) 

  

 
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- Penal Code  
- Cybercrime Law. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Information Act     - Data Protection Act 
- Act on Electronic Signatures     - Electronic Communications Act 
- Act on Electronic Commerce and other Electronic Services 
- Regulation on the Protection of Information on Public Communications Networks 
- Regulation on Protection, Functionality, and Quality of IP Communications Services. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Iceland has an officially recognized national CIRT known as CERT-IS. 

1.2.2 STANDARDS 

There is no officially approved national or sector specific cybersecurity framework for implementing 
internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Iceland does not have an officially recognized national or sector-specific cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Iceland. 

1.3.3 RESPONSIBLE AGENCY 

The following organizations are responsible for cybersecurity in Iceland:  

- Ministry of Interior  - The Post 

- Telecom Administration  - The Icelandic Police 

- The Data Protection Authority. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.cert.is/
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1.3.4 NATIONAL BENCHMARKING 
Iceland does not have an officially recognized national benchmarking or referential to measure cybersecurity.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no officially recognized national or sector-specific research and development program or project for 
cybersecurity standards, best practices and guidelines in Iceland. 

1.4.2 MANPOWER DEVELOPMENT 
There are no educational and professional training programs for raising awareness, higher education and 

certification in Iceland.  

1.4.3 PROFESSIONAL CERTIFICATION 

Iceland does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Iceland does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Iceland participates in the 
Nordic defense cooperation (NORDEFCO). 

1.5.2 INTRA-AGENCY COOPERATION 

Iceland does not have an officially recognized national or sector-specific program for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Iceland. 

1.5.4 INTERNATIONAL COOPERATION 

Iceland participates in the following international cybersecurity platforms: 

- NATO CCDCOE  - OECD   - Council of Europe Convention on Cybercrime.  

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Article 210 of the Criminal Code 

- Article 1(5) of the Act on the Monitoring of Children’s Access to Films and Computer Games. 
2.2 UN CONVENTION AND PROTOCOL 

Iceland has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Iceland has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no institution responsible for the protection of children online in Iceland. 
2.4 REPORTING MECHANISM 

The website of Save the Children Iceland provides an online form to report illegal content.  

http://www.mfa.is/foreign-policy/security/nordic-co-operation/
https://ccdcoe.org/
http://www.oecd.org/
http://www.coe.int/t/DGHL/cooperation/economiccrime/cybercrime/default_en.asp
http://eng.innanrikisraduneyti.is/laws-and-regulations/nr/1145
http://eng.menntamalaraduneyti.is/Acts/nr/4231
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.barnaheill.is/TilkynnaologlegtefniReportillegalcontent/Reportillegalcontent/
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CYBERWELLNESS PROFILE 

 INDIA 

 

 

BACKGROUND 

Total Population: 1 258 351 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 15.1% 

(data source: ITU Statistics, 2013) 

  

 

1.CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- The Indian Penal Code 

 

- Information Technology Act.  

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Information Technology Act. 

 

  

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

The officially recognized national CIRT is known as CERT-IN. 

1.2.2 STANDARDS 
In India to enable comprehensive cyber security policy compliance, the government mandated implementation 
of security policy within government agencies in accordance with the Information Security Management System 
(ISMS) Standard ISO 27001. Computer Security Guidelines have been issued for compliance within government 
and are being circulated to all departments and ministries. Cyber security drills are being conducted to assess 
preparedness for critical organisations. The Five Year Plan on Information Security also states guides on 
standards.    

1.2.3 CERTIFICATION 
India does not have any officially approved national or sector specific cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. However it has in place the 
Information Security Management System (ISMS) Standard ISO 27001. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
India has an officially recognized National Cyber Security Policy (NCSP). 

1.3.2 ROADMAP FOR GOVERNANCE 

India has a national governance roadmap for cybersecurity through the Five Year Plan on Information Security.   

1.3.3 RESPONSIBLE AGENCY 

The Department of Electronics and Information Technology and Ministry of Communications and Information 
Technology are the officially recognized agencies responsible for implementing a national cybersecurity strategy, 
policy and roadmap. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.wipo.int/wipolex/en/text.jsp?file_id=201592
http://police.pondicherry.gov.in/Information%20Technology%20Act%202000%20-%202008%20%28amendment%29.pdf
http://police.pondicherry.gov.in/Information%20Technology%20Act%202000%20-%202008%20%28amendment%29.pdf
http://www.cert-in.org.in/
http://deity.gov.in/sites/upload_files/dit/files/Plan_Report_on_Cyber_Security.pdf
http://deity.gov.in/sites/upload_files/dit/files/National_cyber_security_policy-2013%281%29.pdf
http://deity.gov.in/sites/upload_files/dit/files/Plan_Report_on_Cyber_Security.pdf
http://deity.gov.in/
http://deity.gov.in/
http://deity.gov.in/
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1.3.4 NATIONAL BENCHMARKING 

As a means of benchmarking and referential to measure cybersecurity development, security auditors have been 
empanelled to conduct security audits including vulnerability assessment, penetration testing of computer 
systems and networks of various organizations of the government, critical infrastructure organizations and those 
in other sectors of the Indian economy. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 
Nation-wide Information Security Education and Awareness Programmes have been implemented to create 

necessary cyber security awareness through formal and informal programmes. This is the officially recognized 

national or sector-specific research and development (R&D) program/project for cybersecurity standards, best 

practices and guidelines to be applied in either the private or the public sector. A number of other R&D projects 

have been supported at premier academic and R&D institutions in the identified Thrust Areas like cryptography 

and cryptanalysis, steganography, network and systems security assurance, network monitoring, cyber forensics 

and capacity development in the area of cyber security.  

1.4.2 MANPOWER DEVELOPMENT 

Cyber security training facilities have been set up to provide training for law enforcement agencies and facilitate 
cyber-crime investigation. CERT-IN in collaboration with CII, NASSCOM and Microsoft has created 
PortalSecureYourPc.in to educate consumers on cyber security issues. Training centers have been set up at CBI, 
Ghaziabad and Kerala Police to facilitate advanced training in cyber-crime investigation. 94 training programs 
have been conducted by CERT-IN on specialized Cyber Security topics in which 3392 people have been trained. 

1.4.3 PROFESSIONAL CERTIFICATION 

There is no statistics showing how many professionals in India are certified under internationally recognized 
certification. 

1.4.4 AGENCY CERTIFICATION 

Controller of Certifying Authority (CCA)  has licensed seven Certifying Authorities (CA). 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, specific cyber security 
cooperation agreements were signed with US, Japan and South Korea. India participated in cyber security drills 
of US (Cyber Storm III). CERT-IN experts helped in establishment of CERT-Mauritius. 

1.5.2 INTRA-AGENCY COOPERATION 

There is no officially recognized national program that supports the sharing cybersecurity assets within the public 
sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

As part of national level cooperation, cyber security awareness programs were organized in cooperation with 
industry associations – CII, NASSCOM-DSCI. 

1.5.4 INTERNATIONAL COOPERATION 

India is a member of the ITU-IMPACT initiative and has access to its relevant cybersecurity services. India is also 
a member of the UN Committee of Group of Experts as well as in the Council of Security Cooperation in Asia-
Pacific (CSCAP) for enhancing cooperation in the area of Cyber Security. 

India participates in the following:  

- APCERT   -FIRST    -APWG 

CERT-IN is a member of FIRST. 

 

 

http://www.cert-in.org.in/
http://www.cii.in/
http://www.nasscom.in/
http://www.microsoft.com/de-ch/default.aspx
http://www.inforum.in/indian-websites-start-ups/3317-cert-india-microsoft-launch-secureyourpc.html
http://www.cert-in.org.in/
http://www.cca.gov.in/cca/
http://www.dhs.gov/cyber-storm-iii
http://www.cert-in.org.in/
http://cert-mu.govmu.org/English/Pages/default.aspx
http://www.cii.in/
https://www.dsci.in/taxonomy/term/374
http://impact-alliance.org/home/index.html
http://www.apcert.org/
http://www.first.org/
http://www.antiphishing.org/
http://www.cert-in.org.in/
http://www.first.org/
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2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Sections 67, 67A and 67B of the Information Technology (Amendment) Act. 

-Section 20 of the Protection of Children from Sexual Offences Bill.  
2.2 UN CONVENTION AND PROTOCOL 

India has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. India has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography 
2.3 INSTITUTIONAL SUPPORT 

India does not have an officially recognized agency that offers institutional support to child online protection. 
2.4 REPORTING MECHANISM 

A security incident report can be filled in the website of CERT-IN which also makes available the phone number 
(+91) 1800 11 4949 and the email address incident@cert-in.org.in. 

 
  

http://deity.gov.in/sites/upload_files/dit/files/downloads/itact2000/it_amendment_act2008.pdf
http://www.childlineindia.org.in/pdf/CSA-bill.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.cert-in.org.in/
mailto:incident@cert-in.org.in
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BACKGROUND 

Total Population: 2 44 769 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 15.82% 

(data source: ITU Statistics, 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 
-Law of The Republic of Indonesia Number 11 of 2008 concerning Electronic Information and Transaction (Articles 
29-37)  
1.1.2  REGULATION AND COMPLIANCE 

Indonesia has officially recognized regulations regarding cybersecurity and compliance requirements through the 

following instruments: 

- Government Regulation of The Republic of Indonesia Number 82 of 2012 concerning Implementation of 
Electronic Systems and Transactions  

- SNI/ISO/EIC 27001: 2013, Information Security Management System 

- National Information Security Index (Index KAMI) 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Indonesia has officially recognized national and sector specific CIRT such as: 

Gov-CERT  

ID-SIRTII 

ID-CERT  

Academic CERT. 

1.2.2 STANDARDS 

Indonesia has not yet officially approved national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards.  

1.2.3 CERTIFICATION 

Indonesia does not currently have any officially approved national (and sector specific) cybersecurity frameworks 
for the certification and accreditation of national agencies and public sector professionals.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Indonesia does not currently have an officially recognized national cybersecurity strategy.  

 

CYBERWELLNESS PROFILE 

INDONESIA 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx
https://jdih.kominfo.go.id/produk_hukum/view/id/167/t/undangundang+nomor+11+tahun+2008+tanggal+21+april++2008
https://jdih.kominfo.go.id/produk_hukum/view/id/6/t/peraturan+pemerintah+republik+indonesia+nomor+82+tahun+2012+tentang+penyelenggaraan+sistem+dan+transaksi+elektronik
https://jdih.kominfo.go.id/produk_hukum/view/id/6/t/peraturan+pemerintah+republik+indonesia+nomor+82+tahun+2012+tentang+penyelenggaraan+sistem+dan+transaksi+elektronik
http://sisni.bsn.go.id/index.php?/sni_main/sni/detail_sni_eng/16218
http://kominfo.go.id/index.php/content/detail/3326/Indeks+Keamanan+Informasi+%28KAMI%29/0/kemanan_informasi#.VCOHCxZpcZE
http://govcsirt.kominfo.go.id/
http://idsirtii.or.id/
http://www.cert.or.id/beranda/en/
http://www.acad-csirt.or.id/
http://en.wikipedia.org/wiki/File:Flag_of_Indonesia.svg
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1.3.2 ROADMAP FOR GOVERNANCE 

Indonesia does not currently have an officially recognized national governance roadmap for cybersecurity.  

1.3.3 RESPONSIBLE AGENCY 

The Directorate of Information Security, the Directorate General of Informatics Applications and the Ministry of 
Communication and Information Security are the officially recognized agencies responsible for implementing a 
national cybersecurity strategy, policy and roadmap in Indonesia. 

1.3.4 NATIONAL BENCHMARKING 

Indonesia does not currently have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. However the current measurement is based on the 
National Information Security Index (Index KAMI). 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Indonesia does not currently have any officially recognized national or sector-specific research and development 
(R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the 
private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

The Directorate of Information Security and Ministry of Communication & Information Technology  conducts 
awareness-raising and technical assistance programs that provide educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Indonesia has approximatively 500 public sector professionals certified under internationally recognized 
certification programs in cybersecurity such as ISO270001, CEH, CISA, CISM and CISSP. 

1.4.4 AGENCY CERTIFICATION 

Indonesia has six certified government institutions certified under internationally recognized standards in 
cybersecurity such as ISO270001. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders with other nation states Indonesia has officially 
recognized partnerships with the National Information Security Council (NISC) of Japan. 

1.5.2 INTRA-AGENCY COOPERATION 

Indonesia is in the process of recognizing national or sector-specific programs for sharing cybersecurity assets 
within the public sector as they are developing national government security monitoring center. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Indonesia is in the process of recognizing national or sector-specific programs for sharing cybersecurity assets 
within the public and private sector as they are developing national government security monitoring center.  

1.5.4 INTERNATIONAL COOPERATION 

Indonesia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Indonesia 
participated in several cybersecurity activities with the following organizations/forums: 

-FIRST     -AP-CERT   -ASEAN-Japan expert cybersecurity Forum,  

-Indonesia-JAPAN Bilateral Cybersecurity Forum    -Internet Governance Forum  

-ASEAN Network Security Council (ANSAC) Working Group 

-World Conference on International Communication. 

 

http://www.first.org/
http://www.asean.org/asean/external-relations/japan/item/asean-japan-forum
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2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child protection has been enacted through the following instruments:  

-Article 295(1)2nd of the Criminal Code. 

-Articles 4, 5, 8-11, 18, 19, 29-32, 37 and 38* of the Law number 44 of 2008 about Pornography. 
2.2 UN CONVENTION AND PROTOCOL 

Indonesia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Indonesia has signed and ratified, with no declarations or reservations to articles 2 and 3, 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution 
and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Indonesia does not have any officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Indonesia does not have an officially recognized agency that offers an avenue for the reporting of incidents 
related to child online protection.  

 

 

 

 

 
  

http://sgdatabase.unwomen.org/uploads/Penal%20Code%20-%201999.pdf
http://www.pekalongankab.go.id/images/stories/Peraturan/UU_No.44-2008.pdff
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www2.ohchr.org/english/law/pdf/crc-sale.pdf
http://www2.ohchr.org/english/law/pdf/crc-sale.pdf
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CYBERWELLNESS PROFILE  

IRAN 

 

 

BACKGROUND 

Total Population: 75 612 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 31.40% 

(data source: ITU Statistics, December 2013) 

  

 
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Computer Crimes Law.  
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

- Electronic Commerce Law of Islamic Republic of Iran. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Iran has an officially recognized national CIRT known as CERTCC MAHER. 

1.2.2 STANDARDS 

Iran does not have any officially approved national or sector specific cybersecurity framework for implementing 
internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Iran does not have any cybersecurity framework for the certification and accreditation of national agencies and 
public sector professionals.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Iran has a comprehensive cybersecurity strategy that includes the creation of what it calls a “national information 

network” that could disconnect most of Iran from the global internet. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Iran.  

1.3.3 RESPONSIBLE AGENCY 

There following agencies are responsible for overseeing cybersecurity activities in Iran: 

- BASIJ 

- IRGC 

- Ministry of ICT 

- Iran’s Passive Defense Organization 

- Information Technology Organization of Iran. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://peyvandha.ir/0-8.htm
http://en.iccima.ir/images/stories/DATA/LAW/Tejarat%20Electronic.pdf
http://www.certcc.ir/
http://csis.org/files/publication/140106_Lewis_GulfCybersecurity_Web_0.pdf
http://en.wikipedia.org/wiki/File:Flag_of_Iran.svg
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1.3.4 NATIONAL BENCHMARKING 
Iran does not have any officially recognized national benchmarking or referential for measuring cybersecurity 
development.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no information on any program or project for research and development of cybersecurity standards, 
best practices and guidelines in Iran.   

1.4.2 MANPOWER DEVELOPMENT 
ASIS Cyber Security Contest was created to raise cybersecurity awareness in Iran. 

1.4.3 PROFESSIONAL CERTIFICATION 

Iran does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Iran does not have any certified government and public sector agencies certified under internationally recognized 
standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no information on any framework for sharing cybersecurity assets across borders with other nation 
states. 

1.5.2 INTRA-AGENCY COOPERATION 

Iran does not have an officially recognized national or sector-specific program for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Iran. 

1.5.4 INTERNATIONAL COOPERATION 

Iran is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Iran is also a 
member of the OIC-CERT. 

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

No specific legislation on child online protection has been enacted. 
2.2 UN CONVENTION AND PROTOCOL 

Iran has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Iran has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Information Technology and Digital Media Development Center, under the Ministry of Culture and Islamic 
Guidance (*), is responsible for online safety at the government level. In 2010, the Information Technology and 
Digital Media Development Center has produced two publications regarding online safety (available in Farsi): one 
directed at parents*, another directed at children*. 
2.4 REPORTING MECHANISM 

CERTCC MAHER displays a space for reporting an incident, but it was not working as of 05th May 2014. The child 
helpline SPRC Sedaye Yara can be contacted at the number: 88531109. The Helping Voice helpline can also be 
contacted:  +98-21-850 1414 or +98-21-850 1415. 

http://asis-ctf.ir/home/
http://www.impact-alliance.org/home/index.html
http://oic-cert.org/en/index.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.farhang.gov.ir/home-fa.html
http://www.farhang.gov.ir/ershad_content/media/image/2011/01/198_orig.pdf
http://www.farhang.gov.ir/ershad_content/media/image/2011/01/199_orig.pdf
http://www.certcc.ir/
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CYBERWELLNESS PROFILE  

REPUBLIC OF IRAQ 
 

 

BACKGROUND 

Total Population: 33 703 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 9.20% 

(data source: ITU Statistics, December 2013) 

  
1 CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-Cyber Crime law in Iraq revoked. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-None. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Iraqi ministry of communications attended a four-day comprehensive capacity building programme (a security 
core and CIRT training) with ITU-IMPACT. There is still no nationally recognized CERT in Iraq. 

1.2.2 STANDARDS 

Iraq does not have an officially approved national or sector specific cybersecurity framework for implementing 
internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Iraq.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Iraq has made some effort to form a higher committee for cybersecurity. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Iraq. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Iraq. 

1.3.4 NATIONAL BENCHMARKING  

Iraq does not have any benchmarking or referential for measuring cybersecurity.   
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no officially recognized national or sector-specific research and development program or project for 
cybersecurity standards, best practices and guidelines.  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.smex.org/cyber-crime-law-in-iraq-revoked
http://www.ikhnews.com/index.php?page=article&id=15810
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1.4.2 MANPOWER DEVELOPMENT 

There is no educational and professional training program for raising awareness, higher education and 
certification. 

1.4.3 PROFESSIONAL CERTIFICATION 

Iraq does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Iraq does not have any certified government and public sector agencies certified under internationally recognized 
standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

 There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Iraq does not have an officially recognized national or sector-specific program for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Iraq. 

1.5.4 INTERNATIONAL COOPERATION 

Iraq is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 
-None. 
2.2 UN CONVENTION AND PROTOCOL 

Iraq has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Iraq has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Iraq. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to receiving reports of incidents. 

 
  

http://www.impact-alliance.org/home/index.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

IRELAND 
 

 

BACKGROUND 

Total Population: 4 579 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 78.25% 

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 

 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Criminal Justice (Theft and Fraud Offences) Act 2001. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Data Protection Act - Freedom of Information (Amendment) Act. 

- Electronic Commerce Act 

- Freedom of Information Act 

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Ireland has an officially recognized national CIRT known as IRISS-CERT. 

1.2.2 STANDARDS 

Ireland does not have an officially recognized national and sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards.  

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Ireland. 

 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Ireland does not have any officially recognized national and sector-specific cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Ireland. 

1.3.3 RESPONSIBLE AGENCY 

There is no information about any agency responsible for cybersecurity in Ireland. 

1.3.4 NATIONAL BENCHMARKING 

Ireland does not have any officially recognized national benchmarking or referential for cybersecurity. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.irishstatutebook.ie/2001/en/act/pub/0050/
http://www.irishstatutebook.ie/1988/en/act/pub/0025/
http://www.irishstatutebook.ie/2014/en/act/pub/0030/index.html
http://www.irishstatutebook.ie/2000/en/act/pub/0027/index.html
http://www.irishstatutebook.ie/2003/en/act/pub/0006/
https://www.iriss.ie/iriss/
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no officially recognized national or sector-specific research and development program or project for 
cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

IRISS-CERT organizes conferences such as the Cyber Crime Conference annually. IRISS-CERT also hosts Ireland’s 
Premier Cyber Security Challenge. UCD Centre for Cybersecurity and Cybercrime Investigation (CCI) is a unique, 
world-class education and research Centre with strong and well-established collaborative relationships with law 
enforcement and industry. 

1.4.3 PROFESSIONAL CERTIFICATION 

Ireland does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Ireland does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no framework for sharing cybersecurity assets across borders with other nation states.  

1.5.2 INTRA-AGENCY COOPERATION 

Ireland does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Ireland. 

1.5.4 INTERNATIONAL COOPERATION 

There is no record of Ireland being involved in any international cooperation.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

- Section 4-6 of the Child Trafficking and Pornography Act. 
2.2 UN CONVENTION AND PROTOCOL 

Ireland has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Ireland has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Irish Office for Internet Safety provides information on internet safety for parents and children. 
2.4 REPORTING MECHANISM 

Suspected online illegal content can be reported to the website of Irish internet Hotline. Online illegal content 
can be reported in the website of the Irish Office for Internet Safety. 

 
  

https://www.iriss.ie/iriss/
https://www.iriss.ie/iriss/irisscon.htm
https://www.iriss.ie/iriss/
http://www.ucd.ie/cci/about_cci.html
http://www.irishstatutebook.ie/1998/en/act/pub/0022/print.html#sec4
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.internetsafety.ie/website/ois/oisweb.nsf/page/safety-en
http://www.hotline.ie/
http://www.internetsafety.ie/website/ois/oisweb.nsf/page/safety-en
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CYBERWELLNESS PROFILE  

ISRAEL 
 

 

BACKGROUND 

Total Population:  7 695 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 70.80% 

(data source: ITU Statistics, December 2013) 

  
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Computer Law 1995. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Electronic Signature Law    - E-commerce Bill 

- The ‘Regulation of Security in Public Bodies Act of 1998’  

- Communications Bill (Amendment - Duty to filter harmful websites)  

- Communications Bill (Amendment - Sites and harmful content on the Internet) 

- Israel resolved (in Resolution 84/b) to determine the areas of responsibility for protecting computerized 
systems  

- Resolution 3611 "Advancing the national capacity in cyberspace" of August 2011 adopted the recommendations 
of the "National Cyber Initiative. 

- Special Resolution B/84 on ‘The responsibility for protecting computerized systems in Israel. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Israel has an officially recognized national CIRT (CERT GOVIL) and an academic network CERT (IUCC-CERT). 

1.2.2 STANDARDS 

There is no available information regarding any officially approved national (and sector specific) cybersecurity 
frameworks for implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

The Standards Institution of Israel offers a cybersecurity framework for the certification and accreditation of 
national agencies and public sector professionals.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Israel has officially recognized a cybersecurity policy based on two major official milestones. The first of two has 
been the 2010 "National Cyber Initiative", aiming for Israel to become global cyber superpower by 2015. The 
second milestone is the Government of Israel's Government Resolution No. 3611 as of August 7, 2011 adopting 
recommendations for the "National Cyber Initiative".  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://law.co.il/media/computer-law/computers_law_nevo.pdf
http://www.justice.gov.il/NR/rdonlyres/7554DECF-BA18-465E-8565-D8F090F56018/0/3.pdf
http://law.huji.ac.il/upload/ecommerce.pdf
http://www.cert.gov.il/
http://www.cert.iucc.ac.il/
https://portal.sii.org.il/eng/qualityauth/certificationtypes/
http://en.wikipedia.org/wiki/File:Flag_of_Israel.svg
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1.3.2 ROADMAP FOR GOVERNANCE 

The Israel’s government Resolution No. 3611 provides the national governance roadmap for cybersecurity in the 
Israel. 

1.3.3 RESPONSIBLE AGENCY 

There are two regulators that monitor and coordinate the implementation of a national cybersecurity strategy, 
policy and roadmap in Israel: ‘The top steering committee for the protection of computerized systems in the 
State of Israel,’ and ‘the national unit for the protection of vital computerized systems.’ While the steering 
committee has a policy perspective, the ‘national unit’ - National Information Security Authority (NISA) - has the 
professional authority.  

1.3.4 NATIONAL BENCHMARKING 
The Israel National Cyber Bureau (INCB) is the officially recognized national or sector-specific benchmarking 

exercise or referential used to measure cybersecurity development as it is working towards the establishment of 

a national cyber situation assessment and the definition of the national cyber threat reference. 

 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

The Israel National Cyber Bureau (INCB) is the officially recognized national or sector-specific research and 
development (R&D) program/project for cybersecurity standards, best practices and guidelines to be applied in 
either the private or the public sector as it  publishes various "warnings" and "preventive practices" and programs 
to prioritize the cyber defense industry, in cooperation with the Chief Scientist of the Ministry of Industry, Trade 
and Labor. 

1.4.2 MANPOWER DEVELOPMENT 
The Israel National Cyber Bureau (INCB) will provide various types of educational and professional training 

programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 

promoting certification of professionals in either the public or the private sectors such as the "national education 

plans", commonly aimed at "increasing public awareness" to cyber threats. The INCB also established a 

committee for the definition of the cyber professions. 

1.4.3 PROFESSIONAL CERTIFICATION 

There is no available information regarding the exact number of public sector professionals certified under 
internationally recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Israeli national CIRT (CERT GOVIL) and the academic network CERT (IUCC-CERT) are the officially recognized 
certified government and public sector agencies certified under internationally recognized standards in 
cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

The INCB coordinates national and international exercises as well as cooperation with parallel bodies abroad. 
The Bureau acts to develop foreign relations in the cyber field with friendly countries for various purposes such 
as information sharing, mutual R&D and more. 

1.5.2 INTRA-AGENCY COOPERATION 

The Israel National Cyber Bureau (INCB) is the officially recognized national program for sharing cybersecurity 
assets within the public sector. The INCB advances coordination and cooperation between governmental bodies, 
the defense community, academia, industrial bodies, business and other bodies relevant to the cyber field. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

The Israel National Cyber Bureau (INCB) is the officially recognized national or sector-specific program for sharing 
cybersecurity assets within the public and private sector. The INCB promotes cybersecurity within the civilian 
and private sectors, in cooperation with other government offices. 

http://www.pmo.gov.il/English/PrimeMinistersOffice/DivisionsAndAuthorities/cyber/Pages/default.aspx
http://www.pmo.gov.il/English/PrimeMinistersOffice/DivisionsAndAuthorities/cyber/Pages/default.aspx
http://www.pmo.gov.il/English/PrimeMinistersOffice/DivisionsAndAuthorities/cyber/Pages/default.aspx
http://www.cert.gov.il/
http://www.cert.iucc.ac.il/
http://www.pmo.gov.il/English/PrimeMinistersOffice/DivisionsAndAuthorities/cyber/Pages/default.aspx
http://www.pmo.gov.il/English/PrimeMinistersOffice/DivisionsAndAuthorities/cyber/Pages/default.aspx
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1.5.4 INTERNATIONAL COOPERATION 

Israel is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Also the Israel 
National Cyber Bureau (INCB) coordinates national and international exercises as well as cooperation with 
parallel bodies abroad. 

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

-Article 214 of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Israel has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Israel has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The following supports provide information on internet safety for parents, children and educators: 

- The Ministry of Education (*) offers different tools for parents, teachers and children about online safety. 

- The website http://safe.org.il/ provides information on safe internet for parents, children and educators. 

- The IUCC Computer Emergency Response Team (IUCC CERT) is responsible for Israeli cybersecurity in higher 
education. It has no specific information on child online protection. 
2.4 REPORTING MECHANISM 

The academic network CERT (IUCC-CERT) provides the following email address to report a computer incident:  
cert@cert.ac.il. 

Also the website ISOC-IL provides an online reporting form. 

 

 

 
  

http://www.impact-alliance.org/home/index.html
http://www.pmo.gov.il/English/PrimeMinistersOffice/DivisionsAndAuthorities/cyber/Pages/default.aspx
http://www.oecd.org/investment/anti-bribery/anti-briberyconvention/43289694.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://cms.education.gov.il/educationcms/units/owl/english/about/ministry+structure.htm
http://cms.education.gov.il/educationcms/units/owl/hebrew/HomePage.htm
http://safe.org.il/
https://cert.iucc.ac.il/
http://www.cert.iucc.ac.il/
mailto:cert@cert.ac.il
http://safe.org.il/
http://safe.org.il/report/
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CYBERWELLNESS PROFILE 

ITALY 

 

 

BACKGROUND 

Total Population: 60 964 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 58.46% 

(data source: ITU Statistics, 2013) 

  

 
1 CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instrument: 

-Penal Code.   

1.1.2 REGULATION AND COMPLIANCE 
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Law on Electronic Commerce -Law on Electronic Communications -Law on Electronic Signatures. 

 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

The Ministry of Economic Development has been mandated by the Legislative Decree n.70, May 28th 2012, which 
transposes the 2009/140/EC Directive, to implement the national CERT (CERT-SPC).  

1.2.2 STANDARDS 

Italy does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Italy does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Italy has an officially recognized national cybersecurity strategy through the National Strategic Framework for 
Cyberspace Security. 

1.3.2 ROADMAP FOR GOVERNANCE 

The National Plan for Cyberspace Protection and ICT Security provides a national governance roadmap for 
cybersecurity in Italy. 

1.3.3 RESPONSIBLE AGENCY 

The Presidency of the Council of the Ministers is the officially recognized organization responsible for 
implementing a national cybersecurity strategy, policy and roadmap. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.studiocataldi.it/codicepenale/
http://www.parlamento.it/parlam/leggi/deleghe/03070dl.htm
http://www.parlamento.it/parlam/leggi/deleghe/03259dl.htm
http://www.camera.it/parlam/leggi/deleghe/testi/02010dl.htm
http://www.cert-spc.it/
http://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2014/02/italian-national-strategic-framework-for-cyberspace-security.pdf
http://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2014/02/italian-national-strategic-framework-for-cyberspace-security.pdf
http://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2014/02/italian-national-cyber-security-plan.pdf
http://www.governo.it/
http://en.wikipedia.org/wiki/File:Flag_of_Italy.svg


Global Cybersecurity Index & Cyberwellness Profiles 

252   

1.3.4 NATIONAL BENCHMARKING 

Italy does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Italy has officially recognized national or sector-specific research and development (R&D) programs/projects for 
cybersecurity standards, best practices and guidelines through the  National Plan for Cyberspace Protection and 
ICT Security. 

1.4.2 MANPOWER DEVELOPMENT 

Italy has officially recognized national or sector-specific educational and professional training programs for 
raising awareness with the general public, promoting cybersecurity courses in higher education and promoting 
certification of professionals through the National CERT(CERT-SPC-C) and CNAIPIC (National Anti-Crime 
Computer Centre for Critical Infrastructure Protection). 

1.4.3 PROFESSIONAL CERTIFICATION 

Italy does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

The Body of Information Security Certification (OCSI) certifies government and public sector agencies under 
internationally recognized standards in cybersecurity. However they are no exact numbers of public agencies 
being certified. 

1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Italy has an officially recognized partnership with Israel to facilitate sharing of cybersecurity assets across 
borders. 

1.5.2 INTRA-AGENCY COOPERATION 

The Guideline for National Cybersecurity mandates the sharing of cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Italy has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 
public and private sector through the  National Plan for Cyberspace Protection and ICT Security. 

1.5.4 INTERNATIONAL COOPERATION 

Italy is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Italy also 
participates in the Network and Information Security Platform (NIS Platform), established by the European 
Commission. The output of the platform will feed into the Commission recommendations on cybersecurity. Italy 
participated in the International Cyber Shield Exercise 2014 in Turkey (ICSE 2014). 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on cybercrime has been enacted through the following instruments: 

-The Criminal Code (Article 600 and 609). 
2.2 UN CONVENTION AND PROTOCOL 

Italy has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Italy has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 

 

http://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2014/02/italian-national-cyber-security-plan.pdf
http://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2014/02/italian-national-cyber-security-plan.pdf
http://www.cert-spc.it/
http://www.ocsi.isticom.it/
http://www.agid.gov.it/sites/default/files/leggi_decreti_direttive/piano-nazionale-cyber_0.pdf
http://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2014/02/italian-national-cyber-security-plan.pdf
http://www.apre.it/media/183485/martinelli.pdf
http://www.icse2014.org/
http://www.altalex.com/index.php?idnot=36774
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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2.3 INSTITUTIONAL SUPPORT 

Italy Computer Incident Response Team (CERT-SPC-C) is the officially recognized agency that offers institutional 
support on child online protection. 
2.4 REPORTING MECHANISM 

The Stop-it website provides links to report child online pornography. Telefono Azzuro also provides forms to 
report illegal content. 

 

 

 

 

 

 

 

 
  

http://www.cert-spc.it/
http://www.stop-it.it/
http://www.azzurro.it/it/cosa-facciamo/caso-di-emergenza/clicca-e-segnala
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CYBERWELLNESS PROFILE  

JAMAICA 
 

 

BACKGROUND 

Total Population: 2 761 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 37.80%  

(data source: ITU Statistics, December 2013) 

  

 
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

 

1.1.1 CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Cybercrimes Act. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

- Electronic Transactions Act. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

The Jamaican government in collaboration with ITU is in the process of establishing a national CIRT to assist in 
the protection of Jamaica’s online cyber infrastructure. 

1.2.2 STANDARDS 

There is no officially approved national or sector specific cybersecurity framework for implementing 
internationally recognized cybersecurity standards in Jamaica. 

1.2.3 CERTIFICATION 
There is no framework for the certification and accreditation of national agencies and public sector professionals 
in Jamaica.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

There is a draft National Cybersecurity Strategy to be launched soon. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no governance roadmap for cybersecurity in Jamaica.                                                   

1.3.3 RESPONSIBLE AGENCY 
The following agencies are responsible for the cybersecurity in Jamaica:  
- Constabulary Force (JCF)  

- The Ministry of Science, Technology, Energy and Mining (MSTEM)  

- Communication Forensic and Cybercrime Unit (CFCU) of the Jamaica.  

1.3.4 NATIONAL BENCHMARKING 

There is no benchmarking or referential to measure cybersecurity development. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.japarliament.gov.jm/attachments/341_The%20Cybercrimes%20Act,%202010.pdf
http://moj.gov.jm/sites/default/files/laws/Electronic%20Transactions%20pgs.%201-34.pdf
http://www.mstem.gov.jm/sites/default/files/documents/Jamaica%20National%20Cyber%20Security%20Strategy.pdf
http://www.jamaicaobserver.com/news/National-Cyber-Security-Strategy-to-be-launched
http://www.jcf.gov.jm/
http://www.mstem.gov.jm/
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no officially recognized national or sector-specific research and development program or project for 
cybersecurity standards, best practices and guidelines in Jamaica. 

1.4.2 MANPOWER DEVELOPMENT 
The National Cybersecurity Task Force (NCSTF) is tasked with assisting in creating a framework to build 

confidence in the use of cyberspace and the protection and security of related assets; establishing a public 

education and awareness program; and formulating a strategy to develop, grow and retain high quality cyber 

talent for the national workforce. Two of the major universities (Northern Caribbean University and the 

University of the West Indies) offer degrees in computer science with some degree of specialization in 

information security and network security, as well as more advanced coursework in cryptography. 

1.4.3 PROFESSIONAL CERTIFICATION 

Jamaica does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Jamaica does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no framework for sharing cybersecurity assets across borders with other nation states in Jamaica. 

1.5.2 INTRA-AGENCY COOPERATION 

Jamaica has officially recognized the NCSTF as responsible for the national program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

The NCSTF is tasked with promoting collaboration amongst all stakeholders. 

1.5.4 INTERNATIONAL COOPERATION 

Jamaica is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Jamaica also 
participates in the OAS. 

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Section 9 of the Sexual Offences Act 

- The Child Pornography (Prevention) Act. 
2.2 UN CONVENTION AND PROTOCOL 

Jamaica has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Jamaica has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no information about any agency that is responsible for the protection of children online.  
2.4 REPORTING MECHANISM 

There is no information about any website or hotline to which incidents can be reported. 

 

http://www.impact-alliance.org/home/index.html
http://www.oas.org/en/
http://moj.gov.jm/sites/default/files/laws/Sexual%20Offences%20Act.pdf
http://moj.gov.jm/sites/default/files/laws/Child%20Pornograph%20%28Prevention%29%20Act.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 JAPAN 

 

 

BACKGROUND 

Total Population: 126 435 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 86.25% 

(data source: ITU Statistics 2013) 

 

 

1.CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Japan has a specific legislation pertaining to cybercrime. It is mandated through the following legal instrument: 

-Unauthorized Computer Access Law 2000. 

1.1.2 REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:

        -Electronically Recorded Monetary Claims Act      -Telecommunications Business 

Law   

-Act on Regulation of Transmission of Specified Electronic Mail      -Act on the Protection of Personal Information 

-Law Concerning Electronic Signatures and Certification Business  

-Basic Act on the Formation of an Advanced Information and Telecommunications Network Society. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Japan has an officially recognized and legally mandated government CERT (JPCERT/CC).  

1.2.2 STANDARDS 

Japan has an officially approved national (and sector specific) cybersecurity framework for implementing 
internationally recognized cybersecurity standards through the following instrument: 

-Technical Standards for Information Security Measures for the Central Government Computer Systems (April 
2012). 

1.2.3 CERTIFICATION 
The Management Standards for Information Security Measures for the Central Government Computer Systems 
is the framework for certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

The Basic Policy of Critical Information Infrastructure Protection and Information Security Strategy for Protecting 
the Nation in Japan are the officially recognized national and sector-specific cybersecurity policy and strategy in 
Japan.  

1.3.2 ROADMAP FOR GOVERNANCE 

The Information Security 2012 Annual Plan is the officially recognized national or sector-specific governance 
roadmap for cybersecurity in Japan. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.cybercrimelaw.net/Japan.html
http://www.fsa.go.jp/common/law/ele01.pdf
http://www.ictregulationtoolkit.org/Documents/Document/Document/1477
http://www.ictregulationtoolkit.org/Documents/Document/Document/1477
http://www.soumu.go.jp/main_sosiki/joho_tsusin/eng/Resources/laws/Specified-E-mail-index.pdf
http://www.cas.go.jp/jp/seisaku/hourei/data/APPI.pdf
http://www.soumu.go.jp/main_sosiki/joho_tsusin/eng/Resources/Legislation/eSignLaw/eSignLaw.pdf
http://www.cas.go.jp/jp/seisaku/hourei/data/BAFAITNS.pdf
https://www.jpcert.or.jp/english/about/
http://www.nisc.go.jp/eng/pdf/K305-111e.pdf
http://www.nisc.go.jp/eng/pdf/K305-111e.pdf
http://www.nisc.go.jp/eng/pdf/K304-111e.pdf
http://www.nisc.go.jp/eng/pdf/actionplan_ci_eng_v3.pdf
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/JAP_NCSS2.pdf
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/JAP_NCSS2.pdf
http://www.nisc.go.jp/eng/pdf/is2012_eng.pdf
http://en.wikipedia.org/wiki/File:Flag_of_Japan.svg
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1.3.3 RESPONSIBLE AGENCY 

In Japan the National Information Security Center (NISC) is the officially recognized agency responsible for 
implementing a national cybersecurity strategy and policy.  

Other agencies include the following: 

-Information Security Policy Council (ISPC)  -National Policy Agency 

-Ministry of Economy, Trade and Industry (METI)              -Ministry of Internal Affairs and Communications (MIC) 

-Ministry of Defense. 

1.3.4 NATIONAL BENCHMARKING 

Japan does not have any national benchmarking and referential to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Japan has in place an Information Security Research and Development Strategy for cybersecurity standards, best 
practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

The officially recognized national or sector-specific educational and professional training programs for raising 
awareness with the general public, promoting cybersecurity courses in higher education and promoting 
certification of professionals in either the public or the private sectors are:  

-Information Security Human Resource Development Program   -NISC Information Security Awareness 
Month 

-Information Security Outreach and Awareness Program               -JPCERT/CC. 

1.4.3 PROFESSIONAL CERTIFICATION 

Although Japan is home to 22 members of FIRST it does not have an officially recognized national or sector-
specific body responsible for certification of professionals.  

1.4.4 AGENCY CERTIFICATION 

Japan does not have any officially recognized national or sector-specific body responsible for certifying agencies. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Japan currently partners with the US, Israel and the UK on cybersecurity matters. 

1.5.2 INTRA-AGENCY COOPERATION 

The Ministry of Defense Information sharing programs and the METI Cybersecurity Information Sharing 
Partnership Japan (J-CSIP) serve as a framework for sharing cybersecurity assets between agencies. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

The officially recognized body for information sharing between the public and private sector is (JPCERT/CC) which 
shares information with domestic vendors particularly of the private sector. The METI Cybersecurity Information 
Sharing Partnership Japan (J-CSIP) is also responsible for sharing cybersecurity assets between the public and 
private sector.  

1.5.4 INTERNATIONAL COOPERATION 

Japan is part of the ASEAN  and APCERT. In place also is an International Strategy on Cybersecurity. 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child protection has been enacted through the following instruments: 

-Articles 174 and 175 of the Criminal Code. 

http://www.nisc.go.jp/eng/pdf/is2012_eng.pdf
http://www.nisc.go.jp/eng/pdf/R_and_D_Strategy_eng.pdf
http://www.nisc.go.jp/eng/pdf/hrd_pg_eng.pdf
http://www.nisc.go.jp/eng/pdf/isam_2011.pdf
http://www.nisc.go.jp/eng/pdf/isam_2011.pdf
http://www.nisc.go.jp/eng/pdf/R_and_D_Strategy_eng.pdf
https://www.jpcert.or.jp/english/about/
http://www.first.org/
http://www.mod.go.jp/e/
http://www.ipa.go.jp/files/000032417.pdf
http://www.ipa.go.jp/files/000032417.pdf
https://www.jpcert.or.jp/english/about/
http://www.ipa.go.jp/files/000032417.pdf
http://www.ipa.go.jp/files/000032417.pdf
http://www.nisc.go.jp/eng/fw_top.html
http://www.apcert.org/
http://www.nisc.go.jp/active/kihon/pdf/InternationalStrategyonCybersecurityCooperation_e.pdf
http://www.japaneselawtranslation.go.jp/law/detail/?id=1960&vm=04&re=02&new=1ge=23
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-Article 7 of the Act on Punishment of Activities relating to Child Prostitution and Child Pornography, and the        
Protection of Children.   
-The Act on Development of an Environment that Provides Safe and Secure Internet Use for Young People.
  
2.2 UN CONVENTION AND PROTOCOL 

Japan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Japan has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The following are the officially recognized and legally mandated support institutions in Japan: 

- NISC          - EMA   - JISPA            -JPCERTCC. 
2.4 REPORTING MECHANISM 

Harmful and illegal content online can be filled and reported at the Internet Report Centre in Japan. 

 

 

 

 

 

 
  

http://www.japaneselawtranslation.go.jp/law/detail/?ft=1&re=02&dn=1&x=71&y=6&co=01&ky=children&page=4
http://www8.cao.go.jp/youth/youth-harm/law/pdf/english.pdf
http://www8.cao.go.jp/youth/youth-harm/law/pdf/english.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.nisc.go.jp/eng/index.html
http://www.ema.or.jp/en/index.html
http://www.jpcert.or.jp/english/
http://www.jpcert.or.jp/english/
https://www.iajapan.org/hotlinecenter/illegal-full_en.html
http://www.internethotline.jp/index.html
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CYBERWELLNESS PROFILE 

JORDAN 

 

 

BACKGROUND 

Total Population: 6 457 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 44.20% 

(data source: ITU Statistics, 2013) 

 

1. CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

-Law on Information System and Cybercrime.   

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

-Electronic Transaction Act.   

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Jordan does not have an officially recognized CIRT Team; however they are currently working on it. A CIRT 
readiness assessment was conducted for Jordan in 2014 by ITU. 

1.2.2 STANDARDS 

Jordan does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. However the National Information Technology 
Center (NITC) maintains some audits on governmental entities using ISO 27001 standard. 

1.2.3 CERTIFICATION 
Jordan does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Jordan has an officially recognized national cybersecurity strategy (National Information Assurance and Cyber 
Security Strategy). 

1.3.2 ROADMAP FOR GOVERNANCE 

Jordan does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The National Information Technology Center (NITC) is the officially recognized agency responsible for 
implementing a national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Jordan does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.olwan.org/attachments/402_Cyber%20Crime%20Law%20Jordan.doc..doc
http://www.cbj.gov.jo/uploads/Electronic_Transactions_Law.pdf
http://www.nitc.gov.jo/
http://www.nitc.gov.jo/
http://nitc.gov.jo/PDF/NIACSS.pdf
http://nitc.gov.jo/PDF/NIACSS.pdf
http://www.nitc.gov.jo/
http://en.wikipedia.org/wiki/File:Flag_of_Jordan.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Jordan does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Jordan does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Jordan has 14 public sector professionals certified under internationally recognized certification programs in 
cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Jordan does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Jordan does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Jordan’s National Information Technology Center has an officially recognized national program for sharing 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Jordan does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. However according to the CERT roadmap, they will handle this role. 

1.5.4 INTERNATIONAL COOPERATION 

Jordan is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Jordan is also 
a member of the OIC-CERT Team. The goal of OIC-CERT is to provide a platform for member countries to explore 
and to develop collaborative initiatives and possible partnerships in matters pertaining to cybersecurity that shall 
strengthen their self-reliance in the cyberspace. Jordan hosted and participated in the ITU-IMPACT Applied 
Learning for Emergency Response Teams (ALERT) at Jordan, in July 2012. Jordan participated in the International 
Cyber Shield Exercise 2014 in Turkey (ICSE 2014). 

 

2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Jordan does not have any national legislation pertaining to child online protection. 
2.2 UN CONVENTION AND PROTOCOL 

Jordan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Jordan has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Jordan does not have any officially recognized agency that offers intuitional support on child online protection. 
2.4 REPORTING MECHANISM 

Jordan does not have any officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 

 

http://www.nitc.gov.jo/
http://oic-cert.net/
http://www.itu.int/ITU-D/arb/ARO/2012/CyberDrill/
http://www.itu.int/ITU-D/arb/ARO/2012/CyberDrill/
http://www.icse2014.org/
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 
REPUBLIC OF KAZAKHSTAN 

 

 

BACKGROUND 

Total Population: 16 381 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 54.00% 

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 

 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- Penal Code 

- Kazakhstan's Criminal Code. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Law on Informatization   

- Law on Communications 

- Draft Law on Personal Data Protection 

- Law on Electronic Documents and Digital Signatures  

- Laws on the Protection of State Secrets of the Republic of Kazakhstan 

- Amendments and additions to some legislative acts of the Republic of Kazakhstan on Information and 
Communication Networks. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Kazakhstan has an officially recognized national CERT known as KZ-CERT.  

1.2.2 STANDARDS 

Kazakhstan does not have an officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Kazakhstan.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Kazakhstan has an officially recognized Military Doctrine and Policy which is the national cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Kazakhstan. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://online.zakon.kz/Document/?doc_id=1008032
http://www.crime-research.org/library/Criminal_Codes.html
http://www.kz-cert.kz/
http://fmso.leavenworth.army.mil/Collaboration/international/Kazakhstan/Republic-Update-Military-Doctrine-and-Policy.pdf


Global Cybersecurity Index & Cyberwellness Profiles 

262   

1.3.3 RESPONSIBLE AGENCY 

There is no information about any agency that is responsible for cybersecurity in Kazakhstan.  

1.3.4 NATIONAL BENCHMARKING 

Kazakhstan does not have any benchmarking or referential to measure cybersecurity development.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no officially recognized national or sector-specific research and development (R&D) program or project 
for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Kazakhstan.  

1.4.3 PROFESSIONAL CERTIFICATION 

Kazakhstan does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Kazakhstan does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

India and Kazakhstan adopted a Road map for 2011-2014 to strengthen the strategic partnership. 

1.5.2 INTRA-AGENCY COOPERATION 

Kazakhstan does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Kazakhstan. 

1.5.4 INTERNATIONAL COOPERATION 

KZ-CERT is a member of FIRST. 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

- Article 273.1* of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Kazakhstan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. 

Kazakhstan has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Kazakhstan. 
2.4 REPORTING MECHANISM 

Illegal content can be reported to the hotline for prevention and response to illegal content in Kazakhstan. 
  

http://www.jamestown.org/single/?no_cache=1&tx_ttnews%5Btt_news%5D=37913#.VE-Y5vmsUSU
http://www.kz-cert.kz/
https://www.first.org/
http://online.zakon.kz/Document/?doc_id=1008032&sublink=2730000
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.safekaznet.kz/en/report-2
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CYBERWELLNESS PROFILE 

KENYA 
 

 

BACKGROUND 

Total Population: 42 749 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 39.00% 

(data source: ITU Statistics, 2013 ) 

 
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

-Information and Communication 

Act. 

  

 

1.1.2 REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

-Information and Communication Act (Amended).   

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU-IMPACT completed a CIRT Implementation in the country in October 2012 and the national computer 
incident response team is the KE-CIRT/CC.  

1.2.2 STANDARDS 

Kenya does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Kenya does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Kenya is in the process of developing an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Kenya is in the process of developing a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

Ministry for Information, Communications and Technology is the officially recognized agency responsible for 
implementing a national cybersecurity strategy, policy and roadmap. 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.ca.go.ke/images/downloads/sector_legislation/Kenya%20Information%20Communications%20Act.pdf
http://www.ca.go.ke/images/downloads/sector_legislation/Kenya%20Information%20Communications%20Act.pdf
http://www.ca.go.ke/images/downloads/sector_legislation/Kenya%20Information%20and%20Communication%20Amendment%20Act%202013.pdf
http://www.ke-cirt.go.ke/
http://www.information.go.ke/
http://en.wikipedia.org/wiki/File:Flag_of_Kenya.svg
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1.3.4 NATIONAL BENCHMARKING 

Kenya has officially recognized national or sector-specific benchmarking exercises or referential used to measure 
cybersecurity development through collaboration with ITU. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Kenya does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Kenya has officially recognized national or sector-specific educational and professional training programs for 
raising awareness with the general public, promoting cybersecurity courses in higher education and promoting 
certification of professionals through the national CIRT (KE-CIRT/CC). 

1.4.3 PROFESSIONAL CERTIFICATION 

Kenya does not have the exact numbers of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Kenya Competition Authority is currently in the process of being certified under internationally recognized 
standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Kenya has officially 
recognized partnerships with EACO Working Group 5 on IP Networks, Standards and Cybersecurity. 

1.5.2 INTRA-AGENCY COOPERATION 

Kenya has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 
public sector through the Industry Computer Security Incident Response Team (iCSIRT). 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Kenya has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 
public and private sector through the national CIRT (KE-CIRT/CC). 

1.5.4 INTERNATIONAL COOPERATION 

Kenya is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Kenya is also 
a member of the EACO Working Group 5 on IP Networks, Standards and Cybersecurity. Kenya is among the 
beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in Sub-Sahara 
Africa” (HIPSSA). 

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on cybercrime has been enacted through the following instruments: 

-Sexual Offense Act  

-Children Act 
-Information and Communication Act. 

2.2 UN CONVENTION AND PROTOCOL 

Kenya has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Kenya has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 

http://www.ke-cirt.go.ke/
http://www.cak.go.ke/
http://www.eaco.int/
http://www.tespok.co.ke/?page_id=27
http://www.ke-cirt.go.ke/
http://www.eaco.int/
http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.chr.up.ac.za/undp/domestic/docs/legislation_40.pdf
http://www.kenyalaw.org/kenyalaw/klr_app/frames.php
http://www.ca.go.ke/images/downloads/sector_legislation/Kenya%20Information%20Communications%20Act.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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2.3 INSTITUTIONAL SUPPORT 

Kenya does not have any officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Kenya does not have any officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 
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CYBERWELLNESS PROFILE 

 KIRIBATI 

 

 

BACKGROUND 

Total Population: 103 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 11.50% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Kiribati does not have any specific legislation on cybercrime. 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

-Telecommunication Act   

 

 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Kiribati does not have an officially recognized national CIRT. However it is a member of the Pacific Island Regional 
CIRT (PacCERT). 

1.2.2 STANDARDS 

Kiribati does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Kiribati does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Kiribati does not have an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Kiribati does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The ICT unit in the Ministry of Communication, Transport and Tourism Development is the officially recognized 
agency responsible for implementing a national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Kiribati does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 

 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.wipo.int/wipolex/en/text.jsp?file_id=195158
http://en.wikipedia.org/wiki/File:Flag_of_Kiribati.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Kiribati does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Kiribati does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Kiribati does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Kiribati does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity.  
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Kiribati has an officially recognized partnership with PacCERT to facilitate sharing of cybersecurity asset across 
border. 

1.5.2 INTRA-AGENCY COOPERATION 

Kiribati does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Kiribati does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Kiribati is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Kiribati also 
participated in cybersecurity training and forums organized by PacCERT. 

Kiribati is among the beneficiary countries of the EU/ITU co-funded project “Capacity Building and ICT Policy, 
Regulatory and Legislative Frameworks Support for Pacific Island Countries” (ICB4PAC). 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Kiribati does not have specific legislation on child online protection. 
2.2 UN CONVENTION AND PROTOCOL 

Kiribati has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. 
2.3 INSTITUTIONAL SUPPORT 

Kiribati does not have an officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Kiribati does not have an officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 

 

 

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/ICB4PAC/Pages/default.aspx
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
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CYBERWELLNESS PROFILE  

REPUBLIC OF KOREA 
 

 

 

BACKROUND 

Total Population: 48 588 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 84.77% 

(data source: ITU Statistics, December 2013) 

  
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- Criminal Act (Art. 316(2), Art. 366, Art, 314(2), Art. 347(2), Art. 227(2), Art. 323(2), Art. 140(3), Art 141(1)) 

- Act on Promotion of Information and Communications Network Utilization and Information Protection 

- Personal Information Protection Act 

- Act on the Protection of Information and communications Infrastructure. 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Act on Promotion of Information and Communications Network Utilization and Information Protection 

- Personal Information Protection Act 

- Use and Protection of Credit Information Act  - Electronic Financial Transactions Act. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Republic of Korea has an officially recognized national CIRT (KrCERT/CC) and a private CERT (CONCERT) that is 
promoting secure operation of information and communications network by preventing incidents in the 
domestic information and communications network.  

1.2.2 STANDARDS 

The Information Security Management system (ISMS) is the officially approved national (and sector specific) 
cybersecurity framework for implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
The Korea Internet Security Agency (KISA) provides cybersecurity frameworks in order to foster professionals 
equipped with information security technology and practical abilities, national qualification. Also SIS (Specialist 
for Information Security), an accredited private qualification, was promoted to national technical qualification 
(information security engineer/ industrial information security engineer) in 2013.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Republic of Korea has an officially recognized national cybersecurity strategy National Cybersecurity Measures 
in order to ensure a systematic government-level response to various cyber threats to national security. 

1.3.2 ROADMAP FOR GOVERNANCE 
The Personal information protection normalization plan (five plans) provides a national governance roadmap for 

cybersecurity in Republic of Korea. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.law.go.kr/lsInfoP.do?lsiSeq=153923#0000)
http://www.law.go.kr/lsInfoP.do?lsiSeq=154247#0000)
http://www.law.go.kr/LSW/LsInfoP.do?lsiSeq=152302#0000
http://www.law.go.kr/LSW/LsInfoP.do?lsiSeq=136754#0000
http://www.law.go.kr/lsInfoP.do?lsiSeq=154247#0000)
http://www.law.go.kr/LSW/LsInfoP.do?lsiSeq=152302#0000
http://www.law.go.kr/lsInfoP.do?lsiSeq=140586#0000)
http://www.law.go.kr/LSW/lsInfoP.do?lsiSeq=140289#0000
http://krcert.or.kr/
http://www.concert.or.kr/main.php
http://www.kisa.or.kr/eng/main.jsp
http://www.msip.go.kr/
ttp://www.msip.go.kr/
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1.3.3 RESPONSIBLE AGENCY 

The Ministry of Science, ICT and Future Planning establishes, supervises, adjusts and evaluates scientific and 
technological policies, such as on information security, information culture, ICT convergence promotion and 
radio wave management. It also monitors and coordinates the implementation of a national cybersecurity 
strategy, policy and roadmap in Republic of Korea.  

1.3.4 NATIONAL BENCHMARKING 
The National Information Security Index is a measure for assessing the information security level of the private 

sector (enterprises and individual internet users) in Republic of Korea and is the officially recognized national 

benchmarking referential to measure cybersecurity development. The Ministry of Science, ICT and Future 

Planning also organizes joint workshops and shares information with countries, agencies and companies holding 

excellent technologies by concluding MoU with them .  

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

The Korea Internet Security Agency (KISA) provides various guidelines regarding personal information protection 
on Internet, VOIP information security and biometric information. It is also the officially recognized national or 
sector-specific research and development (R&D) program/project for cybersecurity standards, best practices and 
guidelines to be applied in either the private or the public sector.  
1.4.2 MANPOWER DEVELOPMENT 

The ICIS (International Conference on Information Security) share latest information about information security, 

such as domestic and international advanced security technologies, success cases and government policies, and 

to highlight the importance of security industry as the next-generation growth power.  

The Korea Internet Security Agency (KISA) also provides various educational and professional training programs 

in order to raise awareness with the general public, promoting cybersecurity courses in higher education and 

promoting certification of professionals in both public and private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Republic of Korea has numerous public sector professionals certified under internationally recognized 
certification programs in cybersecurity such as CISA, CISSP etc. However it did not conduct a survey to gather the 
exact statistic.  

1.4.4 AGENCY CERTIFICATION 

The Korea Internet Security Agency (KISA) is the only public agency certified under internationally recognized 
standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Korea Internet Security 
Agency (KISA) has signed MoU and has officially recognized partnerships with the following organizations: 

- Office of cybersecurity and Information Assurance 
(OCSIA UK) 

- Israël National Cyber Bureau (INCB) 

- Checkpoint Israel - MacAfee 

- Microsoft  - CERT Australia  

- CERT Romania (CERT-RO) - Japan CERT (JP CERT) 

- Chinse CERT (CN CERT)  - Cybersecurity Institute (STS) of Kazakhstan. 

 

1.5.2 INTRA-AGENCY COOPERATION 

Republic of Korea has officially recognized national or sector-specific programs for sharing cybersecurity assets 
within the public sector through the Information Communication Infrastructure Protection Committee which is 

http://www.msip.go.kr/
http://www.kisa.or.kr/eng/main.jsp
http://www.msip.go.kr/
http://www.msip.go.kr/
http://www.kisa.or.kr/eng/main.jsp
http://www.kisa.or.kr/eng/main.jsp
http://www.kisa.or.kr/eng/main.jsp
http://www.kisa.or.kr/eng/main.jsp
https://www.gov.uk/government/groups/office-of-cyber-security-and-information-assurance
http://www.pmo.gov.il/english/primeministersoffice/divisionsandauthorities/cyber/pages/default.aspx
http://www.checkpoint.com/
http://www.mcafee.com/us/
http://www.microsoft.com/en-us/default.aspx
https://www.cert.gov.au/
http://www.cert-ro.eu/
http://www.jpcert.or.jp/
http://www.cert.org.cn/
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part of Ministry of Science, ICT and Future Planning and which aims to coordinate policies on critical ICT 
infrastructure and improve institution on protection of critical ICT infrastructure. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 
The National Cyber Security Conference is held on a regular basis in order to share information about key cyber 

security threats occurring in public and private sector in which  governmental departments, key CERTs, security 

companies (vaccine, monitoring) and ISP are the participating organizations.  

Republic of Korea has also has a Private – Public – Military Joint Response Team created by  the Ministry of 

Science, ICT and Future Planning organized and operated for decision-making on cyber threats, situation 

monitoring, analysing of threats and joint investigation.  

1.5.4 INTERNATIONAL COOPERATION 

Republic of Korea participated in several cybersecurity activities with APCERT and FIRST, of which the Korean 
CERT KrCERT/CC is a member.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Articles 243-245 o the Criminal Code. 

- Article 8 of the Act on the Protection of Children and Juveniles from Sexual Abuse. 
2.2 UN CONVENTION AND PROTOCOL 

Republic of Korea has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the 
Convention on the Rights of the Child. Republic of Korea has acceded, with no declarations or reservations to 
articles 2 and 3, to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, 
Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Illegal and Harmful Information Report Center (*), under the Korean Communications Standards Commission 
(KCSC (*)), works on the protection of internet users with the Korean National Police Agency, the Commission on 
Youth Protection, NGOs and ISPs. 

The SafeNet (*) website, under KCSC (*) introduced a rating system that allows content providers to rate and 
filter content according a selection made by parents and educators. 

The Korean Computer Emergency Response Team (KrCERT/CC*) provides information on general cyber-threats. 
2.4 REPORTING MECHANISM 

The Illegal and Harmful Information Report Center, a channel of the Korean Internet Safety Commission, receives 
report on illegal and harmful information. 

 
  

http://www.msip.go.kr/
http://www.msip.go.kr/
http://www.msip.go.kr/
http://www.apcert.org/
http://krcert.or.kr/
http://www.moleg.go.kr/english/korLawEng?pstSeq=52670
http://www.moleg.go.kr/english/korLawEng?pstSeq=58526
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.singo.or.kr/eng/01_introduction/introduction.php
http://www.singo.or.kr/
http://www.singo.or.kr/eng/01_introduction/introduction.php
http://www.singo.or.kr/
http://www.safenet.ne.kr/overview.do
http://www.safenet.ne.kr/index.jsp
http://www.singo.or.kr/eng/01_introduction/introduction.php
http://www.singo.or.kr/
http://www.krcert.or.kr/kor/main/main.jsp
http://www.singo.or.kr/english/internet119/introduction/
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CYBERWELLNESS PROFILE  

STATE OF KUWAIT 

 

 

BACKGROUND 

Total Population: 2 892 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 75.46%  

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 

 
1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- None. 
1.1.2 REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- None. 
1.2. TECHNICAL MEASURES 

1.2.1 CIRT 

Kuwait does not have an officially recognized national CIRT.  

1.2.2 STANDARDS 

Kuwait does not have an officially approved national or sector specific cybersecurity framework for implementing 
internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Kuwait.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Kuwait does not have an officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Kuwait. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Kuwait. 

1.3.4 NATIONAL BENCHMARKING 

Kuwait does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/


Global Cybersecurity Index & Cyberwellness Profiles 

272   

 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Kuwait does not have an officially recognized national or sector-specific research and development program or 
project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

Kuwait has an Information Security forum which is nationally recognized as a program for creating awareness for 
cybersecurity. 

1.4.3 PROFESSIONAL CERTIFICATION 

Kuwait does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Kuwait does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Kuwait has a security program with the UK. 

1.5.2 INTRA-AGENCY COOPERATION 

Kuwait does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Kuwait. 

1.5.4 INTERNATIONAL COOPERATION 

Kuwait is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- None. 
2.2 UN CONVENTION AND PROTOCOL 

Kuwait has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Kuwait has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Central Agency for Information Technology (*) launched a National Awareness Program in 2008 and 
maintains a weekly broadcast in Kuwait Satellite Channel on a variety of IT topics including internet safety. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Kuwait.   

 

 

 
  

http://www.promediakw.com/2013/infosec/index.php?option=com_content&view=article&id=6&Itemid=14
http://www.standard.co.uk/panewsfeeds/security-deal-with-kuwait-agreed-8365375.html
http://www.impact-alliance.org/home/index.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.cait.gov.kw/Home.aspx
http://www.cait.gov.kw/Home.aspx?lang=ar-KW
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CYBERWELLNESS PROFILE  

KYRGYZ REPUBLIC 

 

 

BACKGROUND 

Total Population: 5 448 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 23.40%  

(data source: ITU Statistics, December 2013) 

  

 

1. CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Criminal Code. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

- Law on Protection of Software and Databases. 

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Kyrgyzstan does not have an officially recognized national CIRT.  

1.2.2 STANDARDS 

Kyrgyzstan does not have an officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Kyrgyzstan.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Kyrgyzstan does not have any officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Kyrgyzstan. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Kyrgyzstan. 

1.3.4 NATIONAL BENCHMARKING 

Kyrgyzstan does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://online.adviser.kg/Document/?doc_id=30222833
http://www.wipo.int/wipolex/en/text.jsp?file_id=237968
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Kyrgyzstan does not have an officially recognized national or sector-specific research and development program 
or project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Kyrgyzstan.  

1.4.3 PROFESSIONAL CERTIFICATION 

Kyrgyzstan does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Kyrgyzstan does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Kyrgyzstan does not have any framework to facilitate sharing of cybersecurity assets across borders or with other 
nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Kyrgyzstan does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Kyrgyzstan. 

1.5.4 INTERNATIONAL COOPERATION 

Kyrgyzstan is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- None. 
2.2 UN CONVENTION AND PROTOCOL 

Kyrgyzstan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Kyrgyzstan has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Kyrgyzstan. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Kyrgyzstan.   

 

 

 
  

http://www.impact-alliance.org/home/index.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

LAO PEOPLE’S DEMOCRATIC REPUBLIC 
 

1. CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Lao PDR does not have specific legislation on cybercrime. 

1.1.2  REGULATION AND COMPLIANCE 

Lao PDR does not have specific regulation and compliance requirement pertaining to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT  

Lao PDR has an officially recognized national CIRT, LaoCERT. ITU conducted a CIRT assessment for Lao PDR in 
2011.   

1.2.2 STANDARDS 

Lao PDR does not have officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Lao PDR does not have any officially approved national (and sector specific) cybersecurity frameworks for the 

certification and accreditation of national agencies and public sector professionals. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Lao PDR does not have an officially recognized national cybersecurity strategy or policy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Lao PDR does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

Lao PDR does not have an officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Lao PDR does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Lao PDR does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

 

BACKROUND  

Total Population: 6 374 000 

(data source: United Nations Statistics Division, December 
2012) 

 

Internet users, percentage of population: 12.50% 

(data source: ITU Statistics, 2013) 

 

 

http://www.laocert.gov.la/
http://en.wikipedia.org/wiki/File:Flag_of_Laos.svg
http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
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1.4.2 MANPOWER DEVELOPMENT 

Lao PDR does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Lao PDR does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Lao PDR does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Lao PDR has officially recognized partnerships to facilitate sharing of cybersecurity assets across borders or with 
other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Lao PDR does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Lao PDR does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Lao PDR is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Lao PDR 
participated in the Applied Learning for Emergency Response Team (ALERT) in December 2011, held in Yangon, 
Myanmar. 

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Article 138 (*) of the Criminal Code. 

-Article 86 (*) of the Law on the Protection of the Rights and Interests of Children. 
2.2 UN CONVENTION AND PROTOCOL 

Lao PDR has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Lao PDR has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Lao PDR does not have an officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Lao PDR does not have an officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection.  

https://www.unodc.org/tldb/pdf/LaosPL06.pdf
http://www.no-trafficking.org/reports_docs/lao/laws/PenalLawArticle134-2005-LAO.pdf
http://www.no-trafficking.org/reports_docs/lao/laws/ProtectionRightsInterestsChild-2007-ENG.pdff
http://www.no-trafficking.org/reports_docs/lao/laws/ProtectionRightsInterestsChild-2007-LAO.pdff
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

REPUBLIC OF LATVIA 

 

 

BACKGROUND 

Total Population:  2 235 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 75.2344% 

(data source: ITU Statistics, December 2013) 

  

1. CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Penal Code. 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- National Information System Law  - The Electronic Communications Law 

- Information Technology Security Law.   

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Latvia has an officially recognized national CIRT known as CERT.LV. 

1.2.2 STANDARDS 

There are officially approved national and sector specific cybersecurity frameworks for implementing 
internationally recognized cybersecurity standards: 

- ISO 27000 - ITIL, ISO 20000  - COBIT  - ISO 13335  

- IT Safety Guidelines 

- Online collection system certification 

- ISF Standard of Good Practice for Information Security. 

1.2.3 CERTIFICATION 

Latvia does not have any nationally recognized cybersecurity framework for certification and accreditation of 
national agencies and public sector professionals.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Latvia has officially recognized National Security Concept and Cyber Security Strategy of Latvia 2014-2018 as its 
national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

The Cybersecurity Policy in Latvia Coordination, Strategy & Priorities presented by the Ministry of Defense 
provides the national governance roadmap for cybersecurity in the Latvia. 

1.3.3 RESPONSIBLE AGENCY 

The National IT Security Council and the Ministry of Defense oversee cybersecurity strategy, policy and roadmap 
in Latvia. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://m.likumi.lv/doc.php?id=88966
http://likumi.lv/doc.php?id=220962
https://cert.lv/
https://cert.lv/section/show/80
https://cert.lv/section/show/96
http://likumi.lv/doc.php?id=227460
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/latvian-national-cyber-security-strategy
https://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=3&ved=0CCkQFjAC&url=https%3A%2F%2Fresilience.enisa.europa.eu%2Fenisas-ncss-project%2FCyberSecurityPolicyinLatvia_ElinaNeimane_271114.pps&ei=ZDS-VMfmL4j3OorGgcgD&usg=AFQjCNHhgLx5pPZW-I8hQXztwIuw6O_FmA&sig2=mL5P-o0KYXGQoO6CgICOQA&cad=rja
http://www.mod.gov.lv/
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1.3.4 NATIONAL BENCHMARKING 
Currently there are no national or sector-specific benchmarking exercises or referential used to measure 

cybersecurity development in Latvia. 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

CERT.LV has developed information technology security recommendations for state and local government 
authorities; it also has produced some activity reports which suffice as the officially recognized national or sector-
specific research and development (R&D) programs/projecst for cybersecurity standards, best practices and 
guidelines to be applied in either the private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 
CERT.LV produces training for IT security issues at the national and local government institutions. 

1.4.3 PROFESSIONAL CERTIFICATION 

There is no available information regarding the exact number of public sector professionals certified under 
internationally recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

CERT.LV is the officially recognized certified government and public sector agency certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

CERT.LV partners with its counterparts around Europe, sharing cybersecurity assets. Latvia is an accredited 
member state of the TI TF-CSIRT. TF-CSIRT holds regular security incident response team meetings to better get 
to know colleagues from other countries, as well as to work together in different areas of research and to improve 
incident resolution options. 

1.5.2 INTRA-AGENCY COOPERATION 

The CERT.LV cooperates with state and local authorities encouraging them to make the security of their 
electronic information space a priority. CERT.LV has prepared a brief overview of the legal frame of cooperation 
with state and local authorities. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

CERT.LV cooperates with the Internet Service providers as a framework for sharing cybersecurity assets between 
the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

CERT.LV is a member of FIRST and TERENA. The government of Latvia has recognized the danger of increased 
cyber threats and is working together with NATO, the European Union, the Baltic States, Nordic states, and the 
United States to strengthen its cybersecurity.  The United States supports Latvia’s efforts through visits by U.S. 
experts and Latvian participation in EUCOM and NATO sponsored events and U.S.-based training. The 
government of Latvia is also a partner in the Freedom Online Coalition, a group of governments collaborating to 
advance Internet freedom. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

- Section 166 of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Latvia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Latvia has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 

https://cert.lv/
https://cert.lv/uploads/uploads/CERT%20rekomend%C4%81cijas%20iest%C4%81d%C4%93m%20ES%20prezident%C5%ABra_29092014.pdf
https://cert.lv/section/show/48
https://cert.lv/
https://cert.lv/section/show/85
https://cert.lv/
https://cert.lv/
https://www.terena.org/activities/tf-csirt/
https://www.terena.org/activities/tf-csirt/
https://cert.lv/
https://cert.lv/
https://cert.lv/section/show/74
https://cert.lv/
https://cert.lv/section/show/77
https://cert.lv/
http://www.first.org/
https://www.terena.org/activities/tf-csirt/
http://www.nato.int/
http://www.eucom.mil/
http://www.nato.int/
https://www.freedomonlinecoalition.com/
http://m.likumi.lv/doc.php?id=88966
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Watchmen website, under the Latvian national police provides information on internet safety for children 
and youth. 
2.4 REPORTING MECHANISM 

Illegal online content can be reported in the website of the Latvian Safer Internet Centre or by the phone number: 
11611. 

 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.sargi-sevi.lv/index.php?id=260&sa=260&top=;
http://www.drossinternets.lv/page/32
http://www.saferinternet.org/latvia
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CYBERWELLNESS PROFILE 

LEBANON 

 

BACKGROUND 

Total Population: 4 292 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 70.50% 

(data source: ITU Statistics, 2013) 

 
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Lebanon does not have specific criminal legislation pertaining to cybercrime. 

1.1.2  REGULATION AND COMPLIANCE 

Lebanon does not have specific regulation and compliance requirements on cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU-IMPACT conducted a CIRT readiness assessment for Lebanon at Beirut, Lebanon in October 2012.  

Lebanon does not have an officially recognized national CIRT currently.  

1.2.2 STANDARDS 

Lebanon does not have officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Lebanon does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Lebanon does not have an officially recognized national cybersecurity strategy or policy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Lebanon does have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The Telecommunication Regulatory Authority (TRA) is the officially recognized agency responsible for 
implementing a national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Lebanon does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Lebanon does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.tra.gov.lb/
http://en.wikipedia.org/wiki/File:Flag_of_Lebanon.svg
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1.4.2 MANPOWER DEVELOPMENT 

There are a number of cybersecurity research initiatives in Lebanon conducted under the American University of 
Beyrouth.  

Currently Lebanon relies on its service providers, Cybercrime Bureau and individual experts to provide support 
and knowledge sharing on best practices and security awareness. In addition, the Ministry of 
Telecommunications (MOT) and the Telecommunications Regulatory Authority (TRA) hosted the "Responsible 
Citizen in Cyberspace" event on April 15, 2013 at the MOT premises. 

1.4.3 PROFESSIONAL CERTIFICATION 

Lebanon does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Lebanon does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Lebanon has an officially 
recognized partnership with the following organization: 

-Pan Arab Observatory for Cybersecurity.   

1.5.2 INTRA-AGENCY COOPERATION 

Lebanon does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Lebanon does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Lebanon is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Lebanon does not have any national legislation pertaining to child online protection. 
2.2 UN CONVENTION AND PROTOCOL 

Lebanon has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Lebanon has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Lebanese Telecommunication Regulatory Authority (*) presents information (*) on child online protection, 

(link to National Safety Website by TRA www.e-aman.com) and leads an intense awareness program for Child 

Online Protection  

2.4 REPORTING MECHANISM 

Lebanon does not have an officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 
  

http://www.aub.edu.lb/
http://www.aub.edu.lb/
http://www.tra.gov.lb/NewsDetails.aspx?pageid=3091
http://www.tra.gov.lb/NewsDetails.aspx?pageid=3091
http://www.tra.gov.lb/NewsDetails.aspx?pageid=1736
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.tra.gov.lb/
http://www.tra.gov.lb/indexar.aspx
http://www.tra.gov.lb/Children-protection
http://www.tra.gov.lb/Children-protection-AR
http://intranet.itu.int/sites/ITU-D/cyb/CYBERSECURITY%20AREAS/Country%20Profiles/Country%20Profile%202014/www.e-aman.com
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CYBERWELLNESS PROFILE 

 LESOTHO 

 

 

BACKGROUND 

Total Population: 2 217 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 5.00% 

(data source: ITU Statistics, 2013) 

 

1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 

Lesotho does not have any officially recognized national legislation pertaining to cybercrime. 

1.1.2 REGULATION AND COMPLIANCE 

Lesotho does not have any officially recognised regulation pertaining to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU-IMPACT conducted a CIRT readiness assessment for Lesotho at Maseru, Lesotho during November 2012 (19 
- 23rd November 2012). Lesotho does not have yet an officially recognized national CIRT.  

1.2.2 STANDARDS 

Lesotho does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Lesotho does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Lesotho does not have an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Lesotho does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The Ministry of Communication, Science and Technology is the officially recognized agency responsible for 
implementing a national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Lesotho does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Lesotho does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.gov.ls/comms/
http://en.wikipedia.org/wiki/File:Flag_of_Lesotho.svg
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1.4.2 MANPOWER DEVELOPMENT 

Lesotho does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Lesotho does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Lesotho does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Lesotho does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Lesotho does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Lesotho does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Lesotho is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Lesotho is 
among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in Sub-
Sahara Africa” (HIPSSA). 

2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child protection has been enacted through the following instruments: 

-Sexual Offense Act. 
2.2 UN CONVENTION AND PROTOCOL 

Lesotho has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Lesotho has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Lesotho does not have any officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Lesotho does not have any officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 

 
  

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.lesotholii.org/ls/legislation/act/2003/3
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 LIBERIA 

 

 

BACKGROUND 

Total Population: 4 245 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 4.60% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Liberia does not have any officially recognized national legislation pertaining to cybercrime. However it has 

transposed the Economic Community of West African States (ECOWAS) Directive on Cybercrime into local 

Telecommunications law, which is currently awaiting legislative approval. 

1.1.2  REGULATION AND COMPLIANCE 

Liberia does not have any officially recognized regulation pertaining to cyber security. However it has transposed 

the Economic Community of West African States (ECOWAS) Directive on Cybercrime into our local 

Telecommunications law, which is currently awaiting legislative approval. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU conducted a CIRT readiness assessment for Liberia at Addis Ababa, Ethiopia in March 2014 (10-14th March 
2014). Currently, Liberia does not have any officially recognized national CIRT. However it is in the process of 
developing such a body with technical expertise from ITU. 

1.2.2 STANDARDS 

Liberia does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Liberia does not have any officially approved national (and sector specific) cybersecurity frameworks for the 

certification and accreditation of national agencies and public sector professionals. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Liberia does not have an officially recognized national cybersecurity strategy. Her current ICT policy minimally 
addresses cybersecurity. 

1.3.2 ROADMAP FOR GOVERNANCE 
Liberia does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 
The Government of Liberia CIO program is the officially recognized agency responsible for implementing a 
national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Liberia does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.ecowas.int/
http://en.wikipedia.org/wiki/File:Flag_of_Liberia.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Liberia have officially recognized national or sector-specific research and development (R&D) programs/projects 
for cybersecurity standards, best practices and guidelines to be applied in either the private or the public sector. 
However these initiatives are currently in their infant stages under the Government of Liberia CIO Program. There 
are various assessments being conducted which would consummate into a full Enterprise Architecture (EA) 
framework for the Government. The EA framework would address such issues as cybersecurity standards, best 
practices etc. 

1.4.2 MANPOWER DEVELOPMENT 

Liberia has a number of Universities which provide computer security related programs. It has also developed a 
professional program that certifies CIOs, which includes security related programs among others. 

1.4.3 PROFESSIONAL CERTIFICATION 

Liberia does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Liberia does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Liberia does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Liberia Chief Information Officer (CIO) has officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public sector 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Liberia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Liberia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Liberia is also 
a member of ECOWAS. Liberia is among the beneficiaries of the EU/ITU co-funded project “Support for 
Harmonization of the ICT Policies in Sub-Sahara Africa” (HIPSSA). 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

-Children Law (Section 18.16). 
2.2 UN CONVENTION AND PROTOCOL 

Liberia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Liberia has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Liberia does not have any officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Liberia does not have any officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 

 

http://www.ecowas.int/
http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.sabin.org/sites/sabin.org/files/Children%20Law%20Liberia%20(September%202011).pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 LIBYA 

 

 

BACKGROUND 

Total Population: 6 469 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 16.50% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Libya does not have specific legislation pertaining to cybercrime. However Libya is currently embarking in drafting 

new legislations on cyber-activities e.g. Cybercrime Law, Data Protection Law, Cyber-IPR Law, e-Transactions 

Law, e-Commerce Law. 

1.1.2  REGULATION AND COMPLIANCE 

Libya does not have specific regulation and compliance requirements pertaining to cybersecurity. However, 

NISSA is mandated to carry out the needed steps for such cybersecurity compliance process at the national level. 

1.2 TECHNICAL MEASURE 

1.2.1 CIRT 

Libya requested assistance from ITU for establishing a national CIRT. As a result, Libya-CERT is up and running 
since February 2013 providing some basic services under the umbrella of the National Information Security and 
Safety Authority (NISSA). The webpage of Libya-CERT is under construction.  

1.2.2 STANDARDS 

Libya does not have officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. However, NISSA is mandated to carry out the 
needed steps for such cybersecurity framework at the national level including governmental agencies. 

1.2.3 CERTIFICATION 
Libya does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Libya does not have an officially recognized national cybersecurity strategy. However NISSA is currently 
developing a national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Libya does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The NISSA and the Ministry of Communications and Informatics are the officially recognized agencies responsible 
for implementing a national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Libya does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.cim.gov.ly/
http://en.wikipedia.org/wiki/File:Flag_of_Libya.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Libya does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

NISSA is running a national program in raising the awareness and promoting cybersecurity specific educational 
program among the public and private sectors. NISSA has organized the first International Cybersecurity Days 
Conference (CDC) during the period 27-29 August 2013 in Libya with participation from international 
organizations. 

1.4.3 PROFESSIONAL CERTIFICATION 

Libya does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Libya does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Libya has officially 
recognized partnerships with the following organizations: 

-United States Trade and Development 
Agency 

-National US-Arab Chamber of Commerce -OMAN-CERT  

-TUN-CERT 
-Alcatel-Lucent France CERT and SOC 

 

1.5.2 INTRA-AGENCY COOPERATION 

NISSA is currently implementing an officially recognized national program for sharing cybersecurity assets within 
the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Libya does not have any officially recognized national or sector-specific programs for sharing cybersecurity assets 
within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Libya participated in the 2012 ITU-IMPACT Applied Learning for Emergency Response Teams (ALERT) from 15-17 
July in Amman, Jordan. 

Libya also participated in Africa-CERT, OIC-CERT, SANS and EC-Council activities  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-The Criminal Code (Article 421) 
2.2 UN CONVENTION AND PROTOCOL 

Libya has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. 

Libya has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 

 

http://www.ustda.gov/
http://www.ustda.gov/
http://www.nusacc.org/
http://www.cert.gov.om/
http://www.first.org/members/teams/tuncert
http://www.alcatel-lucent.com/solutions/cyber-security-competence-center
http://www.africacert.org/
http://www.oic-cert.net/
http://www.sans.org/
http://www.eccouncil.org/
http://www.sluzbenilist.me/PravniAktDetalji.aspx?tag=%7bFBB96471-2C3B-4B18-91EB-F3AC7E5B6C2F%7d
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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2.3 INSTITUTIONAL SUPPORT 

Libya does not have an officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Libya does not have an officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 
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CYBERWELLNESS PROFILE  

PRINCIPALITY OF LIECHTENSTEIN 

 

BACKGROUND 

Total Population: 36 500 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 93.80%  

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Criminal Code. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Data Protection Act 

- Law on E-commerce 

- Law on Electronic Signatures 

- Law on Electronic Communication 

- Law on the Re-use of Public Sector Information. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Liechtenstein does not have an officially recognized national CIRT.  

1.2.2 STANDARDS 

Liechtenstein does not have an officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Liechtenstein.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Liechtenstein does not have an officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Liechtenstein. 

1.3.3 RESPONSIBLE AGENCY 

There is no nationally recognized agency for the cybersecurity in Liechtenstein. 

1.3.4 NATIONAL BENCHMARKING 

Liechtenstein does not have any officially recognized national benchmarking or referential to measure 
cybersecurity development.  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
https://www.gesetze.li/get_pdf.jsp?PDF=1988037.pdf
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Liechtenstein does not have an officially recognized national or sector-specific research and development 
program or project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Liechtenstein.  

1.4.3 PROFESSIONAL CERTIFICATION 

Liechtenstein does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Liechtenstein does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Liechtenstein does not have any framework to facilitate sharing of cybersecurity assets across borders or with 
other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Liechtenstein does not have any officially recognized national or sector-specific program for sharing 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Liechtenstein. 

1.5.4 INTERNATIONAL COOPERATION 

Liechtenstein is a member of the CoE. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- §218(a) and §219* of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Liechtenstein has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Liechtenstein has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Liechtenstein. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Liechtenstein.   
  

http://www.coe.int/web/portal/home
https://www.gesetze.li/get_pdf.jsp?PDF=1988037.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

LITHUANIA 
 

 

BACKGROUND 

Total Population: 3 292 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 68.45% 

(data source: ITU Statistics, 2013) 

  
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- Criminal Code of the Republic of Lithuania (chapter on crimes against security of electronic Data and 
Information Systems). 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

- Law in Electronic Communication (Article 42 & 62).  
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Lithuani a has an officially recognized national CIRT (CERT-LT) established within the Communications Regulatory 
Authority dealing with network and information security incidents in Lithuanian public electronic 
communications networks.  

Concerning sector-specific CERT; LITNET CERT is the Computer Emergency Response Team of the Lithuanian 
academic and research network LITNET.  SVDPT-CERT is a computer emergency response team of Secure State 
Data Communication Network of the Lithuanian state institutions and municipalities and LTU MOD CIRT is a 
computer incident response team of the Lithuanian Ministry of Defence. 

1.2.2 STANDARDS 

There is no available information concerning any officially approved national or  sector specific cybersecurity 
frameworks for implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
There is no available information concerning any officially approved national (and sector specific) cybersecurity 
frameworks for the certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
The Programme for the Development of Electronic Information Security for 2011–2019 approved by Government 

of the Republic of Lithuania and carried out by the Ministry of the Interior is the officially recognized national 

cybersecurity policy. 

 The purpose of the Programme is in one hand to determine the objectives and tasks for the development of 

electronic information in order to ensure the confidentiality, integrity and accessibility of electronic information 

and services provided in cyberspace, safeguarding of electronic communication networks, information systems 

and critical information infrastructure against incidents and cyberattacks, protection of personal data and 

privacy, as well as to set the tasks, implementation of which would allow total security of cyberspace and entities 

operating in this medium. On the other hand the programme ensures the security of state-owned information 

resources, an efficient functioning of critical information infrastructure.  

http://www.enisa.europa.eu/
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx
http://www.terena.org/?p_id=366707
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf?p_id=463812&p_tr2=2
https://www.cert.lt/en/index.html
https://trusted-introducer.org/index.html
http://www.is.lt/en/svdpt-cert_117.html
http://www3.lrs.lt/pls/inter3/dokpaieska.showdoc_l?p_id=403385&p_query=&p_tr2=2
http://hub.coe.int/en/
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1.3.2 ROADMAP FOR GOVERNANCE 

The Programme for the Development of Electronic Information Security for 2011–2019 provides a national 
governance roadmap for cybersecurity in Lithuania. 

1.3.3 RESPONSIBLE AGENCY 

The coordination of the national cybersecurity strategy (Programme for the Development of Electronic 
Information Security for 2011–2019 implementations) is carried out by the Ministry of the Interior of the Republic 
of Lithuania. Also, an inter-institutional Electronic Information Security (Cybersecurity) Coordination Commission 
is in operation, chaired by the representative of the Ministry of the Interior. 

1.3.4 NATIONAL BENCHMARKING 

There is no available information concerning any officially recognized national of sector-specific benchmarking 
exercises or referential used to measure cybersecurity development in Lithuania.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no available information concerning any officially recognized national or sector-specific research and 
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied 
in either the private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 
There is no available information concerning any officially recognized national or sector-specific educational and 

professional training programs for raising awareness with the general public, promoting cybersecurity courses in 

higher education and promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

There is no available information concerning any public sector professionals certified under internationally 
recognized certification programs in cybersecurity.  

1.4.4 AGENCY CERTIFICATION 

Lithuanian CERT-LT, LITNET CERT, SVDPT-CERT are all accredited teams by Trusted Introducer which address 
common needs and build a service infrastructure providing vital support for all security and incident responses 
teams.  

LITNET is a member of the Trans-European Research and Education Networking Association TERENA  which offers 
a forum to collaborate, innovate and share knowledge in order to foster the development of Internet technology. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Lithuania has officially 
recognized national or sector-specific partnerships with the following organizations: 

-The Communication Regulatory Authority (RTT) which is an independent national institution regulating 
communication sector in Lithuania that implements the European Union Safer Internet programme and, in 
cooperation with the Centre of Information Technologies in Education (ITC) and other partners executes the 
Safer Internet project. 

- Association INHOPE which is a hotline established by RRT to report illegal or harmful content on the Internet 

 - Council of Europe         -ENISA 

CERT-LT has signed Memorandums of Understanding with CERTs of other countries (e.g., KZ-CERT). 

1.5.2 INTRA-AGENCY COOPERATION 

There is no available information concerning any officially recognized national or sector-specific programs for 
sharing cybersecurity assets within the public sector.  

 

 

http://www.inhope.org/gns/home.aspx?p_id=403385&p_query=&p_tr2=2
http://www.vrm.lt/lit/English
http://www.vrm.lt/lit/English
http://www3.lrs.lt/pls/inter3/dokpaieska.showdoc_l
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/default.aspx
http://www.rrt.lt/en/home.html
https://www.cert.lt/en/report.html
http://www.rrt.lt/en/home.html
http://www.icse2014.org/
http://www3.lrs.lt/pls/inter3/dokpaieska.showdoc_l
https://www.cert.lt/en/index.html
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1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no available information concerning any officially recognized national or sector-specific programs for 
sharing cybersecurity assets between the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Lithuania is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  

Lithuania participated in the cybersecurity activities of ENISA. Lithuania, represented by the Communications 
Regulatory Authority, is a member of the Government Advisory Committee (GAC), an advisory body to the Board 
of Directors of the Internet Corporation for Assigned Names and Numbers (ICANN), the organization which 
performs the administration of the Internet protocol addresses, domain name system and Internet root servers. 
The main function of GAC is to advise ICANN on public policy issues. 

Lithuania also participated in the International Cyber Shield Exercise 2014 in Turkey (ICSE 2014). 

CERT-LT, LITNET CERT, LTU MOD CIRT are members of FIRST and are all listed teams by Trusted Introducer of 
TERENA . 

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 
- Article 309* of the Criminal Code. 

2.2 UN CONVENTION AND PROTOCOL 

Lithuania has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Lithuania has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The website of the Lithuanian Communications Regulatory Authority (CRA (*)) has information on internet 
security for consumers and provides a link to Safer Internet. 
2.4 REPORTING MECHANISM 

Online information with pedophilic or pornographic character or information inciting racial and ethnic hatred 
can be reported in the website (*) of Safer Internet Lithuania. 

Online harmful content can be reported at the website of the Lithuanian Computer Emergency Response 
Team (cert-lt (*)). 
  

https://www.cert.lt/pranesti.html
http://www.terena.org/
https://www.cert.lt/en/index.html
http://en.wikipedia.org/wiki/File:Flag_of_Lithuania.svg
http://www.first.org/
http://www3.lrs.lt/pls/inter3/dokpaieska.showdoc_l
http://www.draugiskasinternetas.lt/en/main/report
http://www3.lrs.lt/pls/inter3/dokpaieska.showdoc_e?p_id=437555&p_query=&p_tr2=2
http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.rrt.lt/en/home.html
http://www.rrt.lt/lt/titulinis.html
https://cert.litnet.lt/en
http://www.draugiskasinternetas.lt/lt
https://trusted-introducer.org/index.html
http://www.enisa.europa.eu/
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CYBERWELLNESS PROFILE  

LUXEMBOURG 

 

 

BACKGROUND 

Total Population: 523 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 93.77% 

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Penal Code. 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Law on Data Protection on Electronic Communications - Law on Electronic Communications and Radio Waves 

- Law on Electronic Commerce    - Law on Electronic Signature and Cryptography 

- Law on the Protection of Individuals with regard to the Processing of Personal Data. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
Luxembourg has an officially recognized national CIRT GOVCERT.LU and the Computer Incident Response Center 
Luxembourg (CIRCL) is a government-driven initiative designed to gather, review, report and respond to 
computer security threats and incidents. 

1.2.2 STANDARDS 
There is no information on any framework for implementing internationally recognized cybersecurity standards 
in Luxembourg. 

1.2.3 CERTIFICATION 
There is no information on any framework for certification and accreditation of national agencies and public 
sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Luxembourg has an officially recognized Stratégie Nationale en Matière de Cyber Sécurité as its National 

Cybersecurity Strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 
The Plan Directeur de la Mise en Œuvre des Technologies de l’Information au Sein de l’Etat provides a national 
governance roadmap for cybersecurity in Luxembourg. 

1.3.3 RESPONSIBLE AGENCY 
The GOVCERT.LU and Le Cyber Security Board (CSB) monitor and coordinate the implementation of a national 
cybersecurity strategy, policy and roadmap by respective agencies. 

1.3.4 NATIONAL BENCHMARKING 
There is no information on any national benchmarking exercises or referential used to measure cybersecurity 
development in Luxembourg. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.legilux.public.lu/leg/textescoordonnes/codes/code_penal/ZIP_CODE_PENAL.zip
http://www.cnpd.public.lu/en/legislation/droit-lux/doc_loi30052005_en.pdf
http://www.wipo.int/wipolex/en/text.jsp?file_id=187703
http://www.legilux.public.lu/leg/textescoordonnes/recueils/COMMERCE_ELECTRONIQUE/SIGNATURE_ELECTRONIQUE.pdf
http://www.cnpd.public.lu/fr/legislation/droit-lux/doc_loi02082002_en.pdf
http://www.govcert.lu/en/index.html
http://www.circl.lu/
http://www.itnation.lu/wp-content/uploads/downloads/2011/12/CSB_Strat__gie_final_20111122_.pdf
http://www.fonction-publique.public.lu/fr/publications/documents-strategiques/plan-technologies-information.pdf
http://www.govcert.lu/en/index.html
http://www.mediacom.public.lu/institutions/Institutions_nationales/smc/20140311_csb/index.html
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no information on any program or exercise available for research and development (R&D) of 
cybersecurity standards, best practices and guidelines in Luxembourg. 

1.4.2 MANPOWER DEVELOPMENT 
CIRCL offers courses to its members and organizations based in Luxembourg to improve information security. 

CIRCL is sharing its field experience through a set of training or technical courses. 

1.4.3 PROFESSIONAL CERTIFICATION 

CIRCL team member are certified public sector professionals. 

1.4.4 AGENCY CERTIFICATION 

CIRCL is RIPE member and an accredited CERT of TF-CSIRT Trusted Introducer.  

 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, CIRCL cooperates with 
CERTs from various countries. 

1.5.2 INTRA-AGENCY COOPERATION 

Luxembourg has an officially recognized Malware Information Sharing Platform. MISP acts as a platform for 
sharing threat indicators within private and public sectors. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Private organizations in Luxembourg or accredited CERTs can request an access to their respective MISP platform. 
MISP acts as a platform for sharing threat indicators within private and public sectors. This is the officially 
recognized national or sector-specific program for sharing cybersecurity assets within the public and private 
sector. 

1.5.4 INTERNATIONAL COOPERATION 

Luxembourg participates in the following international cooperation activities through CIRCL:  
- FIRST   - EU  - TI. 

2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Articles 327, 383-385, 385-1 and 385b of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Luxembourg has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. 

Luxembourg has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to 
The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no information showing any agency that provides support for online child protection in Luxembourg. 
2.4 REPORTING MECHANISM 

Online illegal content can be reported at the website BEE SECURE Stopline (*). Also computer incidents can be 
reported in the website of the CIRCL, by the email address info@circl.lu or by the phone number (+352) 247 
88444. 

 

http://www.circl.lu/
http://www.circl.lu/
http://www.circl.lu/services/training/
http://www.circl.lu/
http://www.circl.lu/team/
http://www.circl.lu/
http://www.ripe.net/
https://www.trusted-introducer.org/
http://www.circl.lu/
http://www.circl.lu/services/misp-malware-information-sharing-platform/
http://www.circl.lu/services/misp-malware-information-sharing-platform/
http://www.circl.lu/services/misp-malware-information-sharing-platform/
http://www.circl.lu/
https://www.first.org/
http://ec.europa.eu/index_en.htm
https://www.trusted-introducer.org/
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
https://stopline.bee-secure.lu/index.php?id=11&L=2
https://stopline.bee-secure.lu/index.php?id=11&L=0
http://www.circl.lu/
mailto:info@circl.lu
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CYBERWELLNESS PROFILE 
REPUBLIC OF MACEDONIA  

 

 

BACKGROUND 

Total Population: 2 067 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 61.20% 

(data source: ITU Statistics, December 2013) 

  

 
1. CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Criminal Code. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Law on Personal Data 

- Law on Electronic Commerce 

- Law on Electronic communications 

- Law on Interception of Communications 

- Law on free Access to public Information 

- Law on Data in Electronic Form and Electronic Signature. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Macedonia has an officially recognized national CIRT known as MARNet-CERT. ITU conducted a CIRT readiness 
assessment for Macedonia in 2012. 

1.2.2 STANDARDS 

Macedonia does not have any officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Macedonia.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Macedonia does not have any officially recognized national or sector-specific cybersecurity strategy. But it has a 
strategy for personal data protection followed by an Action Plan. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Macedonia. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://unpan1.un.org/intradoc/groups/public/documents/untc/unpan016120.pdf
http://www.dzlp.mk/sites/default/files/Dokumenti/Strategy_DPDP_MK.pdf
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1.3.3 RESPONSIBLE AGENCY 

There is no information about any agency responsible for cybersecurity in Macedonia. 

1.3.4 NATIONAL BENCHMARKING 

Macedonia does not have any officially recognized national benchmarking or referential to measure 
cybersecurity development.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Macedonia does not have an officially recognized national or sector-specific research and development program 
or project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Macedonia.  

1.4.3 PROFESSIONAL CERTIFICATION 

Macedonia does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Macedonia does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Macedonia does not have any framework to facilitate sharing of cybersecurity assets across borders or with other 
nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Macedonia does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Macedonia. 

1.5.4 INTERNATIONAL COOPERATION 

Macedonia is a member of the NATO and CoE.  
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 
- Articles 193 and 193a of the Criminal Code.  
2.2 UN CONVENTION AND PROTOCOL 

Macedonia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Macedonia has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Macedonia.  
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Macedonia.   
  

http://www.nato.int/cps/en/natolive/topics_48830.htm
http://www.coe.int/en/web/human-rights-rule-of-law/-/eastern-partnership-countries-take-strong-measures-against-cybercrime-at-council-of-europe-conference
http://unpan1.un.org/intradoc/groups/public/documents/untc/unpan016120.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 MADAGASCAR 

 

 

BACKGROUND 

Total Population: 21 929 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 2.20% 

(data source: ITU Statistics, 2013) 

 

 

1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Act 2014-006 on the fight against Cybercrime 

1.1.2  REGULATION AND COMPLIANCE 

Madagascar does not have specific regulation and compliance requirement related to cybersecurity. 

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Madagascar does not have an officially recognized national CIRT. 

1.2.2 STANDARDS 

Madagascar does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Madagascar does not have any officially approved national (and sector specific) cybersecurity frameworks for 
the certification and accreditation of national agencies and public sector professionals. 
 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Madagascar does not have an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Madagascar does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

Madagascar does not have an officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Madagascar does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development.     

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.madagascar-services.biz/wp-content/uploads/2014/07/Loi-N°2014-006-sur-la-lutte-contre-la-cybercriminalité.pdf
http://en.wikipedia.org/wiki/File:Flag_of_Madagascar.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Madagascar does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Madagascar does not have any officially recognized national or sector-specific educational and professional 
training programs for raising awareness with the general public, promoting cybersecurity courses in higher 
education and promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Madagascar does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Madagascar does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Madagascar does not have official recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Madagascar does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Madagascar does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Madagascar is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 
Madagascar is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT 
Policies in Sub-Sahara Africa” (HIPSSA). 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Articles 330, 346 and 347 of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Madagascar has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Madagascar has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Madagascar does not have an officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Madagascar does not have an officially recognized agency that offers an avenue for the reporting of incidents 
related to child online protection. 

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.justice.gov.mg/wp-content/uploads/textes/1TEXTES%20NATIONAUX/DROIT%20PRIVE/les%20codes/CODE%20PENAL.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 MALAWI 

 

 

BACKGROUND 

Total Population: 15 883 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 5.40% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Malawi does not have specific criminal legislation pertaining to cybercrime. However a legislation bill is being 

drafted and is expected to be passed by parliament shortly. 

1.1.2  REGULATION AND COMPLIANCE 

Malawi does not have specific regulation and compliance requirement pertaining to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Malawi does not have officially recognized national CIRT.  

1.2.2 STANDARDS 

Malawi does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Malawi does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Malawi has an officially recognized national cybersecurity policy (National ICT Policy 2013). The Policy recognises 
the importance of the cyber security and aims at promoting the use of ICTs to mitigate crimes and enhance public 
security and cooperate with international security agencies. 

1.3.2 ROADMAP FOR GOVERNANCE 

Malawi does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

Malawi Communication Regulatory Authority is the officially recognized agency responsible for implementing a 
national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Malawi does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Malawi has an officially recognized national research and development (R&D) project (HIPSSA PROJECT) for 
cybersecurity standards, best practices and guidelines to be applied in either the private or the public sector. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.malawi.gov.mw/images/Publications/Malawi%20ICT%20Policy%20Final.pdf
http://www.macra.org.mw/
http://www.comesa.int/index.php?option=com_content&view=article&id=984:steps-to-enhance-cyber-security-&catid=5:latest-news&Itemid=41
http://en.wikipedia.org/wiki/File:Flag_of_Malawi.svg
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1.4.2 MANPOWER DEVELOPMENT 
There is an educational program (MSc. Information Theory, Coding & Cryptography) that provides skills in Coding 
and Cryptography for the public and private sector professionals. 

1.4.3 PROFESSIONAL CERTIFICATION 

Malawi does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Malawi does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Malawi has an officially 
recognized partnership with ITU-IMPACT. 

1.5.2 INTRA-AGENCY COOPERATION 

Malawi does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Malawi does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. However BD CERT organizes events to share knowledge with the law 
enforcing agencies, industry and academia. 

1.5.4 INTERNATIONAL COOPERATION 

Malawi is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Malawi 
participated in the ITU-IMPACT meeting within the African Forum on Best Practices in ICT, Ouagadougou, Burkina 
Faso, October 10-12, 2013.  

Furthermore, Malawi participated in the COMESA Cyber Security Validation Workshop (24th to 28th July 2011) 
and the COMESA Cyber Security and Public Key Infrastructure Meeting (25th to 28th  November 2013). Malawi is 
among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in Sub-
Sahara Africa” (HIPSSA). 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-The Criminal Code (Section 179). 
2.2 UN CONVENTION AND PROTOCOL 

Malawi has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Malawi has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Malawi does not have an officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Malawi does not have an officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection.  

http://www.mzuni.ac.mw/index.php?option=com_content&view=article&id=55%3Amsc-information-theory-coding-a-cryptography&catid=3%3Aeducation&Itemid=19
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/ITU-IMPACT.aspx
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/ITU-IMPACT_BF-13.aspx
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/ITU-IMPACT_BF-13.aspx
http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
https://www.unodc.org/tldb/pdf/Malawi_Penal_Code.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

MALAYSIA 
 

 

BACKGROUND 

Total Population: 29.82 million  

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 66.97% 

(data source: ITU Statistics, December 2013) 

  

1. CYBERSECURITY 

1.1 LEGAL MEASURES 
1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instruments: 

- Communications and Multimedia Act 1998 [Act 588]   - Computer Crime Act 1997 [Act 563] 

- Personal Data Protection Act 2010 [Act 709]    - Penal Code [Act 574] 

- Copyright Act 1987       - Digital Signature Act 1997[Act 562] 

- Financial Services Act 2013      - Electronic Commerce Act 2006 [Act 658]. 
1.1.2 REGULATION AND COMPLIANCE 
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Communications and Multimedia Act 1998 - Financial Services Act 2013  -Digital Signature Act 1997. 

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Malaysia has an officially recognized national CIRT (MyCERT) operated by the office of Cybersecurity Malaysia.  
Malaysia has also a Government CERT (GCERT) which coordinates knowledge sharing and exchanges programs 
between MyCERT, Internet Service Providers and enforcement agencies.  

1.2.2 STANDARDS 

Malaysia has officially approved national (and sector specific) cybersecurity frameworks for implementing 
internationally recognized cybersecurity standards through the following instruments: 

-National Cybersecurity Policy (NCSP) -National Security Council directive No. 24 “Arahan 24” 

-The Cabinet’s Decision in 2010  -Arahan Keselamatan under Chief Government Security Office (CGSO). 

1.2.3 CERTIFICATION 

The Policy Thrust 3 Cybersecurity Technology Framework from the National Cybersecurity policy (NCSP) offers a 
cybersecurity framework for the certifications and accreditations of national agencies and public sector 
professionals.  

 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Malaysia has an officially recognized National Cybersecurity Policy (NCSP) which was initiated by the Ministry of 
Science Technology and Innovation, to harness national effort to enhance the security of Malaysia’s Critical 
National Information Infrastructure (CNII).The Policy was formulated based on a National Cybersecurity 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.agc.gov.my/Akta/Vol.%2012/Act%20588.pdf
http://www.agc.gov.my/Akta/Vol.%2012/Act%20563.pdf
http://www.kkmm.gov.my/pdf/Personal%20Data%20Protection%20Act%202010.pdf
http://www.agc.gov.my/Akta/Vol.%2012/Act%20574.pdf
http://www.swinburne.edu.my/docs/library/copyright_act_1987.pdf
http://www.wipo.int/wipolex/en/text.jsp?file_id=228678
http://www.bnm.gov.my/documents/act/en_fsa.pdf
http://www.agc.gov.my/Akta/Vol.%2014/Act%20658.pdf
http://www.agc.gov.my/Akta/Vol.%2012/Act%20588.pdf
http://www.bnm.gov.my/documents/act/en_fsa.pdf
http://www.wipo.int/wipolex/en/text.jsp?file_id=228678
http://www.mycert.org.my/en/
http://www.mampu.gov.my/web/en/gcert
http://www.mycert.org.my/en/
http://cnii.cybersecurity.org.my/main/ncsp/tncsp.html
http://cnii.cybersecurity.org.my/main/ncsp/NCSP-Policy2.pdf
http://cnii.cybersecurity.org.my/main/ncsp/tncsp.html
http://cnii.cybersecurity.org.my/main/ncsp/tncsp.html
http://www.mosti.gov.my/en/
http://www.mosti.gov.my/en/
http://cnii.cybersecurity.org.my/main/index.html
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Framework that comprises legislation and regulatory, technology, public-private cooperation, institutional, and 
international aspects. 

1.3.2 ROADMAP FOR GOVERNANCE 

The Policy Thrust 1 “Effective Governance” from the National Cybersecurity Policy (NCSP) provides a national 
governance roadmap for cybersecurity in Malaysia. 

1.3.3 RESPONSIBLE AGENCY 

The Ministry of Communications and Multimedia (KKMM) and the Ministry of Science, Technology and 
Innovation (MOSTI) monitor and coordinate the implementation of a national cybersecurity strategy, policy and 
roadmap by respective agencies. 

1.3.4 NATIONAL BENCHMARKING 

Malaysia has officially recognized national benchmarking for the national cyber crisis management plan. Malaysia 
conducted on 2007 by Cybersecurity Malaysia a Malaysian Incident Handling Drill. Cybersecurity Malaysia 
coordinated the first National Cyber Crisis Exercise Cyber Drill codenamed X-Maya in collaboration with the 
National Security Council in 2008.  

 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Standards Malaysia is the national standards Body and the national accreditation body, providing confidence to 
various stakeholders, through credible standardization and accreditation services for global competitiveness and 
has officially recognized national or sector-specific research and development (R&D) programs/projects for 
cybersecurity standards, best practices and guidelines to be applied in either the private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Malaysian Communications and Multimedia Commission provides various types of awareness programs, industry 
talks, conferences, training programs and workshops on cybersecurity, for the general public as well as for public 
and private sector employees. CyberSAFE, short for Cybersecurity Awareness for Everyone, is Cybersecurity 
Malaysia’s initiative to educate and enhance the awareness for the general public on the technological and social 
issues facing internet users, particularly on the dangers of getting online. 

1.4.3 PROFESSIONAL CERTIFICATION 

Malaysia does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Malaysia does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Malaysian 
Communications and Multimedia Commission has officially recognized partnerships with the following 
organizations: 

- ASEAN – Japan Partnership      -APT Cybersecurity -ASEAN Cyber Drill. 

1.5.2 INTRA-AGENCY COOPERATION 

Malaysia has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 
public sector through the national X-MAYA and the National Security Council directive No. 24 named Arahan 24. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

The Policy Thrust 7 “Cybersecurity Emergency Readiness” from the National Cybersecurity Policy (NCSP) provides 
officially recognized national or sector-specific programs for sharing cybersecurity assets within the public and 
private sector. 

http://cnii.cybersecurity.org.my/main/ncsp/policy_thrusts.html
http://cnii.cybersecurity.org.my/main/ncsp/tncsp.html
http://www.agc.gov.my/Akta/Vol.%2012/Act%20588.pdf
http://www.mosti.gov.my/en/
http://www.mosti.gov.my/en/
http://www.standardsmalaysia.gov.my/
http://www.skmm.gov.my/
http://www.cybersafe.my/about.html
http://www.skmm.gov.my/
http://www.skmm.gov.my/
http://www.asean.org/
http://www.apt.int/
http://www.itu.int/net/pressoffice/press_releases/2011/50.aspx
http://cnii.cybersecurity.org.my/main/ncsp/policy_thrusts.html
http://cnii.cybersecurity.org.my/main/ncsp/tncsp.html
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1.5.4 INTERNATIONAL COOPERATION 

Malaysia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Malaysia 
participated in the International Cyber Shield Exercise 2014 in Turkey (ICSE 2014). 

 Malaysia participated in the following cybersecurity activities: 

- ASEAN JAPAN Information Security  -APT Cybersecurity Forum 

- Meridian Conference               - Octopus Conference (Cooperation against   cybercrime) 

-  JTC 1/SC 27 Meeting  

MyCERT is a member of FIRST. 

 

2. CHILD ONLINE PROTECTION 

2.2 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 
- Child Act 2001 (Act 611)  

- Section 293, Penal Code (Act 574)  

- Sections 211 and 233, Communications and Multimedia Act 1998. 

2.3 UN CONVENTION AND PROTOCOL 

Malaysia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child.Malaysia has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.4 INSTITUTIONAL SUPPORT 

Ministry of Women, Family and Community Development (MWFCD), Malaysian Communications and 
Multimedia Commission (MCMC) and the Ministry of Education (MOE) provide information on internet safety 
for parents, children and educators. 
2.5 REPORTING MECHANISM 

Online Illegal content can be reported on the Child line 15999. NUR Alert is responsible for spreading information 
as fast as possible to help trace missing children (below 12 years of age) who could be victims of crime or abuse. 
NUR Alert comes under the National Child Protection Policy and Action Plan.  
  

http://www.impact-alliance.org/home/index.html
http://www.icse2014.org/
http://www.nisc.go.jp/eng/fw_top.html
https://features.icann.org/event/icann-speaking-events/apt-cybersecurity-forum
http://www.copyl.com/storage/f847e66b-3c79-4b95-b521-ba7121a20015/www.meridianprocess.org/Flyerv3.0.pdf
http://octopus-web.ext.coe.int/
http://www.iso.org/iso/home/standards_development/list_of_iso_technical_committees/iso_technical_committee.htm?commid=45306
http://www.mycert.org.my/en/
http://www.first.org/
http://www.agc.gov.my/Akta/Vol.%2013/Act%20611.pdf
http://www.agc.gov.my/Akta/Vol.%2012/Act%20574.pdf
http://www.skmm.gov.my/Legal/Acts/Communications-and-Multimedia-Act-1998-Reprint-200.aspx
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.kpwkm.gov.my/home
http://www.skmm.gov.my/
http://www.moe.gov.my/en/home
http://www.sukasociety.org/nur-alert-for-missing-kids/
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CYBERWELLNESS PROFILE 

 MALDIVES 

 

 

BACKGROUND 

Total Population: 324 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 44.10% 

(data source: ITU Statistics, 2013) 

 

1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Maldives does not have any officially recognized national legislation pertaining to cybercrime. 

1.1.2  REGULATION AND COMPLIANCE 

Maldives does not have any officially recognised regulation pertaining to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU conducted a CIRT readiness assessment for Maldives, at Maldives, in August 2010. Maldives does not have 
an officially recognized national CIRT currently.  

 1.2.2 STANDARDS 

Maldives does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Maldives does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Maldives does not have any officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Maldives does not have any national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The Communication Authority of Maldives is the officially recognized agency responsible for implementing a 
national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Maldives does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Maldives does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.cam.gov.mv/
http://en.wikipedia.org/wiki/File:Flag_of_Maldives.svg
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1.4.2 MANPOWER DEVELOPMENT 

Maldives does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Maldives does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Maldives does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Maldives has signed a Memorandum of Collaboration against Malicious Activities in Cyberspace with Japan 
Ministry of Information and Communication. 

1.5.2 INTRA-AGENCY COOPERATION 

Maldives does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Maldives does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Maldives is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Maldives 
participates in regular forums held by APT and ITU. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Maldives does not have any officially recognized legislation pertaining to child online protection. 
2.2 UN CONVENTION AND PROTOCOL 

Maldives has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Maldives has acceded, with no declarations or reservations to articles 2 and 3, the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Maldives does not have any officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Maldives does not have any officially recognized agency that offers an avenue for the reporting of incidents 
related to child online protection. 

 

 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www2.ohchr.org/english/law/pdf/crc-sale.pdf
http://www2.ohchr.org/english/law/pdf/crc-sale.pdf
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CYBERWELLNESS PROFILE 

MALI 

 

 

BACKGROUND 

Total Population: 16 319 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 2.30% 

(data source: ITU Statistics, 2013) 

 
1 CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1.  CRIMINAL LEGISLATION 

Specific legislations on cybercrime have been enacted through the following legal instrument: 

-Criminal Code (Article 264,271) 

1.1.2  REGULATION AND COMPLIANCE 

Mali does not have specific regulation and compliance requirement pertaining to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Mali does not have an officially recognized national CIRT.  

1.2.2 STANDARDS 

Mali does not have officially recognized national (and sector specific) cybersecurity frameworks for implementing 
internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Mali does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Mali does not have an officially recognized national cybersecurity strategy or policy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Mali does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

Mali does not have an officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Mali does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Mali does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://en.wikipedia.org/wiki/File:Flag_of_Mali.svg
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1.4.2 MANPOWER DEVELOPMENT 

Mali does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Mali does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Mali does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Mali has officially recognized partnerships to facilitate sharing of cybersecurity assets across borders or with 
other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Mali does not have any officially recognized national or sector-specific programs for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Mali does not have any officially recognized national or sector-specific programs for sharing cybersecurity assets 
within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Mali is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Mali also 
cooperates with CEDEAO and Africa Union on cybersecurity issues. Mali is among the beneficiaries of the EU/ITU 
co-funded project “Support for Harmonization of the ICT Policies in Sub-Sahara Africa” (HIPSSA). 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 
-The Criminal Code (Articles 224-225 and 228) 

2.2 UN CONVENTION AND PROTOCOL 

Mali has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Mali has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Mali does not have an officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Mali does not have an officially recognized agency that offers an avenue for the reporting of incidents related to 
child online protection. 

 

 
  

http://www.ecowas.int/
http://www.au.int/
http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.droit-afrique.com/images/textes/Mali/mali%20-%20code%20penal.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

MALTA 
 

BACKGROUND 

Total Population: 419 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 68.91% 

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Criminal Code.  
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Electronic Commerce Act 
- Electronic Communications (regulation) Act 
- Processing of Personal Data (Electronic Communications Sector) Regulations. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Malta has an officially recognized national CIRT known as mtCERT. 

1.2.2 STANDARDS 

There is no officially recognized framework for implementing internationally recognized cybersecurity standards 
in Malta.  

1.2.3 CERTIFICATION 
Malta information Technology Agency (MITA) Security Governance Unit is responsible for ISO27001 
implementation and enterprise risk management. This is the recognised cybersecurity framework for the 
certification and accreditation of national agencies and public sector professionals.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Malta has an officially recognized National Digital Strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national or sector-specific governance roadmap for cybersecurity in Malta. 

1.3.3 RESPONSIBLE AGENCY 

The following agencies are responsible for cybersecurity in Malta: 

- MITA 

- Malta Police Cyber Crime Unit. 

1.3.4 NATIONAL BENCHMARKING 
In Malta there is no national benching marking and referential to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

The MITA Security Policy is responsible for the research and development of cybersecurity standards, best 
practices and guidelines. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://justiceservices.gov.mt/DownloadDocument.aspx?app=lom&itemid=8574&l=1
https://secure.gov.mt/e-procurement/pdfs/chapt426.pdf
http://www.justiceservices.gov.mt/DownloadDocument.aspx?app=lom&itemid=8866
http://www.idpc.gov.mt/dbfile.aspx%5CSL440_01.pdf
http://www.first.org/members/teams/mtcert
https://www.mita.gov.mt/en/Security/Pages/Security.aspx
http://digitalmalta.gov.mt/en/Pages/Content/DMDownload.aspx
https://www.mita.gov.mt/en/Pages/MITAHome.aspx
http://www.police.gov.mt/en-us/cybercrimeunit.aspx
https://www.mita.gov.mt/en/Security/Documents/IMS-POL-InfoSec-v9.0.pdf
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1.4.2 MANPOWER DEVELOPMENT 
There are various programs in Malta to facilitate educational and professional training programs for raising 

awareness, higher education and certification. These programs are:  

- The Malta Be Smart Online!  

- MITA Security Awareness Campaign 

- MCAST – student awareness programme 

- Malta Cyber Crime Unit Task Force – ‘Child Abuse over the Internet’. 

1.4.3 PROFESSIONAL CERTIFICATION 

Malta does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

MITA is the certified government and public sector agency for cybersecurity in Malta; it is ISO27001 certified.  
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Malta Cyber Crime Unit 
collaborates with international law agencies.  

1.5.2 INTRA-AGENCY COOPERATION 

Malta does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector.  

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Malta does not have any officially recognized national or sector-specific program for sharing cybersecurity assets 
within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Malta is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Malta 
participates in the following cybersecurity activities: 

- EU   - ENISA 

MtCERT is a member of FIRST. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Articles 208A, 208AA, 208AB and 209 of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Malta has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Malta has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no information about the institution responsible for online child protection in Malta. 
2.4 REPORTING MECHANISM 

Child abuse over the internet can be reported through the website of the Foundation for Social and Welfare 
Services.  

http://www.ictgozomalta.eu/cyber-security-awareness.html
https://www.mita.gov.mt/en/Security/SecurityAwareness/Pages/SecurityAwareness.aspx
https://www.mita.gov.mt/en/Security/Pages/Security.aspx
http://www.impact-alliance.org/home/index.html
http://europa.eu/index_en.htm
https://www.enisa.europa.eu/
http://www.first.org/members/teams/mtcert
http://www.first.org/
http://justiceservices.gov.mt/DownloadDocument.aspx?app=lom&itemid=8574&l=1
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://fsws.gov.mt/en/onlineabuse/Pages/report-online-abuse.aspx
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CYBERWELLNESS PROFILE  

MARSHALL ISLANDS 
 

 

BACKGROUND 

Total Population: 55 000 

(data source: United Nations Statistics Division, 
December 2012) 

 

Internet users, percentage of population: 11.70% 

(data source: ITU Statistics, 2013) 

1 CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Marshall Islands does not have any officially recognized national legislation pertaining to cybercrime. 

1.1.2  REGULATION AND COMPLIANCE 

Marshall Islands does not have any officially recognised regulation pertaining to cyber security. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Marshall Islands does not have an officially recognized national CIRT. However it is a member of the Pacific 
Island’s Regional CIRT, PacCERT.  

 1.2.2 STANDARDS 

Marshall Islands does not have any officially recognized national (and sector specific) cybersecurity frameworks 
for implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Marshall Islands does not have any officially approved national (and sector specific) cybersecurity frameworks 
for the certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Marshall Islands does not have any officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Marshall Islands does not have any national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The Ministry of Transportation and Communication is the officially recognized agency responsible for 
implementing a national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Marshall Islands does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Marshall Islands does not have any officially recognized national or sector-specific research and development 
(R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the 
private or the public sector. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.paccert.org/
http://commons.wikimedia.org/wiki/File:Flag_of_the_Marshall_Islands.svg
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1.4.2 MANPOWER DEVELOPMENT 

Marshall Islands does not have any officially recognized national or sector-specific educational and professional 
training programs for raising awareness with the general public, promoting cybersecurity courses in higher 
education and promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Marshall Islands does not have any public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Marshall Islands does not have any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Marshall Islands does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets 
across borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Marshall Islands does not have any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Marshall Islands does not have any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Marshall Islands is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 
Marshall Islands is among the beneficiary countries of the EU/ITU co-funded project “Capacity Building and ICT 
Policy, Regulatory and Legislative Frameworks Support for Pacific Island Countries” (ICB4PAC). 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Marshall Islands does not have any officially recognized legislation pertaining to child online protection. 
2.2 UN CONVENTION AND PROTOCOL 

Marshall Islands has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the 
Convention on the Rights of the Child. 
2.3 INSTITUTIONAL SUPPORT 

Marshall Islands does not have any officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Marshall Islands does not have any officially recognized agency that offers an avenue for the reporting of 
incidents related to child online protection. 
  

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/ICB4PAC/Pages/default.aspx
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
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CYBERWELLNESS PROFILE 

 MAURITANIA 

 

 

BACKGROUND 

Total Population: 3 623 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 6.20% 

(data source: ITU Statistics, 2013) 

 

1. CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Mauritania does not have any officially recognized criminal legislation pertaining to cybercrime. However it has 

an ICT Legal framework. 

1.1.2  REGULATION AND COMPLIANCE 

Mauritania does not have currently any officially recognised regulation and compliance requirement pertaining 

to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
Mauritania does not currently have an officially recognized national CIRT but there is a project to create a 
National Cybersecurity Agency after the successful CIRT assessment conducted by ITU in 2012. Also there is a 
team of unofficial CERT not yet legally mandated.  

1.2.2 STANDARDS 
Mauritania does not have any officially recognized national or sector specific cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. The cybersecurity vision is still considered as 
a part of national ICT strategy but Mauritania is considering implementing a specific cybersecurity strategy. 

1.2.3 CERTIFICATION 
Mauritania does not have currently any officially approved national (and sector specific) cybersecurity 
frameworks for the certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Mauritania has an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 
Mauritania has a national governance roadmap for cybersecurity under the national cybersecurity strategy. 

1.3.3 RESPONSIBLE AGENCY 
Mauritania does not have an officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 
Mauritania performs annual security audit on existing infrastructure (administration intranet platform) as part 
of a national benchmarking program. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Mauritania does not have currently any officially recognized national or sector-specific research and 
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.emploi.gov.mr/SETN/Left/TextesJuridiques/171108.htm
http://www.emploi.gov.mr/SETN/droite/Publication/strfr2012.htm
http://en.wikipedia.org/wiki/File:Flag_of_Mauritania.svg
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in either the private or the public sector but it will be considered with the collaboration of the University of 
Nouakchott. 

1.4.2 MANPOWER DEVELOPMENT 

Mauritania does not have currently any officially recognized national or sector-specific educational and 
professional training programs for raising awareness with the general public, promoting cybersecurity courses in 
higher education and promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Mauritania does not have currently any public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Mauritania does not have currently any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Mauritania does not have currently officially recognized partnerships to facilitate sharing of cybersecurity assets 
across borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Mauritania does not have currently any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Mauritania does not have currently any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Mauritania is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 
Mauritania participated in the 2012 ITU-IMPACT Applied Learning for Emergency Response Teams (ALERT) from 
15-17 July in Amman, Jordan. 

 

2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Article 306* of the Criminal Code 

Articles 47 and 48* of the Protection Code for Children. 
2.2 UN CONVENTION AND PROTOCOL 

Mauritania has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Mauritania has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Mauritania does not have an officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Mauritania does not have officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 
  

http://www.unhcr.org/refworld/country,LEGAL,,LEGISLATION,MRT,456d621e2,491c1ffc2,0.html
http://www.ilo.org/dyn/natlex/docs/MONOGRAPH/73641/75348/F518879681/MRT-73641.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

MAURITIUS 
 

 

BACKGROUND 

Total Population: 1 314 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 39.00% 

(data source: ITU Statistics, 2013) 

  

1.CYBERSECURITY 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through four IT legislations: 

-ICT Act 2001       -Computer Misuse and Cybercrime Act 2003  

-Electronic Transaction Act 2000     -Data Protection Act 2004  

 Unsolicited Commercial Electronic Bill is being drafted in collaboration with the Council of Europe. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Data Protection Act 2004 which deals with the protection of individuals with regard to the processing of 

personal data 

 - ICT Act 2001. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
Mauritius has a National CERT known as Computer Emergency Response Team of Mauritius (CERT-MU). CERT-
MU operates under the National Computer Board, a statutory body under the aegis of Ministry of Technology, 
Communication and Innovation. IT Security Unit (ITSU) acts as the Computer Security Incident Response Team 
(CSIRT) for the Civil Service.  

1.2.2 STANDARDS 
Mauritius has officially approved national (and sector specific) cybersecurity frameworks for implementing 
internationally recognized cybersecurity standards. As part of National Information and Communication 
Technology Strategic Plan (NICTSP) of 2007-2011 and 2011-2014, the promotion and adoption of international 
information cybersecurity standard (ISO 27001) is one of the high priority projects and is already implemented. 
Also a risk assessment methodology has been defined for the Civil Service.  IT Security Unit is reviewing the 
following standards for adoption:  

-PAS 555:2013 – Cyber security risk – Governance and management – Specification  

-ISO/IEC 27032 – Information technology – Security techniques – Guidelines for cybersecurity 

1.2.3 CERTIFICATION 
As per the NICTSP 2007-2011, the ISO 27001 is the recommended standard for the adoption within the public 
sector. The accreditation of the ISO 27001 standard is done through the Mauritius Standards Bureau.  The 
Framework for CIIP that covers critical sectors is being drafted and will be completed by June 2014. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Cybersecurity strategy is included in NICTSP 2007-2011 and 2011-2014.  A new national cybersecurity Strategy 
and Action Plan has been developed.  The IT Security Unit will be responsible for carrying out information security 
risk assessment exercises, to perform IT security audit based on information security standards and industry best 

- 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.ncb.mu/English/Documents/Legislations/Computer%20Misuse%20and%20Cybercrime%20Act%202003/misuse.pdf
http://www.ncb.mu/English/Documents/Legislations/Electronic%20Transaction%20Act%202000/eta.pdf
http://www.ncb.mu/English/Documents/Legislations/Data%20Protection%20Bill/DPA2004v6.doc
http://www.ncb.mu/English/Documents/Legislations/Data%20Protection%20Bill/DPA2004v6.doc
http://cert-mu.govmu.org/English/Pages/default.aspx
http://mtci.govmu.org/English/Pages/default.aspx
http://mtci.govmu.org/English/Pages/default.aspx
http://www.govmu.org/portal/sites/ictexport/Doc/MauritianNationalICTStrategy20112014.pdf
http://www.itgovernance.eu/p-1011-pas-555-2013-cyber-security-risk-governance-and-management.aspx
https://www.iso.org/obp/ui/#iso:std:iso-iec:27032:ed-1:v1:en
http://www.govmu.org/portal/sites/ictexport/Doc/MauritianNationalICTStrategy20112014.pdf
http://www.govmu.org/portal/sites/ictexport/Doc/MauritianNationalICTStrategy20112014.pdf
http://www.ncb.mu/
http://www.ncb.mu/
http://en.wikipedia.org/wiki/File:Flag_of_Mauritius.svg
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practices in order to provide an overall assessment of the IT security level as well as for complex and critical 
Information Systems in Civil Service and to manage ICT incidents in the Civil Service through the establishment 
of an effective incident handling mechanism for government information systems. 

1.3.2 ROADMAP FOR GOVERNANCE 

National Information Assurance and Critical Information Infrastructure Protection Policy provide a national 
governance roadmap for cybersecurity in Mauritius and is in the finalization stage. 

1.3.3 RESPONSIBLE AGENCY 

The Agency responsible for implementing national cybersecurity strategy policy and roadmap in Mauritius is the 
CERT Mauritius (CERT-MU) of the National Computer Board and for IT Security Unit for the Civil Service.  

1.3.4 NATIONAL BENCHMARKING 

A survey has been carried out to measure the state of Information Security in Businesses in Mauritius in 2013 
December by NCB (CERT-MU). So far, this is the first exercise.     
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

CERT-MU of the national Computer Board publishes regularly best practice and guidelines on different themes 
relevant for industry and for general public on information security. IT Security Unit conducts research on ISO 
27000 set of standards for information security and issues security guidelines for the Civil Service. 

1.4.2 MANPOWER DEVELOPMENT 

CERT-MU of the national Computer Board organizes regular trainings to train local ICT professionals on 
information security. Certification courses are also organized for both public and private sectors. Postgraduate 
courses on cyber security are offered at tertiary institutions such as the Ministry of Education and Human 
Resources, Tertiary Education and Scientific Research  or the Tertiary Education Commission.  

1.4.3 PROFESSIONAL CERTIFICATION 

As part of the capacity building exercise, the National Computer Board has organized the following 
internationally recognized certification programs. There are more than 100 public sector professionals certified.  

1. BS25999 from BSI  

2. ISO 27001 Lead Auditor from IRCA  

There are public sector professionals also certified on the following internationally recognized certification 
programs.  

Officers of the IT Security Unit currently hold the following certifications:   

 -Certified Ethical Hacker (CEH)     -Certified Information Systems Security Professional 
(CISSP) 

- Certified Information System Auditor (CISA)    -Certified in Risk and Information System Control (CRISC)  

-Certified Information Security Manager (CISM)  

1.4.4 AGENCY CERTIFICATION 

There are 2 public sector agencies (Passport and Immigration Office and Mauritius Planters Association) who are 
ISO 27001 certified as of date. The certified government and public sector agency certified under internationally 
recognized standards in cybersecurity in Mauritius is the Mauritius Standards Bureau. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Mauritius national CERT, 

CERT-MU has officially recognized partnerships with the following organizations:  

- FIRST       -IMPACT. 

http://cert-mu.govmu.org/English/Pages/default.aspx
http://cert-mu.govmu.org/English/Pages/default.aspx
http://cert-mu.gov.mu/English/Pages/default.aspx
http://cert-mu.govmu.org/English/Pages/default.aspx
http://csd.ncb.mu/English/Pages/default.aspx
http://tertiary.govmu.org/English/Pages/default.aspx
http://tertiary.govmu.org/English/Pages/default.aspx
http://tec.intnet.mu/index
http://cert-mu.govmu.org/English/Pages/default.aspx
http://www.first.org/
http://www.impact-alliance.org/home/index.html
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1.5.2 INTRA-AGENCY COOPERATION 

Mauritius has officially recognized national or sector-specific programs for sharing cybersecurity assets within 
the public sector through the following instruments:   

- CERT-MU that disseminates information security news to the public sector on a daily basis regarding 
vulnerability note, advisory and virus alerts.  

- The ‘National Information Security Strategy’ of the National ICT Strategic Plan (NICTSP) 2011-2014, which plans 
for the setting up of a National IT Security Committee with many agencies. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Mauritius has officially recognized national or sector-specific programs for sharing cybersecurity assets within 
the public and private sector through information sharing between ISPs (Internet Service Providers) and ICTA 
regarding Online Child Sexual Abuse. Information sharing is done in all the Sectors. 

1.5.4 INTERNATIONAL COOPERATION 

Mauritius is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Mauritius 
has been a party to the Budapest Convention on Cybercrime since November 2013.  

The CERT-MU is a member of FIRST and participates in the FIRST Conference.  

Mauritius is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT 
Policies in Sub-Sahara Africa” (HIPSSA). Mauritius has participated in the following Conferences:  

Cyber Security Forum organized by the Commonwealth Telecommunication Organisation and the Forum of the 
Council of Europe including the Conferences organized under the GLACY (Global Action on Cybercrime) Project 
funded by Council of Europe.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION AND STRATEGY 

Specific legislation on child online protection has been enacted through the following instruments: 
- Sections 248, 251 and 288 of the Criminal Code. 

- Section 18(m) and 46(h)(i) of the Information and Communication Technologies Act, 2001. 

- Sections 13A and 15 of the Child Protection Act, 1995 (not available in pdf or html). 

- Section 22 of the Computer Misuse and Cybercrime Act, 2003 (Amends the Child Protection Act.) 

Mauritius has adopted the Child Safety Online Action Plan. 
2.2 UN CONVENTION AND PROTOCOL 

Mauritius has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Mauritius has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Mauritian ICT Authority is responsible for regulating harmful and illegal online content. It has a procedure of 
content-filtering related to child sexual abuse websites. 

The National Computer Board (NCB), operating under the Ministry of Technology, Communication and 
Innovation and part of the Cybersecurity Emergency Response Team  (CERT-MU), has issued a Child Safety Online 
Action Plan. 

The NCB maintains a website dedicated to promote child safety online. 

The CERT-MU has a dedicated space to the information of young people and parents. 
2.4 REPORTING MECHANISM 

The Mauritian ICT Authority provides an online form to report child sexual abuse images. The NCB also provides 
an online form to report cases related to children issues at Child Development Unit. 

 

http://cert-mu.govmu.org/English/Pages/default.aspx
http://www.govmu.org/portal/sites/ictexport/Doc/MauritianNationalICTStrategy20112014.pdf
https://www.icta.mu/home/
http://cert-mu.govmu.org/English/Pages/default.aspx
http://www.first.org/
http://www.wipo.int/wipolex/en/text.jsp?file_id=244402
http://www.icta.mu/documents/laws/ictact.pdf
http://www.icta.mu/documents/laws/ictact.pdf
http://www.icta.mu/documents/laws/cyber.pdf
https://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&ved=0CCUQFjAB&url=https%3A%2F%2Fwww.itu.int%2Fcouncil%2Fgroups%2Fwg-cop%2Ffirst-meeting-march-2010%2FContribution%2520on%2520Child%2520Safety%2520Online%2520Activities%2520in%2520Mauritius%252011%252003%252010.docx&ei=IQbBVOGdOIT4OuDMgCA&usg=AFQjCNGkg57RyelY_HkHu04GERVDdVgGLQ&sig2=YX1YeJRb_ayU50dCQYdg7Q&bvm=bv.83829542,d.ZWU&cad=rja
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.icta.mu/home/
http://www.icta.mu/it/csa.htm
http://www.ncb.mu/English/Pages/default.aspx
http://mtci.govmu.org/English/Pages/default.aspx
http://mtci.govmu.org/English/Pages/default.aspx
http://www.gov.mu/portal/sites/cert/home.htm
http://www.gov.mu/portal/sites/cert/home.htm
https://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&ved=0CCUQFjAB&url=https%3A%2F%2Fwww.itu.int%2Fcouncil%2Fgroups%2Fwg-cop%2Ffirst-meeting-march-2010%2FContribution%2520on%2520Child%2520Safety%2520Online%2520Activities%2520in%2520Mauritius%252011%252003%252010.docx&ei=IQbBVOGdOIT4OuDMgCA&usg=AFQjCNGkg57RyelY_HkHu04GERVDdVgGLQ&sig2=YX1YeJRb_ayU50dCQYdg7Q&bvm=bv.83829542,d.ZWU&cad=rja
https://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&ved=0CCUQFjAB&url=https%3A%2F%2Fwww.itu.int%2Fcouncil%2Fgroups%2Fwg-cop%2Ffirst-meeting-march-2010%2FContribution%2520on%2520Child%2520Safety%2520Online%2520Activities%2520in%2520Mauritius%252011%252003%252010.docx&ei=IQbBVOGdOIT4OuDMgCA&usg=AFQjCNGkg57RyelY_HkHu04GERVDdVgGLQ&sig2=YX1YeJRb_ayU50dCQYdg7Q&bvm=bv.83829542,d.ZWU&cad=rja
http://www.ncb.mu/English/Pages/default.aspx
http://cert-mu.govmu.org/English/Pages/default.aspx
http://csa-report.icta.mu/
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CYBERWELLNESS PROFILE  

MEXICO 
 

BACKGROUND 

Total Population: 116 147 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 43.46% 

(data source: ITU Statistics, December 2013) 

  
1. CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-Federal Criminal Code. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Law on Advanced Electronic Signatures. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
Mexico has an officially recognized national CIRT known as CERT-MX.  

1.2.2 STANDARDS 
In Mexico compliance with ISO standard 207001’s requirements for an information security management system 
is required of all key government institutions. This is the nationally recognized framework for implementing 
internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Mexico.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
The Specialized Information Security Committee (CESI) was created to develop a National Strategy for 
Information Security (ENSI), which guides all actions to be undertaken by entities of the federal government to 
prevent, identify, neutralize or counteract risks and threats to information security.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Mexico. 

1.3.3 RESPONSIBLE AGENCY 

The Federal Police of Mexico of a national cybersecurity strategy, policy and roadmap by respective agencies. 

1.3.4 NATIONAL BENCHMARKING 
No data available. 
 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There are no projects or programs for research and development of cybersecurity standards, best practices and 
guidelines. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.wipo.int/wipolex/en/details.jsp?id=7918
http://www.diputados.gob.mx/LeyesBiblio/pdf/LFEA.pdf
http://www.cns.gob.mx/
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1.4.2 MANPOWER DEVELOPMENT 
Personnel at the Scientific Division have received and continue to participate in specialized training from the 

Police Development System of Mexico (SIDEPOL), as well as from numerous other security and law enforcement 

organizations in countries including Colombia, the US, Holland and Japan. Government-led efforts to promote 

increased cybersecurity awareness have included the organization of various conferences for both government 

institutions and educational institutions. 

1.4.3 PROFESSIONAL CERTIFICATION 

Mexico does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Mexico does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no information about any framework for sharing cybersecurity assets across borders with other nation 
states. 

1.5.2 INTRA-AGENCY COOPERATION 

Mexico has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 
public sector through CESI authorities have also developed a collaboration protocol between CERT-MX and the 
various dependencies of the Mexican central government to address and respond to cyber incidents. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

CERT-MX also communicates and cooperates directly with private institutions. The ENSI has as one of its primary 
aims further increasing and institutionalizing cooperation and information-sharing between all sectors of the 
society-public and private- in a more integrated fashion.  

1.5.4 INTERNATIONAL COOPERATION 

To facilitate participation in regional/international cybersecurity platforms and forum Mexico is a member of: 

-FIRST                 -OAS/CICTE. 

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Law for the Protection of Children and Adolescents* -nothing regarding internet. 
2.2 UN CONVENTION AND PROTOCOL 

Mexico has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Mexico has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Department of Public Safety has issued a document from a cyber-crime workshop containing information on 
cyber-threats. The national system eMexico works on internet security and presents information on security of 
internet for children. 
2.4 REPORTING MECHANISM 

Complaints can be made to The Crimes against Children and Cyber Police Unity by the number 5241-0420 or 
01800 440 3690 or by the email policia_cibernetica@ssp.gob.mx. Security Alliance in Mexico provides space for 
complaints in its website. 

http://www.cns.gob.mx/
http://www.cns.gob.mx/
https://www.first.org/
http://www.oas.org/en/sms/cicte/programs_cyber.asp
http://www.diputados.gob.mx/LeyesBiblio/pdf/185.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://translate.googleusercontent.com/translate_c?depth=1&hl=en&prev=search&rurl=translate.google.ch&sl=es&u=http://www.movisat.com.mx/emexico/inicio.aspx&usg=ALkJrhi2WECPqJmVcgQDPOtypw7s6_iuUw
mailto:policia_cibernetica@ssp.gob.mx
http://asi-mexico.org/sitio/index.php
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CYBERWELLNESS PROFILE 

 FEDERATED STATES OF 
MICRONESIA 

 

 

BACKGROUND 

Total Population: 112 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 27.80% 

(data source: ITU Statistics, 2013) 

1.CYBERSECURITY 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Micronesia does not have officially recognized national legislations on cybercrime. 

1.1.2  REGULATION AND COMPLIANCE 

Micronesia does not have officially recognised regulations and compliance requirements on cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Micronesia does not have an officially recognized National CIRT.  

1.2.2 STANDARDS 

Micronesia does not have officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Micronesia does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Micronesia has an officially recognized national cybersecurity strategy (FSM National ICT and Telecommunication 
Policy (2012). 

1.3.2 ROADMAP FOR GOVERNANCE 

Micronesia does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The Division of Communication under the Department of Transportation, Communication and Infrastructure is 
the officially recognized agency responsible for implementing a national cybersecurity strategy, policy and 
roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Micronesia does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Micronesia does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.ict.fm/documents/communications/policy/ict-policy2012.pdf
http://www.ict.fm/documents/communications/policy/ict-policy2012.pdf
http://www.ict.fm/
http://www.mapsofworld.com/flags/micronesia-flag.html
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1.4.2 MANPOWER DEVELOPMENT 

Micronesia does not have any officially recognized national or sector-specific educational and professional 
training programs for raising awareness with the general public, promoting cybersecurity courses in higher 
education and promoting certification of professionals in either the public or the private sectors. However two 
workshops were conducted by ITU under ICB4PAC. 

1.4.3 PROFESSIONAL CERTIFICATION 

Micronesia does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Micronesia does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Micronesia does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Micronesia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Micronesia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Micronesia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  

Micronesia also takes part in the Asia Pacific CIRT cybersecurity forums. Micronesia is among the beneficiary 
countries of the EU/ITU co-funded project “Capacity Building and ICT Policy, Regulatory and Legislative 
Frameworks Support for Pacific Island Countries” (ICB4PAC).  

Micronesia also participated in several workshops/trainings provided by ITU and APT. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Micronesia does not have specific legislation on child online protection.  
2.2 UN CONVENTION AND PROTOCOL 

Micronesia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Micronesia has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Micronesia does not have an officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Micronesia does not have an officially recognized agency that offers an avenue for the reporting of incidents 
related to child online protection. 
  

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/ICB4PAC/Pages/default.aspx
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

MOLDOVA 
 

 

BACKGROUND 

Total Population:  3 519 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 48.80% 

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 

 

1.1 LEGAL MEASURES 
1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Penal Code, Law on Preventing and Combating cybercrime 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Law on Informatics - Law on Access to Information - Law on Electronic Communications 

- Law on Information and State 
Information Resources 

- Law on Electronic Document and  
Digital Signature 

- Law on Personal Data Protection  
 

- Law on E-Commerce    

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Moldova has an officially recognized governmental CERT (CERT-GOV-MD). 

1.2.2 STANDARDS  

There is no available information regarding any officially approved national (and sector specific) cybersecurity 
frameworks for implementing internationally recognized cybersecurity standards.  

1.2.3 CERTIFICATION 

Moldova has officially approved national (and sector specific) cybersecurity frameworks for the certification and 
accreditation of national agencies and public sector professionals through the Special Telecommunications 
Center that also operates the second level Public Key Certification Authority (CA). The Special 
Telecommunications Center is the first and unique CA accredited in Moldova and provides certification services 
(including Mobile Signature) for public administration authorities and third parties. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Moldova has an officially recognized national strategy for information society development called “Digital 

Moldova 2020”. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no available information regarding any national governance roadmap for cybersecurity in Moldova. 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://lex.justice.md/index.php?action=view&view=doc&lang=1&id=331268
http://cert.gov.md/
http://www.mtic.gov.md/img/d2011/proiecte/md2012/Digital_Moldova_2020_draft_Strategy_Eng-01.04.2013.pdf
http://www.mtic.gov.md/img/d2011/proiecte/md2012/Digital_Moldova_2020_draft_Strategy_Eng-01.04.2013.pdf
http://en.wikipedia.org/wiki/File:Flag_of_Moldova.svg
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1.3.3 RESPONSIBLE AGENCY 

The national governmental CERT (CERT-GOV-MD) is the officially recognized institution responsible for 
implementing a national cybersecurity strategy, policy and roadmap in Moldova. 

 1.3.4 NATIONAL BENCHMARKING 
There is no available information regarding any officially recognized national or sector-specific benchmarking 

exercises or referential used to measure cybersecurity development in Moldova. 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no information available regarding any officially recognized national or sector-specific research and 
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied 
in either the private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 
Moldova’s Government annually organizes awareness events on cybersecurity. Also The European Cybersecurity 

Month in Moldova provides educational and professional training programs for raising awareness with the 

general public, promoting cybersecurity courses in higher education and promoting certification of professionals 

in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

There is no available information regarding the exact number of public sector professionals certified under 
internationally recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

The national governmental CERT (CERT-GOV-MD) is the only certified government and public sector agency 
certified under internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Moldova has officially 
recognized partnerships with the following organizations: 

- Romania CERT (CERT-RO)      - Israel CERT (CERT GOVIL) 

- United Kingdom CERT (CSIRTUK, and GovCertUK)    - Ukraine CERT (CERT-UA) 
Also, in 2013, the e-Governance Academy of Estonia and the e-Government Center of the Republic of Moldova 

implemented a cybersecurity project. 

1.5.2 INTRA-AGENCY COOPERATION 

The national governmental CERT (CERT-GOV-MD) has officially recognized national or sector-specific programs 
for sharing cybersecurity assets within the public sector with the following organizations: 

- Intelligence and Security Service 

- Ministry of Information Technology and Communications 

- Internet service providers in Moldova  

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no information available regarding any officially recognized national or sector-specific programs for 
sharing cybersecurity assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Moldova is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Moldova 
has also participated in cybersecurity activities with the following organizations: 

- NATO   - EU  - Council of Europe    - USAID 

 

http://cert.gov.md/
http://cybersecuritymonth.eu/ecsm-countries/republic-of-moldova
http://cybersecuritymonth.eu/ecsm-countries/republic-of-moldova
http://cert.gov.md/
http://www.cert-ro.eu/
http://www.cert.gov.il/
http://www.cpni.gov.uk/
http://www.cesg.gov.uk/policyguidance/GovCertUK/Pages/index.aspx
http://cert.gov.ua/
http://egov.md/index.php/en/communication/news/item/1846-hannes-astok-the-estonian-government-sees-moldova-as-one-of-the-main-development-cooperation-partners#.VMEPN6E1h9N
http://cert.gov.md/
http://www.sis.md/en
http://www.mtic.gov.md/principala_eng/
http://www.nato.int/
http://europa.eu/
http://www.coe.int/en/web/portal/home
http://www.usaid.gov/where-we-work/europe-and-eurasia/moldova
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2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

- Article 208(1) of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Moldova has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Moldova has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Moldova does not have any officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Moldova does not have any officially recognized agency that offers an avenue for the reporting of incidents 
related to child online protection. 

 

 

 

 
  

http://lex.justice.md/index.php?action=view&view=doc&lang=1&id=331268
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

PRINCIPALITY OF MONACO 

 

 

BACKGROUND 

Total Population: 36 100 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 90.70%  

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Law on Digital Economy. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

- Law on the Protection of Personal Information.  
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Monaco does not have any officially recognized national CIRT. ITU conducted a CIRT readiness assessment for 
Monaco in 2013. 

1.2.2 STANDARDS 

Monaco does not have any officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Monaco.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Monaco does not have any officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 
There is no national governance roadmap for cybersecurity in Monaco. 

1.3.3 RESPONSIBLE AGENCY 
There is no agency responsible for cybersecurity in Monaco. 

1.3.4 NATIONAL BENCHMARKING 
Monaco does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Monaco does not have an officially recognized national or sector-specific research and development program or 
project for cybersecurity standards, best practices and guidelines. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.legimonaco.mc/305/legismclois.nsf/db3b0488a44ebcf9c12574c7002a8e84/d3f606e03ce7c5e0c125790b002f41bc!OpenDocument&Highlight=0,telecommunication
http://www.legimonaco.mc/305/legismclois.nsf/db3b0488a44ebcf9c12574c7002a8e84/28a1a1d90812e249c125773f003beebb!OpenDocument
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1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Monaco.  

1.4.3 PROFESSIONAL CERTIFICATION 

Monaco does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Monaco does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Monaco does not have any framework to facilitate sharing of cybersecurity assets across borders or with other 
nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Monaco does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Monaco. 

1.5.4 INTERNATIONAL COOPERATION 

Monaco is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Monaco is a 
member of the EU and CoE. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

- Articles 294-3 to 294-7 of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Monaco has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Monaco has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible child online protection.  
2.4 REPORTING MECHANISM 

The government provides an online form to report child pornography content. 

 

 

 

 
  

http://www.impact-alliance.org/home/index.html
http://europa.eu/index_en.htm
http://www.coe.int/en/web/portal/home
http://www.legimonaco.mc/305/legismclois.nsf/ViewCode?OpenView&Start=300&Count=300&RestrictToCategory=CODE%20P%C3%89NA
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://service-public-particuliers.gouv.mc/Securite-et-prevention/Securite-publique/Signalements/Signaler-un-site-pedo-pornographique#etape6034
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CYBERWELLNESS PROFILE 

MONGOLIA 

 

BACKGROUND 

Total Population: 2 844 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 17.70% 

(data source: ITU Statistics, 2013) 

  

1.CYBERSECURITY 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

There is a draft legislation on cybercrime  “Draft of Cyber Security ACT 2013” approved by the joint decree of the 

Minister of Justice and Internal Affairs and Chairman of the General Intelligence Authority. 

1.1.2  REGULATION AND COMPLIANCE 

Within the scope of the implementation of Government Resolution no. 312 of the year 2011 on “Some measures 

to ensure state information security”, the risk assessment of information security for the state central 

organizations was conducted in 2012. Based on the assessment report, the preparation to organize trainings 

among the civil servants on how to prevent risks in the future is now going on.  

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Mongolia is currently in the process of creating the National CIRT (MNCIRT). 

1.2.2 STANDARDS 

Mongolia has officially approved national (and sector specific) cybersecurity frameworks for implementing 
internationally recognized cybersecurity standards through the following instruments: 
- ISO/IEC 2700x (5 standards)  -MNS ISO/IES 13335-1:2009  

-MNS ISO/IES 17799:2007  -MNS 5969:2009 IT & information security techniques and risk management  

1.2.3 CERTIFICATION 
According to Government Decree no. 312 of the 9 November 2011, the State Communication Office under the 

auspices of the General Intelligence Authority was reorganized into the Office of Cyber Security to ensure the 

information security for state organizations and prevent cyber attacks. Also, the Department for Combating 

Cybercrime was established to combat cybercrime and cyber terrorism at the Criminal Police Office of the 

General Police Authority on July 2011. 

The National Data Center operates the Department for Information Security, Encryption and Protection. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Mongolia is in the process of developing a national cybersecurity strategy. In 2010, the national programme on 
“Ensuring Information Security” was approved. The programme is to be implemented from 2010 to 2015. 

1.3.2 ROADMAP FOR GOVERNANCE 

Mongolia has an officially recognized national governance roadmap for cybersecurity that can be found in its 
national program in information security action plan. 

1.3.3 RESPONSIBLE AGENCY 

The National Cybersecurity Center is the officially recognized agency responsible for implementing a national 
cybersecurity strategy, policy and roadmap in Mongolia. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx
http://www.mncirt.org/
http://en.wikipedia.org/wiki/File:Flag_of_Mongolia.svg
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1.3.4 NATIONAL BENCHMARKING 

Mongolia does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Mongolia does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

The National Program of Information Security plan provides educational and professional training programs for 
raising awareness with the general public, promoting cybersecurity courses in higher education and promoting 
certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Mongolia does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Mongolia does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Mongolia does not have any officially recognized national or sector-specific partnerships for sharing 
cybersecurity assets across borders with other nation states.  

1.5.2 INTRA-AGENCY COOPERATION 

Mongolia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Mongolia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Mongolia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Mongolia 
also participated in cybersecurity activities of APT cybersecurity forums.  

 
2 CHILD ONLINE PROTECTION 

Please note that in Mongolia a child is a person under 16 
2.1 NATIONAL LEGISLATION  

- Article 123 of the Criminal Code – does not criminalize simple possession. 
2.2 UN CONVENTION AND PROTOCOL 

Mongolia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. 
2.3 INSTITUTIONAL SUPPORT 

Mongolia does not have any officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Mongolia does not have an officially recognized agency that offers an avenue for the reporting of incidents 
related to child online protection.  
  

http://www.aptsec.org/aptmembers?order=title&sort=desc
http://www.wipo.int/wipolex/fr/text.jsp?file_id=183247
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
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CYBERWELLNESS PROFILE 

 MONTENEGRO 

 

 

BACKGROUND 

Total Population: 633 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 56.80% 

(data source: ITU Statistics, 2013) 

  

 
1. CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-Law on Ratification of cybercrime 

convention 

-The Criminal Procedure Code -The Criminal Legislation 

Montenegro. 

 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Law on Information Security -Law on Electronic Communications 

-Law on data confidentiality -Law on Electronic Commerce 

-Regulation on Information Security Measures. -Law on Electronic Signatures 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU completed a CIRT assessment for Montenegro at Belgrade, Serbia from November to December 2010 (15th 
November-10th December 2010). In April 2012, ITU established the national CIRT of Montenegro, CIRTMontegro. 
The CIRT is under the Ministry for Information Society and Telecommunications.  

1.2.2 STANDARDS 

Montenegro has an officially recognized national (and sector specific) cybersecurity framework for implementing 
internationally recognized cybersecurity standards through the Information Security Law and the Regulation on 
measures for information security. 

1.2.3 CERTIFICATION 
Montenegro does not have any officially approved national (and sector specific) cybersecurity frameworks for 
the certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Montenegro has an officially recognized national cybersecurity strategy (Cyber security strategy 2013-2017). 

1.3.2 ROADMAP FOR GOVERNANCE 

The law on information security and regulation of information security measures provides a national governance 
roadmap for cybersecurity in Montenegro. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://sudovi.me/podaci/ascg/dokumenta/846.pdf
http://sudovi.me/podaci/ascg/dokumenta/846.pdf
http://www.sluzbenilist.me/PravniAktDetalji.aspx?tag=%7bFBB96471-2C3B-4B18-91EB-F3AC7E5B6C2F%7d
http://www.sluzbenilist.me/PravniAktDetalji.aspx?tag=%7bE6AAA874-5381-42ED-A8A9-35C00E1998C6%7d
http://www.sluzbenilist.me/PravniAktDetalji.aspx?tag=%7bE6AAA874-5381-42ED-A8A9-35C00E1998C6%7d
http://www.sluzbenilist.me/PravniAktDetalji.aspx?tag=%7BC707AE79-3025-4387-B59B-34E5979FBC3E%7D
http://www.ekip.me/download/regulativa/Zakon%20o%20elektronskim%20komunikacijama.pdf
http://www.mup.gov.me/biblioteka/zakoni?query=tajnosti&sortDirection=desc
http://www.gov.me/files/1198662564.pdf
http://www.mid.gov.me/biblioteka/uredbe
http://www.gov.me/files/1198662448.pdf
http://www.cirt.me/en/
http://www.sluzbenilist.me/PravniAktDetalji.aspx?tag=%7BC707AE79-3025-4387-B59B-34E5979FBC3E%7D
http://www.mid.gov.me/biblioteka/uredbe
http://www.mid.gov.me/biblioteka/uredbe
http://www.mid.gov.me/biblioteka/strategije
http://www.sluzbenilist.me/PravniAktDetalji.aspx?tag=%7BC707AE79-3025-4387-B59B-34E5979FBC3E%7D
http://www.mid.gov.me/biblioteka/uredbe
http://en.wikipedia.org/wiki/File:Flag_of_Montenegro.svg
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1.3.3 RESPONSIBLE AGENCY 

Ministry for Information Society and Telecommunications is the officially recognized agency responsible for 
implementing a national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Montenegro does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Montenegro does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Montenegro does not have any officially recognized national or sector-specific educational and professional 
training programs for raising awareness with the general public, promoting cybersecurity courses in higher 
education and promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Montenegro does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Montenegro does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Montenegro has officially 
recognized partnerships with the following organizations: 

-ITU -ENISA -TRUSTED Introducer  

-FIRST 

-CERT/CIRT Networks (Regional 
cooperation: Slovenian SI-CERT,i-
Croatian CERT, Cooperation Agreement 
with CERT Japan) 

-NATO 

-ACDC Project Europe (European center for 
advanced cyber defense and at the same time 
build a modern system of protection against 
botnet at EU level) 

 

1.5.2 INTRA-AGENCY COOPERATION 

Montenegro does not have any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Montenegro does not have any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Montenegro is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 
Montenegro participated in the Applied Learning for Emergency Response Team ALERT 2012 during the ITU 
Regional Forum on Cybersecurity for Europe and CIS, held in 2012, in Bulgaria. 

CIRTMontegro is a member of FIRST. 

Montenegro also participated cybersecurity training in Malaysia (ITU), Japan (JICA) and Turkey/Macedonia 
(NATO) 

http://www.mid.gov.me/en/ministry
http://www.itu.int/
http://www.enisa.europa.eu/
http://www.trusted-introducer.org/
http://www.first.org/
http://www.nato.int/
http://www.acdc-project.eu/
http://www.cirt.me/en/
http://www.first.org/
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2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-The Criminal Procedure Code. 
2.2 UN CONVENTION AND PROTOCOL 

Montenegro has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Montenegro has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Montenegro Computer Incident Response Team (CIRTMontenegro) is the officially recognized agency that offers 
institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Montenegro Computer Incident Response Team (CIRTMontenegro) is the officially recognized agency that offers 
an avenue for the reporting of incidents related to child online protection. 

 

 
  

http://www.sluzbenilist.me/PravniAktDetalji.aspx?tag=%7bFBB96471-2C3B-4B18-91EB-F3AC7E5B6C2F%7d
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.cirt.me/en/
http://www.cirt.me/en/
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CYBERWELLNESS PROFILE 

 MOROCCO 

 

 

BACKGROUND 

Total Population: 32 599 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 56.00% 

(data source: ITU Statistics, 2013) 

  

1.CYBERSECURITY 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

-Penal Code.   

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Law on Personal Data Protection -Law on Online Consumer 

Protection  

 

-Law on Electronic Transfer of Legal Information. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Morocco has established an official recognized national CIRT (maCERT).  

1.2.2 STANDARDS 

Morocco has an officially recognized national (and sector specific) cybersecurity framework for implementing 
internationally recognized cybersecurity standards through the National Strategy for Information Society and 
Digital Economy and National Strategy of Cybersecurity. 

1.2.3 CERTIFICATION 

Morocco has an officially approved national (and sector specific) cybersecurity framework for the certification 
and accreditation of national agencies and public sector professionals. The framework is called the Project of 
professional master for training and certification of professionals in the public sector. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Morocco has an officially recognized national cybersecurity strategy through the National Strategy of 
Cybersecurity and National Strategy for Information Society and Digital Economy (Digital Morocco 2013). 

1.3.2 ROADMAP FOR GOVERNANCE 

The national cybersecurity strategy provides a national governance roadmap for cybersecurity in Morocco. 

1.3.3 RESPONSIBLE AGENCY 

The General Directorate of Information Security Systems under the Administration of National Defense is the 
officially recognized agency responsible for implementing a national cybersecurity strategy, policy and roadmap. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.egov.ma/sites/default/files/loi_ndeg07-03_code_penal.pdf
http://www.edrm.net/resources/data-privacy-protection/data-protection-laws-2013/morocco
http://www.infoclient.gide.com/newsletters/en/france/competition/index.php/morocco
http://www.infoclient.gide.com/newsletters/en/france/competition/index.php/morocco
http://www.egov.ma/sites/default/files/loi_ndeg53-05_echange_electronique_donnees_juridiques.pdf
http://www.macert.gov.ma/
http://www.mcinet.gov.ma/en/digitaleconomy/informationtechnology/Pages/MarcoNumeric2013.aspx
http://en.wikipedia.org/wiki/File:Flag_of_Morocco.svg
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1.3.4 NATIONAL BENCHMARKING 

Morocco has officially recognized national or sector-specific benchmarking exercises or referential used to 
measure cybersecurity development. These include a project for identification and classification of national 
information systems and another project for measuring the level of maturity of these systems. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Morocco does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Actions 50 to 53 of the national strategy “Digital Morocco 2013” are related to cybersecurity trainings and 
awareness programs. Thus as part of the national cybersecurity strategy, most scientific and technical schools 
and universities in Morocco integrate into their curriculum, courses in cybersecurity to meet the growing demand 
for skills in systems information security at national level. 

1.4.3 PROFESSIONAL CERTIFICATION 

Morocco has 69 public sector professionals certified under internationally recognized certification programs in 
cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Morocco has 7 government and public sector agencies certified under internationally recognized standards in 
cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Morocco has officially 
recognized partnerships with the following organizations: 

-ITU -South Korea -Cybersecurity Malaysia  

-FIRST -France.  

1.5.2 INTRA-AGENCY COOPERATION 

Morocco does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Morocco does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Morocco is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Morocco 
participated in the ITU-IMPACT Cyber Drill in Muscat, Oman in October, 2013. Morocco participated in the 
Applied Learning for Emergency Response Teams (ALERT) in Amman, Jordan in July, 2013 (15-17th October 
2013). Morocco also participated in the ALERT in Muscat, Oman in October, 2013 (22-24th October 2013). 
maCERT is a member of FIRST. 

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-The Criminal Code (Article 483,497 and 503). 

 

http://www.itu.int/
http://www.mospa.go.kr/
http://www.cybersecurity.my/
http://www.first.org/
http://www.ssi.gouv.fr/en
http://www.macert.gov.ma/
http://www.first.org/
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/documents/countryprofiles/Criminal%20Code%20Morocco.pdf
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2.2 UN CONVENTION AND PROTOCOL 

Morocco has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Morocco has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Morocco does not have an officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Morocco does not have an officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 

 

 

 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

REPUBLIC OF MOZAMBIQUE 

 

 

BACKGROUND 

Total Population:24 475 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 5.40%  

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 

 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- None. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

- Electronic transaction Act. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Mozambique does not have an officially recognized national CIRT.  

1.2.2 STANDARDS 

Mozambique does not have an officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Mozambique.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Mozambique does not have an officially recognized national or sector-specific cybersecurity strategy. A National 
Cybersecurity management system is in the process of being implemented. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Mozambique. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Mozambique. 

1.3.4 NATIONAL BENCHMARKING 

Mozambique does not have any officially recognized national benchmarking or referential to measure 
cybersecurity development.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Mozambique does not have an officially recognized national or sector-specific research and development 
program or project for cybersecurity standards, best practices and guidelines. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
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1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Mozambique.  

1.4.3 PROFESSIONAL CERTIFICATION 

Mozambique does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Mozambique does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Mozambique does not have any framework to facilitate sharing of cybersecurity assets across borders or with 
other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Mozambique does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Mozambique. 

1.5.4 INTERNATIONAL COOPERATION 

Mozambique is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- None. 
2.2 UN CONVENTION AND PROTOCOL 

Mozambique has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Mozambique has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Mozambique. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Mozambique.   

 

 

 
  

http://www.impact-alliance.org/home/index.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 MYANMAR 

 

 

BACKGROUND 

Total Population: 48 724 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 1.20% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

-Electronic Transaction Act.   

1.1.2  REGULATION AND COMPLIANCE 

Myanmar does not have specific regulation and compliance requirement pertaining to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Myanmar has an officially recognized national CIRT (mmCERT). ITU conducted a CIRT for Myanmar in 2011. 

1.2.2 STANDARDS 

Myanmar does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Myanmar does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Myanmar does not have an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Myanmar does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The Ministry of Communications and Information Technology is the officially recognized agency responsible for 
implementing a national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Myanmar does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Myanmar mmCERT cooperates with JPCERT to establish best practices and guidelines to be applied in either the 
private or the public sector. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.mmcert.org.mm/
http://www.mcit.gov.mm/
http://www.mmcert.org.mm/
https://www.jpcert.or.jp/english/
http://en.wikipedia.org/wiki/File:Flag_of_Myanmar.svg
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1.4.2 MANPOWER DEVELOPMENT 
There is the Asean - Japan Joint Cybersecurity Awareness Programs since 2012, which aim to raise awareness of 
cybersecurity in ASEAN region. In addition, there are some thesis programs of PhD student that are related to 
cybersecurity. 

1.4.3 PROFESSIONAL CERTIFICATION 

Myanmar does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Myanmar does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Myanmar has officially 
recognized partnerships with the following organizations: 

-ITU -APCERT -ASEAN China  

-FIRST -ASEAN-Japan 

 

 

1.5.2 INTRA-AGENCY COOPERATION 

Myanmar does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Myanmar does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Myanmar is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 

Myanmar also participated in cybersecurity activities organized by APCERT, ASEAN-Japan, ASEAN-China and ITU.  
In 2011 Myanmar hosted the first ITU-IMPACT Applied Learning for Emergency Response Team (ALERT) in 
Yangon. Myanmar also participated in the ALERT at Vientiane in 2013. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Section 292-293 of the Criminal Code 
2.2 UN CONVENTION AND PROTOCOL 

Myanmar has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Myanmar has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Myanmar does not have any officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Myanmar Computer Incident Response Team (mmCERT) is the officially recognized agency that offers an avenue 
for the reporting of incidents related to child online protection. 
  

http://www.itu.int/
http://www.apcert.org/
http://www.first.org/
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/Organizational-Structures.aspx
http://www.impact-alliance.org/home/index.html
http://www.itu.int/net/pressoffice/press_releases/2011/50.aspx
http://www.itu.int/net/pressoffice/press_releases/2011/50.aspx
http://www.wipo.int/wipolex/en/text.jsp?file_id=181185
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.mmcert.org.mm/
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CYBERWELLNESS PROFILE 

 NAMIBIA 

 

 

BACKGROUND 

Total Population: 2 364 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 13.90% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 

The ECOWAS legislation is being transposed into Namibian legal system. However specific legislation pertaining 

to cybercrime has already been mandated through the following legal instruments: 

-Use of Electronic Transaction and Communication Act 

-Cybercrime bill (Draft) 

1.1.2 REGULATION AND COMPLIANCE 

Namibia does not have any officially recognized national regulation pertaining to cybersecurity. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Namibia does not have any officially recognized national CIRT. 

1.2.2 STANDARDS 

Namibia does not have currently any officially recognized national (and sector specific) cybersecurity frameworks 
for implementing internationally recognized cybersecurity but it has started working on it with the development 
of Cybercrime Bill. 

1.2.3 CERTIFICATION 
Namibia does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Namibia does not have an officially recognized national cybersecurity strategy but it has started working on it 
with the development of Cybercrime Bill. 

1.3.2 ROADMAP FOR GOVERNANCE 

Namibia does not have officially recognized national governance roadmaps for cybersecurity but it has started 
working on it with the development of Cybercrime Bill. 

1.3.3 RESPONSIBLE AGENCY 

Namibia does not have an officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap. However there is a committee working on cybersecurity strategy but it has started 
working on it with the development of Cybercrime Bill. 

1.3.4 NATIONAL BENCHMARKING 

Namibia does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development but it has started working in it with the development of Cybercrime 
Bill. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://209.88.21.36/opencms/opencms/grnnet/MIB/modules/news/news_0034.html?uri=/grnnet/MIB/highlights/index.html
http://en.wikipedia.org/wiki/File:Flag_of_Namibia.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Namibia does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Namibia does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Namibia does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Namibia does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Namibia does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Namibia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Namibia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Namibia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 

Namibia is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT 
Policies in Sub-Sahara Africa” (HIPSSA). 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION 

Namibia does not have any national legislation pertaining to child online protection. 
2.2 UN CONVENTION AND PROTOCOL 

Namibia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Namibia has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Namibia does not have any officially recognized agencies that offer institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Namibia does not have any officially recognized agencies that offer an avenue for the reporting of incidents 
related to child online protection. 

 

 

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 NAURU 

 

 

BACKGROUND 

Total Population: 10 293 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population:  N/A 

(data source: ITU Statistics, 2013) 

  

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Nauru does not have specific officially recognized national legislation pertaining to cybercrime. 

1.1.2  REGULATION AND COMPLIANCE 

Nauru does not have specific regulations and compliance requirement pertaining to cyber security. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Nauru does not have an officially recognized national CIRT. However it is a member of the Pacific CERT (PACCERT). 

1.2.2 STANDARDS 

Nauru does not have officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Nauru does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Nauru does not have an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Nauru does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

Nauru does not have an officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Nauru does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Nauru does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.paccert.org/
http://en.wikipedia.org/wiki/File:Flag_of_Nauru.svg
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1.4.2 MANPOWER DEVELOPMENT 

Nauru does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Nauru does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Nauru does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Nauru does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across borders 
or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Nauru does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Nauru does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Nauru is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Nauru is among 
the beneficiary countries of the EU/ITU co-funded project “Capacity Building and ICT Policy, Regulatory and 
Legislative Frameworks Support for Pacific Island Countries” (ICB4PAC). 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Sections 227-229 of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Nauru has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Nauru signed but did not ratify articles 2 and 3, to the Optional Protocol to The Convention 
on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Nauru does not have an officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Nauru does not have an officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 

 

 

 

 
  

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/ICB4PAC/Pages/default.aspx
http://ronlaw.gov.nr/nauru_lpms/files/acts/7a6152bda0c095cb3b94813330d84b80.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

FEDERAL DEMOCRATIC REPUBLIC 
OF NEPAL  

 

BACKGROUND 

Total Population: 31 011 00 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 13.30%  

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 
 

LEGAL MEASURES 
1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- The Electronic Transactions Act. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

- The Electronic Transactions Act. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Nepal does not have an officially recognized national CIRT. ITU conducted a CIRT assessment for Nepal in 2010. 

1.2.2 STANDARDS 

Nepal does not have an officially approved national or sector specific cybersecurity framework for implementing 
internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Nepal.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Nepal does not have any officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Nepal. 

1.3.3 RESPONSIBLE AGENCY 

The Kathmandu Metropolitan Police Crime Division (KMPCD) is the agency responsible for cybersecurity in Nepal. 

1.3.4 NATIONAL BENCHMARKING 

Nepal does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.tepc.gov.np/uploads/files/12the-electronic-transaction-act55.pdf
http://www.tepc.gov.np/uploads/files/12the-electronic-transaction-act55.pdf
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Nepal does not have an officially recognized national or sector-specific research and development program or 
project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Nepal.  

1.4.3 PROFESSIONAL CERTIFICATION 

Nepal does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Nepal does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Nepal does not have any framework to facilitate sharing of cybersecurity assets across borders or with other 
nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Nepal does not have any officially recognized national or sector-specific program for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Nepal. 

1.5.4 INTERNATIONAL COOPERATION 

Nepal is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Section 47 of the Electronic Transaction ordinance 

- Section 2(c1) under Some Public (Crime and Punishment) Act 

- Section 16(2) and (3) of the Children’s Act, 2048 – only for children under 16. 
2.2 UN CONVENTION AND PROTOCOL 

Nepal has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Nepal has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection.  
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Nepal.   
  

http://www.impact-alliance.org/home/index.html
http://nepalchamber.com.np/policies/electronic.php
http://www.ncf.org.np/upload/files/182_en_some-public-crime-and-punishment-act-2027-english.pdf
http://www.youthpolicy.org/library/wp-content/uploads/library/1992_Childrens_Act_Eng.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 KINGDOM OF THE NETHERLANDS  

 

 

BACKGROUND 

Total Population: 16 714 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 93.9564% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Penal Code. 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Electronic Signature Law - Decision on Electronic Signatures - Data Protection Act. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Until the National Cyber Security Centre was set up, GOVCERT.NL was the government organization dedicated 
to cyber security and incident response. The tasks and employees of GOVCERT.NL have all been transferred to 
the Center. This has ensured that the NCSC has had a sound foundation from the beginning. Therefore NCSC is 
the nationally recognized CIRT.  

1.2.2 STANDARDS 

There is no information on any internationally recognized standards used in The Netherlands. However, The 
Netherlands’ iStrategy will make generic frameworks, services and products available to all Central Government 
organizations.  

1.2.3 CERTIFICATION 
The Netherlands does not have any officially approved national (and sector specific) cybersecurity frameworks 
for the certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

The Netherlands has adopted The National Cyber Security Strategy (NCSS), National Cyber Security Strategy 2 
and The Defense Cyber Strategy as its national cybersecurity strategies. 

1.3.2 ROADMAP FOR GOVERNANCE 

The Netherlands has a nationally recognized governance roadmap for cybersecurity: 2014-2016 Action 
Programme Annex 1 to the NCSS 2. 

1.3.3 RESPONSIBLE AGENCY 

The following are the officially recognized agencies responsible for implementing the national cybersecurity 
strategy, policy and roadmap: 

- National Coordinator for Security and Counterterrorism (NCTV)  - NCSC. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://wetten.overheid.nl/BWBR0001854/volledig/geldigheidsdatum_23-11-2012#Opschrift
http://www.coe.int/t/dghl/standardsetting/dataprotection/national%20laws/NL_DP_LAW.pdf
https://www.ncsc.nl/english
https://www.ncsc.nl/english/organisation/about-the-ncsc/govcert.nl.html
https://www.ncsc.nl/english/organisation/about-the-ncsc/govcert.nl.html
https://www.ncsc.nl/english
https://www.ncsc.nl/english
http://www.government.nl/documents-and-publications/notes/2012/03/30/the-netherlands-istrategy.html
http://www.government.nl/documents-and-publications/notes/2012/03/30/the-netherlands-istrategy.html
https://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&ved=0CCIQFjAB&url=https%3A%2F%2Fenglish.nctv.nl%2FImages%2Fcyber-security-strategy-uk_tcm92-379999.pdf&ei=kHK-VJz8E8TJOpzWgdAG&usg=AFQjCNEiI6toKBt81q1MlW-WAJqF2R26lw&sig2=0E4DUNsrZaZfn3zhjvfwJA&bvm=bv.83829542,d.ZWU&cad=rja
http://english.nctv.nl/Images/national-cyber-security-strategy-2_tcm92-520278.pdf
http://www.defensie.nl/english/topics/cyber-security/contents/defence-cyber-strategy
http://english.nctv.nl/Images/national-cyber-security-strategy-2_tcm92-520278.pdf
http://english.nctv.nl/Images/national-cyber-security-strategy-2_tcm92-520278.pdf
https://english.nctv.nl/
https://www.ncsc.nl/english
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1.3.4 NATIONAL BENCHMARKING 

The Netherlands has officially recognized the Cybersecurity Assessment Netherlands (CSBN) as the body 
responsible for the national benchmarking exercises or referential used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

The NCSC is the officially recognized national agency responsible for research and development (R&D) 
programs/projects for cybersecurity standards and best practices and guidelines to be applied in either the 
private or the public sector. It fulfils this function by collecting knowledge and expertise in the field of 
cybersecurity from all sectors of society, both practical knowledge and data from scientific research. The 
government, businesses and universities are able to pool their knowledge in the Center. 

1.4.2 MANPOWER DEVELOPMENT 

NCSC’s Expertise & Advice and Sharing knowledge is recognized as the national program for raising awareness 
and promoting cybersecurity especially educational programs among the public and private sectors.  

1.4.3 PROFESSIONAL CERTIFICATION 

There is no record of how many professionals are certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

NCSC is the certified government and public sector agency certified under internationally recognized standards 
in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, the Netherlands has 
officially recognized partnerships with the following organizations: 

- EGC - CSIRT  

1.5.2 INTRA-AGENCY COOPERATION 

Various agencies are able to share cybersecurity assets in The Netherlands through the High-Tech Crime Unit of 
the Dutch Police Services Agency (KLPD) and through the NCSC. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

The Netherlands has an officially recognized national program for sharing cybersecurity assets within the public 
and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

The NCSC is a member of the following: 

- FIRST  - TERENA   - ENISA  - EGC. 

The Netherlands is involved in international cooperation with many other agencies. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

- Article 240b of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

The Netherlands has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the 
Convention on the Rights of the Child. The Netherlands has acceded, with no declarations or reservations to 
articles 2 and 3, to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, 
Child Prostitution and Child Pornography. 

https://english.nctv.nl/publications-products/Cyber_Security_Assessment_Netherlands/
https://www.ncsc.nl/english
https://www.ncsc.nl/english/organisation/partners/knowledge-and-expertise.html
https://www.ncsc.nl/english
https://www.ncsc.nl/english/services/expertise-advice
https://www.ncsc.nl/english
http://www.egc-group.org/
https://www.csirt.org/
http://www.police.nl/policegb/KLPD.HTM
https://www.ncsc.nl/english
https://www.ncsc.nl/english/organisation/partners/public-private.html
https://www.ncsc.nl/english
http://www.first.org/
https://www.terena.org/activities/tf-csirt/
https://www.enisa.europa.eu/
http://www.egc-group.org/
https://www.ncsc.nl/english/organisation/partners/international.html
http://wetten.overheid.nl/BWBR0001854/volledig/geldigheidsdatum_23-11-2012#Opschrift
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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2.3 INSTITUTIONAL SUPPORT 

The Government Computer Emergency Response Team of the Netherlands (GOVCERT.NL), merged with the 
NCSC, provides information on internet safety. The DigiAware Program, supported by the Ministry of Economic 
Affairs, Agriculture and Innovation, provides information about internet safety. 
2.4 REPORTING MECHANISM 

Online illegal content can be reported in the website of Meldpunt. 

 
  

http://www.govcert.nl/english/home
https://www.ncsc.nl/english
http://www.digibewust.nl/
http://www.meldpunt.nl/site/page.php
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CYBERWELLNESS PROFILE  

NEW ZEALAND 

 

 

 

BACKROUND 

Total Population: 44 610 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 82.78% 

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- 248-259 Crimes Act 1961. 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Electronic Transaction Act                                   - Electronic Data Safety Bill          

- Unsolicited Electronic Messages Act                                                                               - Electronic Identity Verification 

Bill  

- Government Communications Security Bureau Act                  

- The Telecommunications (Interception Capability and Security) Act. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

The New Zealand National Cyber Security Centre (NCSC) is the national CIRT responsible for enhanced services 
to government agencies and critical infrastructure providers to assist them to defend against cyber-borne 
threats.  

1.2.2 STANDARDS 

Standards New Zealand is the nationally recognized agency responsible for implementing internationally 
recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
There is no nationally recognized body in New Zealand for certification and accreditation of national agencies 
and public sector professionals.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
New Zealand's Cybersecurity Strategy is the officially recognised strategy document in place to ensure a 

systematic government-level response to various cyber threats to national security. 

1.3.2 ROADMAP FOR GOVERNANCE 
There is no officially recognised roadmap for cybersecurity in New Zealand. 

1.3.3 RESPONSIBLE AGENCY  

The agency responsible for overseeing the implementation of New Zealand's Cybersecurity Strategy is the 
Government Communications Security Bureau (GCSB).  

1.3.4 NATIONAL BENCHMARKING 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.legislation.govt.nz/act/public/1961/0043/latest/DLM327382.html
http://www.legislation.govt.nz/act/public/2002/0035/latest/DLM154185.html
http://www.legislation.govt.nz/bill/member/2012/0087/latest/DLM4881902.html
http://www.legislation.govt.nz/act/public/2007/0007/latest/DLM405134.html
http://legislation.govt.nz/bill/government/2011/0323/latest/DLM1777802.html
http://legislation.govt.nz/bill/government/2011/0323/latest/DLM1777802.html
http://www.legislation.govt.nz/act/public/2003/0009/latest/DLM187178.html
http://www.legislation.govt.nz/act/public/2013/0091/latest/DLM5177923.html
http://www.ncsc.govt.nz/about-us/
http://www.standards.co.nz/
http://www.dpmc.govt.nz/sites/all/files/publications/nz-cyber-security-strategy-june-2011_0.pdf
http://www.dpmc.govt.nz/sites/all/files/publications/nz-cyber-security-strategy-june-2011_0.pdf
http://www.gcsb.govt.nz/
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The GCSB Annual Report and Compliance Report are the nationally recognised benchmarks for cybersecurity in 

New Zealand.  

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Unitec is home to New Zealand’s first Cybersecurity Centre which is the officially recognized national or sector-
specific research and development (R&D) program/project for cybersecurity standards, best practices and 
guidelines to be applied in either the private or the public sector. The University of Waikato has a group known 
as Cyber Security Researchers of Waikato (CROW). 
2.4.2 MANPOWER DEVELOPMENT 

GCSB provides various educational and professional training programs in order to raise awareness with the 

general public, promoting cybersecurity courses in higher education and promoting certification of professionals 

in both public and private sectors throughout New Zealand. 

 

1.4.3 PROFESSIONAL CERTIFICATION 

There is no record of the number of public officers that are certified in cybersecurity.   

1.4.4 AGENCY CERTIFICATION 

New Zealand does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
2.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, New Zealand (NCSC) 
partners with the following International organizations: 

- CPNI                    - GovCertUK                    - US CERT             - CCIRC                      - CERT Australia.  

1.5.2 INTRA-AGENCY COOPERATION 

New Zealand has officially recognized national or sector-specific programs for sharing cybersecurity assets within 
the public sector through the (NCSC)’s partnership with the following: 

- Department of Internal Affairs                           - New Zealand Police 

- Ministry of Business, Innovation and Employment - Domain New Commission.  

1.5.3 PUBLIC SECTOR PARTNERSHIP 
The (NCSC) partners with a range of organisations from the private sector such as: 

- Netsafe           - InternetNZ       - Connect Smart  - New Zealand Internet Task force.  

1.5.4 INTERNATIONAL COOPERATION 

New Zealand participates in several cybersecurity activities with APCERT.  

 
3 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  
Specific legislation on child online protection has been enacted through the following instruments: 
- Sections 124 and 131B of the Crime Act. 
- Sections 3, 127 of the Films, Videos and Publications Classification Act. 

2.2 UN CONVENTION AND PROTOCOL 

New Zealand has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. 
New Zealand has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to 
The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 

http://www.nzic.govt.nz/assets/Publications/GCSB-Annual-Report-2012.pdf
http://www.nzic.govt.nz/assets/Publications/Review-of-compliance-at-the-GCSB.pdf
http://www.unitec.ac.nz/career-and-study-options/computing-and-information-technology
https://crow.org.nz/
http://www.gcsb.govt.nz/
http://www.ncsc.govt.nz/about-us/
http://www.cpni.gov.uk/
http://www.cesg.gov.uk/policyguidance/GovCertUK/Pages/index.aspx
https://www.us-cert.gov/
http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ccirc-ccric-prtnrs-eng.aspx
https://www.cert.gov.au/
http://www.ncsc.govt.nz/about-us/
http://www.dia.govt.nz/
http://www.police.govt.nz/
http://www.mbie.govt.nz/
http://dnc.org.nz/
http://www.ncsc.govt.nz/about-us/
http://www.netsafe.org.nz/
https://internetnz.nz/
http://www.connectsmart.govt.nz/about/more-about-cyber-security/
http://www.nzitf.org.nz/
http://www.apcert.org/
http://www.legislation.govt.nz/act/public/1961/0043/latest/DLM327382.html
http://www.legislation.govt.nz/act/public/1993/0094/latest/DLM312895.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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2.3 INSTITUTIONAL SUPPORT 

The following institutions are responsible for child online protection: 

- (NCSC) 

- The Privacy Commissioner 

- The Police of New Zealand  

- The Department of Internal Affairs. 

 

2.4 REPORTING MECHANISM 

NCSC provides the number (04) 498-7654 and a report to be completed in its website. 

 
  

http://www.ncsc.govt.nz/about-us/
http://privacy.org.nz/
https://www.police.govt.nz/
http://www.dia.govt.nz/
http://www.ncsc.govt.nz/about-us/
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CYBERWELLNESS PROFILE  

REPUBLIC OF NICARAGUA 
 

 

BACKGROUND 

Total Population: 5 955 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 15.50% 

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Criminal Code. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Law on Electronic Signature 

- Law on Personal Data Protection. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Nicaragua does not have an officially recognized national CIRT. 

1.2.2 STANDARDS 

Nicaragua does not have an officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION  

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Nicaragua.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Nicaragua does not have an officially recognized national or sector-specific cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Nicaragua. 

1.3.3 RESPONSIBLE AGENCY 

Nicaraguan Committee on Science and Technology (CONICYT) and the Commission on Electronic Government in 
Nicaragua (GOBENIC) are the agencies responsible for cybersecurity in Nicaragua. 

1.3.4 NATIONAL BENCHMARKING 

Nicaragua does not have officially recognized national benchmarking or referential to measure cybersecurity. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://legislacion.asamblea.gob.ni/Normaweb.nsf/164aa15ba012e567062568a2005b564b/1f5b59264a8f00f906257540005ef77e?OpenDocument&Highlight=2,pornografia,infantil
http://legislacion.asamblea.gob.ni/Normaweb.nsf/164aa15ba012e567062568a2005b564b/4f3839183e874782062577e60050674d?OpenDocument&Highlight=2,firma,electronica
http://legislacion.asamblea.gob.ni/Normaweb.nsf/164aa15ba012e567062568a2005b564b/e5d37e9b4827fc06062579ed0076ce1d?OpenDocument&Highlight=2,proteccion,datos,personales
http://www.conicyt.gob.ni/
http://www.gobenic.gob.ni/
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no officially recognized national or sector-specific research and development program or project for 
cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

Academic institutions including the National University of Engineering, Central University, and National 
University of Managua offer coursework and specialized training in information security-related topics and 
computer forensics. 

1.4.3 PROFESSIONAL CERTIFICATION 

Nicaragua does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Nicaragua does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Nicaragua does not have an officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

There is no information about any international cooperation that Nicaragua participates in. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Articles 175 and 176* of the Criminal Code 

- Article 5* of Law n. 287 – Code for Childhood and Adolescence. 
2.2 UN CONVENTION AND PROTOCOL 

Nicaragua has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Nicaragua has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency that is responsible for child online protection. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to receiving complaints of incidents in Nicaragua. 

 
  

http://legislacion.asamblea.gob.ni/Normaweb.nsf/($All)/1F5B59264A8F00F906257540005EF77E?OpenDocument
http://legislacion.asamblea.gob.ni/Normaweb.nsf/($All)/9AB516E0945F3B6E062571A1004F4BDE?OpenDocument
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

REPUBLIC OF NIGER 

 

BACKGROUND 

Total Population: 16 644 000  

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 1.70%  

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Law on Offences in the Field of Computer.  
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- None. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Niger does not have any officially recognized national CIRT.  Niger completed a CIRT assessment conducted by 
ITUin 2011. 

1.2.2 STANDARDS 

Niger does not have any officially approved national or sector specific cybersecurity framework for implementing 
internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Niger.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Niger does not have any officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Niger. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Niger. 

1.3.4 NATIONAL BENCHMARKING 

Niger does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Niger does not have an officially recognized national or sector-specific research and development program or 
project for cybersecurity standards, best practices and guidelines. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.droit-afrique.com/images/textes/Niger/Niger%20-%20Code%20penal%202003.pdf
http://en.wikipedia.org/wiki/File:Flag_of_Niger.svg
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1.4.2 MANPOWER DEVELOPMENT 

Niger has a Parliamentary Day of Information Technology on Cybercrime: Equipping Parliament on the issue of 
cybercrime. 

1.4.3 PROFESSIONAL CERTIFICATION 

Niger does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Niger does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Niger does not have any framework to facilitate sharing of cybersecurity assets across borders or with other 
nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Niger does not have any officially recognized national or sector-specific program for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Niger. 

1.5.4 INTERNATIONAL COOPERATION 

Niger is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Niger is also a 
member of ECOWAS which has a mandate through a Directive to fight against cybercrime.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Articles 275, 276, 282 and 293 of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Niger has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Niger has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Niger. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Niger.   

 

 
  

http://www.lesahel.org/index.php/component/k2/item/2681-journ%C3%A9e-parlementaire-des-technologie-de-linformation-sur-la-cybercriminalit%C3%A9--outiller-les-parlementaires-sur-la-probl%C3%A9matique-de-la-cybercriminalit%C3%A9
http://www.impact-alliance.org/home/index.html
http://www.ecowas.int/
http://www.unhcr.org/refworld/country,,NATLEGBOD,,NER,456d621e2,47fb8e642,0.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

NIGERIA 

 

 

BACKGROUND 

Total Population: 166 629 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 38.00% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation pertaining to cybercrime is mandated through the following legal instruments: 

-Money laundering (prohibition) Act 2011 

- Advance Free Fraud & other related Offences Act 2006 

- Evidence Act 2001 

- Cybercrime Bill 2013 (in view). 

1.1.2  REGULATION AND COMPLIANCE 

There is no available information concerning any officially recognised regulation pertaining to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU-IMPACT completed a CIRT readiness assessment for Nigeria at Burkina Faso in May 2010. Nigeria has an 
officially recognized CIRT (CERRT.ng) by the Office of National Security Adviser. Nigeria is also in process of 
building another officially recognized national CIRT (NGCERT). 

1.2.2 STANDARDS 

The technical framework for cyber and information security (NCC) is the officially recognized national (and sector 
specific) cybersecurity framework for implementing internationally recognized cybersecurity standards. The 
Legal Framework for CIS Operational Procedure Manual for CIS is currently in view. 

1.2.3 CERTIFICATION 
The Computer Forensics Institute of Nigeria (CFIN) and the Association of Certified Cybersecurity Policy are the 

officially approved national (and sector specific) cybersecurity frameworks for the certification and accreditation 

of national agencies and public sector professionals. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
The Office of the National Security Adviser (ONSA) has officially produced a draft on National cybersecurity policy 
and on National cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 
The Office of the National Security Adviser (ONSA) provides a National cybersecurity roadmap. 

1.3.3 RESPONSIBLE AGENCY 
Nigeria has officially recognized the following agencies responsible for implementing a national cybersecurity 
strategy, policy and roadmap. 
- Ministry of Communication Technology    - Office of the National Security Adviser 

-Nigerian Communications Commission    -Economic and Financial Crimes Commission 

-National Information and Technology Development Agency. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://ncc.gov.ng/index.php?option=com_content&view=article&id=589&Itemid=93
http://www.cfinonline.org/
http://commons.wikimedia.org/wiki/File:Flag_of_Nigeria.svg
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1.3.4 NATIONAL BENCHMARKING 

Nigeria has officially recognized national or sector-specific benchmarking exercises or referential used to 
measure cybersecurity development through the following instruments: 
- Cybersecurity Strategy Bootcamp     - Cyber Security Stakeholder’s Forum 

- National Information and Technology Development Agency   - Office of the National Security Adviser. 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Nigeria does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. However, there is a review of the readiness of social media networks and its implications to 
telecommunications regulation and national security. 

1.4.2 MANPOWER DEVELOPMENT 
Nigeria does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. However there is collaboration 
with the Department of Homeland Security on “Stop.Think.Act” Campaign for Nigeria. CERRT.NG is also engaged 
in promoting cybersecurity awareness campaigns. 

1.4.3 PROFESSIONAL CERTIFICATION 

Nigeria has 4 public sector professionals certified under internationally recognized certification programs in 
cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

The Central Bank of Nigeria is the only public agency certified under internationally recognized standards in 
cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Nigeria has officially 

recognized partnerships with the following organizations:  

-FIRST    - Egypt (in progress). 

1.5.2 INTRA-AGENCY COOPERATION 

 Nigeria has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 
public sector through the following instruments:   

- Cybersecurity Forum -Communication Channel among Nigerian CERT using 
PGP 

-National Information and Technology Development 
Agency (in progress) 

-Internet Governance Forum. 

 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Nigeria has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 
public sector through the following instruments:   

- Cybersecurity Forum -Communication Channel among Nigerian CERT 
using PKI 

-National Information and Technology 
Development Agency (in progress) 

-Internet Governance Forum 

 

 

http://cerrt.ng/Home
http://www.cenbank.org/
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1.5.4 INTERNATIONAL COOPERATION 

Nigeria is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Nigeria is 
among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in Sub-
Sahara Africa” (HIPSSA). 

Nigeria also participated in the following cybersecurity activities:   
-ITU Impact      -CTO – Commonwealth Telecommunications Organization  

-ICANN        -AFRICACERT (Africacert.org). 

 

2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child protection has been enacted through the following instrument: 

- Chapter 21A of the Criminal Code – does not explicitly criminalize child pornography but only obscene 
publications. 
2.2 UN CONVENTION AND PROTOCOL 

Nigeria has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. 

Nigeria has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Nigeria does not have any officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Nigeria does not have any officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 
  

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.nigeria-law.org/Criminal%20Code%20Act-PartIII-IV.htm#Chapter 21A
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

NORWAY 
 

 

BACKGROUND 

Total Population: 4 960 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 95.05% 

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- Penal Code (Proposal) 

- General Civil Penal Code (Penal Code). 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Electronic Commence Act - Electronic Communication Act   - Personal Data Act 

- Electronic Signature Act - Act concerning Electronic Money Institutions - Freedom of Information Act 

- Act of 20 March 1998 relating to Protective Security Services. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Norway has an officially recognized national CIRT NorCERT operated by The Norwegian National Security 
Authority (NSM).  

1.2.2 STANDARDS 

Norway is a member of the ETSI standard organization and aligns with its standards for Cybersecurity.  

1.2.3 CERTIFICATION 
SERTIT offers a cybersecurity framework for the certifications and accreditations of national agencies and public 

sector professionals.  

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Norway has an officially recognized National Cybersecurity Policy National Strategy for Cyber Security . The NSM 

is currently developing the Norwegian Computer Network Defence (CND) strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no nationally recognized roadmap for Norway’s cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The NSM, being a cross-sectoral professional and supervisory authority within the protective security services in 
Norway, is also responsible for matters of cybersecurity. 

1.3.4 NATIONAL BENCHMARKING 
There is no officially recognized national benchmarking exercise or program for cybersecurity in Norway.  

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.cybercrimelaw.net/Norway.html
http://lovdata.no/dokument/NL/lov/1902-05-22-10
http://www.lexadin.nl/wlg/legis/nofr/eur/lxwenoo.htm
http://www.wipo.int/edocs/lexdocs/laws/en/no/no085en.pdf
http://www.ub.uio.no/ujur/ulovdata/lov-20000414-031-eng.pdf
http://www.ub.uio.no/ujur/ulovdata/lov-20060519-016-eng.pdf
http://www.ub.uio.no/ujur/ulovdata/lov-19980320-010-eng.pdf
http://www.cert.no/
http://www.etsi.org/standards/different-types-of-etsi-standards
http://sertit.no/article/1
http://www.regjeringen.no/upload/FAD/Vedlegg/IKT-politikk/Cyber_Security_Strategy_Norway.pdf
https://www.nsm.stat.no/om-nsm/english/
http://nsm.stat.no/om-nsm/english/
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Center for Cyber and Information Security (CCIS) provides training and study programs and Norway has officially 
recognized it as the national research and development (R&D) program/project for cybersecurity. 

1.4.2 MANPOWER DEVELOPMENT 
CCIS provides a wide range of organizations with a research and education centre in information. The CCIS also 

partners with the following: 

- National Security Agency - Police Directorate  - IBM   

1.4.3 PROFESSIONAL CERTIFICATION 

NSM-NorCERT team member are certified under internationally recognized certification programs in 
cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Norway’s NSM-NorCERT is responsible for government and public sector agencies’ certification under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states NSM-NorCERT partners 
with its counterparts worldwide. 

1.5.2 INTRA-AGENCY COOPERATION 

There is no record of any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no record of a framework for sharing cybersecurity assets between the public and private sector in 
Norway. 

1.5.4 INTERNATIONAL COOPERATION 

NSM-NorCERT is a member of FIRST. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- §204 and §204a* of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Norway has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Norway has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The following are the institutions responsible for the protection of children online: 

- The Norwegian Media Authority   - You Decide 

- The Norwegian Communication Authority  
2.4 REPORTING MECHANISM 

Computer incidents can be reported to the NorCERT at the email address norcert@cert.no or by the phone 
number 02497.  

https://ccis.no/
https://ccis.no/
http://www.cert.no/
http://www.cert.no/
http://www.cert.no/
http://www.cert.no/
http://www.first.org/
http://www.lovdata.no/all/tl-19020522-010-023.html#204
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.medietilsynet.no/Trygg-bruk/
http://www.dubestemmer.no/en/
http://eng.nkom.no/
http://www.cert.no/
mailto:norcert@cert.no
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CYBERWELLNESS PROFILE 

 OMAN 

 

 

BACKGROUND 

Total Population: 2 904 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 66.45% 

(data source: ITU Statistics, 2013) 

 
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-Anti Cybercrime Act -E-Transaction Law -Telecom Act. 
 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-General Security Policy  -Internet and Email Policy -Web and e-services Policy 
-Oman e-Governance 
Framework (OeGAF).  

  

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT & RCC 

Oman has an officially recognized national CIRT (OCERT). The national CIRT also hosts the first ITU Regional 
Cybersecurity Centre (RCC) established in 2013. 

1.2.2 STANDARDS 

Oman Information Technology Authority has an officially recognized national (and sector specific) cybersecurity 
framework for implementing internationally recognized cybersecurity standards. The framework is based upon 
ISO 27001 standards.  

1.2.3 CERTIFICATION 
Through the cybersecurity professional development service Oman National CERT offers professional 

cybersecurity training in different security domains by providing information security competency and capability 

courses and certifications. The execution of the program is accomplished through strategic collaborations with 

reputable organisations in Oman and international accreditation institutions like (ISC), SANS and EC-council. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Oman has an officially recognized High Level Cyber Security Strategy and Master Plan.  

1.3.2 ROADMAP FOR GOVERNANCE 

Oman has a national governance roadmap for cybersecurity under the High Level Cybersecurity Strategy and 
Master Plan. 

1.3.3 RESPONSIBLE AGENCY 

Oman National CIRT (OCERT) is the officially recognized agency responsible for implementing a national 
cybersecurity strategy, policy and roadmap. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.ita.gov.om/ITAPortal/MediaCenter/Document_detail.aspx?NID=54
http://www.ita.gov.om/ITAPortal/MediaCenter/Document_detail.aspx?NID=56
http://www.tra.gov.om/legal-framework/the-telecom-act
http://www.cert.gov.om/
http://www.ita.gov.om/
http://www.cert.gov.om/
http://en.wikipedia.org/wiki/File:Flag_of_Oman.svg
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1.3.4 NATIONAL BENCHMARKING 
As part of its continuous effort in measuring the cybersecurity development in Oman OCERT is conducting a 

national cybersecurity survey at different levels. It also carries out cybersecurity audit and compliance against 

issued policies and framework. Oman also has an agreement with Ernest and Young to conduct a benchmark 

exercise under the Global Information Security Survey (GISS). The GISS provides organisation with an opportunity 

to compare themselves with others on important information security issues and gain insights for making key 

decisions through questions relates to security budget, investments, security governance, security effectiveness, 

maturity of security programs, security environment, and emerging technologies and trends.  

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 
OCERT through its research and analysis team lead the development of national projects such as: 

-National early warning Project -Intelligence gathering Project            -National Cyber Clean Program  

       In addition, the Research Council is Oman’s exclusive research funding body and leader of research development 
in the country. TRC serves as a focal point and hub dedicated to promoting and supporting research, scientific 
enquiry, and innovation in the Sultanate of Oman and Research and development in cyber security is one of the 
main areas focused by TRC. 

1.4.2 MANPOWER DEVELOPMENT 

The National CIRT (OCERT) has launched several cybersecurity training and awareness initiatives as below: 

- National Awareness Campaign 

-  “Way Campaign” OCERT Unified Government Information Security Campaign 

- Child Online Protection Campaign 

- OCERT Ambassador Program 

OCERT is working closely with Ministry of Education to introduce Information Security Curriculum in schools. In 
addition OCERT is an advisory member at Ministry of Manpower IT Committee reviewing IT and Security 
curriculums for the higher technical colleges. OCERT is also an advisory board member of private college. 

1.4.3 PROFESSIONAL CERTIFICATION 

Oman has about 350 public sector professionals certified under internationally recognized certification programs 
in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Oman has 7 government and public sector agencies certified under internationally recognized standards in 
cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Oman has officially 
recognized partnerships with the following organizations: 

-ITU -APWG -Malware Alliance  

-FIRST 

-Estonia 

-Malaysia (in progress)   

-HoneyNet Project 

-Singapore 

Korea (in progress).   

 

-GCC CERT/OIC CERT 

-China (in progress)   

 

1.5.2 INTRA-AGENCY COOPERATION 

Oman has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 
public sector through the OCERT Ambassador Program that creates permanent links between OCERT and its 
constituents. 

http://www.cert.gov.om/
http://www.cert.gov.om/ccp
http://www.trc.gov.om/
http://www.cert.gov.om/
http://www.cert.gov.om/mobile-security/default.aspx
http://www.cert.gov.om/services.aspx
http://www.cop.gov.om/
http://ambassadors.cert.gov.om/
http://www.cert.gov.om/
http://www.cert.gov.om/
http://www.cert.gov.om/
http://www.itu.int/
http://www.antiphishing.org/
http://www.first.org/
https://www.honeynet.org/
http://www.cert.gov.om/
http://www.cert.gov.om/
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1.5.3 PUBLIC SECTOR PARTNERSHIP 

Oman has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 
public and private sector. For example, it has a Cybersecurity Information Exchange with private security center 
and the Cybersecurity Agreement with private security services providers’ (Microsoft Security Cooperation 
Program). 

1.5.4 INTERNATIONAL COOPERATION 

Oman is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 

OCERT is a member of FIRST. 

Oman also participated in the following international cybersecurity activities: 
- FIRST Conference and Annual Meetings Japan, Malta, Austria, US, Bangkok 
- National CSIRT Meetings of CMU, Japan, Malta, Austria, US, Bangkok 
- GCC CERT Continuous meetings, Saudi Arabia, QATAR, Muscat 
- Working Group on Legal Framework for COP in the Arab region- June 2013 - Cairo 
- Cyber Defence Summit 2012 & 2013, Muscat 
- ITU-IMPACT Applied Learning for Emergency Response Teams (ALERT) from 15-17 July 2012 - Amman, Jordan 
- 1st Cyber Security Forum for energy and utilities – Abu Dhabi 2012 
- COP legal Framework for the Arab countries – Algeria 2012 
- Arab Internet Governance Forum – October 2012 - Kuwait 
- OIC –CERT Conference and Annual Meeting 2012 – Muscat 
- Gulf Cyber Crime Conference 2011, Muscat 
- ITU Regional Workshop on “Policy Advocacy & Capacity Building in Child Online Protection for the Arab Region”       
Muscat-Oman, 30-31 October 2011 
- MIS – CISO Executive Summit 2010, Muscat 
- OIC-CERT Conference, 2009, Kuala Lumpur, 2010 UAE, 2011 Muscat 
- GOVCERT conference, 2008, Rotterdam, Holland  
- CERT- Computer Emergency Response Centers workshop, 2008, Cairo, Egypt  
- ITU cybersecurity working group meeting, 2007, Geneva, Switzerland  

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Penal Code (Article 220) 

-Cybercrime Law (Article 14 and 15) 
2.2 UN CONVENTION AND PROTOCOL 

Oman has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Oman has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Oman Computer Incident Response Team is the officially recognized agency that offers institutional support on 
child online protection. 
2.4 REPORTING MECHANISM 

Oman Computer Incident Response Team is the officially recognized agency that offers an avenue for the 
reporting of incidents related to child online protection. Incidents can also be reported online on the Kids Online 
Security Website. 
  

http://www.first.org/
http://www.fiu.gov.om/files/English/Omani%20Penal%20Code/Royal%20Decree%20No.%207-74-4.pdf
http://www.ita.gov.om/ITAPortal/MediaCenter/Document_detail.aspx?NID=54
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.cop.gov.om/contact_oir_en.aspx
http://www.cop.gov.om/contact_oir_en.aspx
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CYBERWELLNESS PROFILE ISLAMIC 
REPUBLIC OF PAKISTAN 

 

 

BACKGROUND 

Total Population: 179 951 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 10.90% 

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- None. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

- Electronic Transactions Ordinance.  
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Pakistan has an officially recognized national CERT known as PakCERT.  PISA-CERT is Pakistan’s first public CERT. 

1.2.2 STANDARDS 

Pakistan does not have any officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Pakistan.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Pakistan does not have an officially recognized national or sector-specific cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Pakistan.  

1.3.3 RESPONSIBLE AGENCY 

There is no recognized agency for cybersecurity in Pakistan.  

1.3.4 NATIONAL BENCHMARKING 

Pakistan does not have any officially recognized national benchmarking or referential for measuring 
cybersecurity.   
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no officially recognized national or sector-specific research and development program or project for 
cybersecurity standards, best practices and guidelines. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.fia.gov.pk/ETO.pdf
http://www.pakcert.org/
http://pisa.org.pk/
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1.4.2 MANPOWER DEVELOPMENT 

PakCERT has a Security Awareness Public Services. It also organizes seminars and presentations in different IT 
events.  

1.4.3 PROFESSIONAL CERTIFICATION 

Pakistan does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Pakistan does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states.  

1.5.2 INTRA-AGENCY COOPERATION 

Pakistan does not have an officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

PISA R3C is the newly formed collaborative project where multi-sector teams can join together to leverage each 
other’s’ skills set and resources to better address the needs of its partners. The core objective of the project is to 
bring experts, academia, the public sector and law enforcement closer. 

1.5.4 INTERNATIONAL COOPERATION 

Pakistan is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Pakistan 
participates in Asia Pacific Security Incident Response Coordination Working Group APSIRC-WG.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

- Section 293 of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Pakistan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Pakistan has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for online child protection. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to receiving reports of incidents. 
  

http://www.pakcert.org/
http://pisa.org.pk/about/projects/
http://www.impact-alliance.org/home/index.html
http://www.unhcr.org/refworld/country,LEGAL,,LEGISLATION,PAK,4562d8cf2,485231942,0.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

REPUBLIC OF PALAU 

 

 

BACKGROUND 

Total Population: Unknown 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: Unknown%  

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- None. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- None. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Palau does not have an officially recognized national CIRT.  

1.2.2 STANDARDS 

Palau does not have an officially approved national or sector specific cybersecurity framework for implementing 
internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Palau.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Palau does not have an officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Palau. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Palau. 

1.3.4 NATIONAL BENCHMARKING 

Palau does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Palau does not have an officially recognized national or sector-specific research and development program or 
project for cybersecurity standards, best practices and guidelines. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
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1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Palau.  

1.4.3 PROFESSIONAL CERTIFICATION 

Palau does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Palau does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Palau does not have any framework to facilitate sharing of cybersecurity assets across borders or with other 
nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Palau does not have an officially recognized national or sector-specific program for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Palau. 

1.5.4 INTERNATIONAL COOPERATION 

Palau participates in the PacCERT . 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- None. 
2.2 UN CONVENTION AND PROTOCOL 

There is no information on whether Palau has acceded to the Convention on the Rights of the Child. 

There is no information on whether Palau has acceded to the Optional Protocol to The Convention on the Rights 
of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Palau. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Palau.   

 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE STATE 
OF PALESTINE 

 

 

BACKGROUND  

Total Population: unknown 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 46.60% 

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- None. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

- Electronic Transactions Act. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Palestine does not have any officially recognized national CIRT.  

1.2.2 STANDARDS 

Palestine does not have any officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Palestine.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Palestine has an officially recognized Information Security Policy and the National Strategy for Information and 
Communication Technology. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Palestine. 

1.3.3 RESPONSIBLE AGENCY 

The Ministry of Communication and Information Technology is the agency responsible for cybersecurity in 
Palestine. 

1.3.4 NATIONAL BENCHMARKING 

Palestine does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.mtit.gov.ps/index.php?option=com_phocadownload&view=category&id=1&Itemid=137
http://tinyurl.com/kvvk4ag
http://www.mtit.gov.ps/index.php?option=com_phocadownload&view=category&id=1&Itemid=137
http://www.mtit.gov.ps/index.php?option=com_phocadownload&view=category&id=1&Itemid=137
http://www.mtit.gov.ps/index.php?option=com_phocadownload&view=category&id=1&Itemid=137
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no officially recognized national or sector-specific research and development program or project for 
cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

The Information Security Bulletins serve as an educational tool and to promote professional cybersecurity 
awareness. 

1.4.3 PROFESSIONAL CERTIFICATION 

Palestine does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Palestine does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states in 
Palestine. 

1.5.2 INTRA-AGENCY COOPERATION 

Palestine does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Palestine. 

1.5.4 INTERNATIONAL COOPERATION 

There is no information on any international cooperation Palestine participates in. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 
- None. 
2.2 UN CONVENTION AND PROTOCOL 

Palestine has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Palestine has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Palestine.  
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Palestine.   

 

 

 
  

http://tinyurl.com/mtb538m
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 PANAMA 
 

 

BACKGROUND 

Total Population: 3 625 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 42.90% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 
Specific legislation on cybercrime has been enacted through the following instruments: 

-Penal Code  
-Law on Electronic Signature   

1.1.2 REGULATION AND COMPLIANCE 
Panama does not have specific regulations and compliance requirements pertaining to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Panama has established an officially recognized National CIRT.  

1.2.2 STANDARDS 

Panama has an officially recognized national (and sector specific) cybersecurity framework for implementing 
internationally recognized cybersecurity standards through the National Cybersecurity Strategy. 

1.2.3 CERTIFICATION 
Panama does not have any officially approved national (and sector specific) cybersecurity frameworks for the 

certification and accreditation of national agencies and public sector professionals. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Panama has an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Panama is currently developing the national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The National Innovation Agency is the officially recognized agency responsible for implementing a national 
cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Panama does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 

 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.oas.org/juridico/MLA/sp/pan/sp_pan-int-text-cp.pdf
http://www.asamblea.gob.pa/APPS/LEGISPAN/PDF_NORMAS/2000/2008/2008_560_0378.PDF
http://www.cert.pa/
http://www.gacetaoficial.gob.pa/pdfTemp/27289_A/GacetaNo_27289a_20130517.pdf
http://www.gacetaoficial.gob.pa/pdfTemp/27289_A/GacetaNo_27289a_20130517.pdf
http://www.innovacion.gob.pa/
http://en.wikipedia.org/wiki/File:Flag_of_Panama.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Panama does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 
Panama has an officially recognised national cooperation agreement with STOP.THINK.CONNECT in 2013. The 

purpose of the agreement was to enable the public awareness program to reach people around the country and 

unite the hemisphere in the fight against cybercrime. 

1.4.3 PROFESSIONAL CERTIFICATION 

Panama does not know the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Panama does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Panama does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Panama does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Panama does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Panama is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Panama also 
works very closely with the OAS/CICTE and with the OAS Member States in implementing a hemispheric 
cooperation web forum. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 
- The Criminal Code (Articles 184-188 and 190*) 

-Law n. 16 – Contribution to the prevention and elimination of commercial sexual exploitation of children and 

adolescents in Central America, Panama and Dominican Republic (Chapter IV*) 

2.2 UN CONVENTION AND PROTOCOL 

Panama has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Panama has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution  and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Panama does not have an officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Panama Computer Incident Response Team (CSIRT Panama*) is the officially recognized agency that offers an 
avenue for the reporting of incidents related to child online protection. 

http://www.innovacion.gob.pa/para-piensa-conectate
http://www.ministeriopublico.gob.pa/minpub/Portals/0/Leyes%20y%20Articulos/Ley%20No%2014%20de%202007Reenumerado.pdf
http://www.unhcr.org/cgi-bin/texis/vtx/refworld/rwmain?page=publisher&docid=424a7ef94&skip=0&publisher=NATLEGBOD&type=LEGISLATION&querysi=Explotaci%F3n%20Sexual%20&searchin=tit
http://www.unhcr.org/cgi-bin/texis/vtx/refworld/rwmain?page=publisher&docid=424a7ef94&skip=0&publisher=NATLEGBOD&type=LEGISLATION&querysi=Explotaci%F3n%20Sexual%20&searchin=tit
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.cert.pa/
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CYBERWELLNESS PROFILE 

 PAPUA NEW GUINEA 

 

 

BACKGROUND 

Total Population: 7 171 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 6.50% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Papua New Guinea does not have specific legislation on cybercrime. 

1.1.2  REGULATION AND COMPLIANCE 

Papua New Guinea does not have specific legislation and regulation related to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Papua New Guinea does not have an officially recognized national CIRT. 

1.2.2 STANDARDS 

Papua New Guinea does not have officially recognized national (and sector specific) cybersecurity frameworks 
for implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Papua New Guinea does not have any officially approved national (and sector specific) cybersecurity frameworks 
for the certification and accreditation of national agencies and public sector professionals. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Papua New Guinea does not have an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Papua New Guinea does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The National Information Communication and Technology Authority (NICTA) is the officially recognized agency 
responsible for implementing a national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Papua New Guinea does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Papua New Guinea does not have any officially recognized national or sector-specific research and development 
(R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the 
private or the public sector. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.nicta.gov.pg/
http://en.wikipedia.org/wiki/File:Flag_of_Papua_New_Guinea.svg
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1.4.2 MANPOWER DEVELOPMENT 

Papua New Guinea does not have any officially recognized national or sector-specific educational and 
professional training programs for raising awareness with the general public, promoting cybersecurity courses in 
higher education and promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Papua New Guinea does not have any public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Papua New Guinea does not have any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 

1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Papua New Guinea does not have officially recognized partnerships to facilitate sharing of cybersecurity assets 
across borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Papua New Guinea does not have any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Papua New Guinea does not have any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Papua New Guinea is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 
Papua New Guinea  is among the beneficiary countries of the EU/ITU co-funded project “Capacity Building and 
ICT Policy, Regulatory and Legislative Frameworks Support for Pacific Island Countries” (ICB4PAC). 

Papa New Guinea is also a member of the APT and participates in APT organized Forum on cybersecurity. 

 

2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Sections 229C and 229R-T of the Criminal Code.  

2.2 UN CONVENTION AND PROTOCOL 

Papua New Guinea has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the 
Convention on the Rights of the Child. 

2.3 INSTITUTIONAL SUPPORT 

Papua New Guinea does not have any officially recognized agency that offers institutional support on child online 
protection. 

2.4 REPORTING MECHANISM 

Papua New Guinea does not have any officially recognized agency that offers an avenue for the reporting of 
incidents related to child online protection. 
  

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/ICB4PAC/Pages/default.aspx
http://www.paclii.org/cgi-bin/disp.pl/pg/legis/consol_act/cca1974115/cca1974115.html?query=penal
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
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CYBERWELLNESS PROFILE  

PARAGUAY 
 

 

BACKGROUND 

Total Population: 6 683 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 36.90% 

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Law No. 4439/2011 amending the Penal Code. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-None. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
Paraguay has an officially recognized national CIRT known as CERT-PY.  

1.2.2 STANDARDS 
Paraguay does not have an officially recognized national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Paraguay.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Paraguay does not have an officially recognized national or sector-specific cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 
There is no national governance roadmap for cybersecurity in Paraguay. 

1.3.3 RESPONSIBLE AGENCY 

CERT-PY and the National Secretariat for Information and Communication Technologies (SENATICs) are the lead 
authorities for cybersecurity in Paraguay. The Specialized Unit for Computer Crime, within the Office of the 
National Prosecutor, is the lead agency responsible for investigating and prosecuting cybercrimes. 

1.3.4 NATIONAL BENCHMARKING 
Paraguay does not have any officially recognized national benchmarking or referential to measure cybersecurity. 

 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

The government currently works with key private sector entities to develop shared norms for information 
security, including cooperation and information sharing. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.cert.gov.py/
http://www.cert.gov.py/
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1.4.2 MANPOWER DEVELOPMENT  

The government has undertaken a campaign called “Connect Yourself Safe PY [Paraguay]”, the principle objective 
of which is to increase the public’s consciousness about the dangers of posting sensitive personal information on 
social networking sites. SENATIC adopted a complementary initiative in 2013, STOPTHINKCONNECT, or 
PARAPIENSACONECTATE in Spanish, which is in the implementation phase. 

1.4.3 PROFESSIONAL CERTIFICATION 

Paraguay does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Paraguay does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Assistance has been received from numerous partners including the OAS, the US Department of State (DS/ATA), 
and other competent national authorities in the region. CERT-PY has been actively developing its cooperative 
ties with other national CSIRTs in the region, which it reported has enabled it to stay better informed of evolving 
cyber threats and techniques. 

1.5.2 INTRA-AGENCY COOPERATION 

Paraguay does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Paraguay. 

1.5.4 INTERNATIONAL COOPERATION 

Paraguay is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Paraguay 
also hosted the Congress on Cybersecurity.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 
- Article 135* of the Criminal Code. 
- Article 31* of the Law 1681/2001, Child and Adolescence Code, June 2003. 
- Law n. 2861/2006*, “That restrain trade and commercial or noncommercial dissemination of pornographic 
material, using the image or other representation of minors or mental unable”, January 2006. 
2.2 UN CONVENTION AND PROTOCOL 

Paraguay has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Paraguay has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no institutional support for child online protection in Paraguay. 
2.4 REPORTING MECHANISM 

CERT-PY provides an email to report abuses: abuse@csirt.gov.py. 

 

http://www.cert.gov.py/
http://www.impact-alliance.org/home/index.html
http://www.oas.org/en/media_center/press_release.asp?sCodigo=E-094/13
http://www.oas.org/juridico/mla/sp/pry/sp_pry-int-text-cp.pdf
http://www.oas.org/dil/esp/Ley_de_Adopcion_Paraguay.pdf
http://www.oas.org/juridico/spanish/cyb_par_ley_2861_2006.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.cert.gov.py/
mailto:abuse@csirt.gov.py
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CYBERWELLNESS PROFILE  

REPUBLIC OF PERU 

 

 

BACKGROUND 

Total Population: 29 734 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 39.20% 

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- Penal Code 
- Computer Crimes Act  
- Incorporating Computer Crimes in the Criminal Code. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Protection of Personal Data  - Digital Signatures and Certificates Law. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Peru has an officially recognized national CIRT known as PeCERT. 

1.2.2 STANDARDS 

There is no officially approved national or sector specific cybersecurity framework for implementing 
internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Peru.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Peru has an officially recognized cybersecurity strategy known as Plan Estratégico en Seguridad Informática y de 

la Información. 

1.3.2 ROADMAP FOR GOVERNANCE 

Peru does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The PeCERT and the Division of High Technology Crimes (DIVINDAT) are responsible for cybersecurity in Peru. 

1.3.4 NATIONAL BENCHMARKING 
Peru does not have an officially recognized national benchmarking or referential to measure cybersecurity 
development.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no program or project for research and development of cybersecurity standards, best practices and 
guidelines. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://spij.minjus.gob.pe/CLP/contenidos.dll?f=templates&fn=default-codpenal.htm&vid=Ciclope:CLPdemo
http://www.reniec.gob.pe/portal/pdf/certificacion/ANEXO6a.pdf
http://www.pecert.gob.pe/
http://www.ongei.gob.pe/noticias/ongei_noticias_detalle.asp?pk_id_noticia=355
http://www.ongei.gob.pe/noticias/ongei_noticias_detalle.asp?pk_id_noticia=355
http://www.pecert.gob.pe/
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1.4.2 MANPOWER DEVELOPMENT 
DIVINDAT and PeCERT actively train their personnel to maintain and develop their capacity to perform their core 

functions. Internal awareness raising initiatives within their own institutions have entailed a full range of activities 

to ensure users’ understanding of concepts not always associated with but key to cybersecurity such as physical 

security, security logic, and human security. External awareness raising activities have included media campaigns, 

and outreach and education for private sector entities including banks, payment processors, and other business 

and commercial interests. Awareness raising campaigns have also targeted citizens at large, emphasizing basic 

good practices for reducing vulnerability and protecting one’s identity and information while using the Internet 

and ICTs. 

1.4.3 PROFESSIONAL CERTIFICATION 

Peru does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Peru does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states DIVINDAT actively seeks 
assistance from foreign entities where and when appropriate. It also maintains active partnerships with and 
supports the efforts of national and international NGOs working to combat cyber and other crimes that have 
utilized ICTs.  

1.5.2 INTRA-AGENCY COOPERATION 

Peru does not have an officially recognized national or sector-specific program for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

PeCERT has initiated a dialogue to increase collaboration with the private sector, particularly ISPs and banks. 

1.5.4 INTERNATIONAL COOPERATION 

Peru is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Peru also 
participates in the OAS CICTE. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Articles 181-A* and 183-A* of the Criminal Code, added by the law n. 28.251 from April 1991. 
2.2 UN CONVENTION AND PROTOCOL 

Peru has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Peru has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no information about any agency responsible for child online protection in Peru. 
2.4 REPORTING MECHANISM 

PeCERT provides an email to report incident: pecert@pcm.gob.pe.   

http://www.pecert.gob.pe/
http://www.impact-alliance.org/home/index.html
http://www.oas.org/en/media_center/press_release.asp?sCodigo=E-354/13
https://apps.contraloria.gob.pe/unetealcontrol/pdf/07_635.pdf
https://apps.contraloria.gob.pe/unetealcontrol/pdf/07_635.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.pecert.gob.pe/
mailto:pecert@pcm.gob.pe
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CYBERWELLNESS PROFILE 

 PHILIPPINES 

 

 

BACKGROUND 

Total Population: 96 471 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 37.00% 

(data source: ITU Statistics, 2013) 

 
1. CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 
- Cyber Crime Prevention Act - RA 10175.  
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:  

- Data privacy Act of 2012 RA 10173 

- Electronic Act of 200 RA 8792  

- Anti-Child Pornography Act of 2009 RA 9775. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
Philippines has an officially recognized national CERT (PHCert).   

1.2.2 STANDARDS 
Philippines has an officially recognized national (and sector specific) cybersecurity framework for implementing 
internationally recognized cybersecurity standards  through iGovPhil services which include a single sign-on 
facility, a Public Key Infrastructure for secured online transactions. 

1.2.3 CERTIFICATION 
Philippines does not have an officially approved national (and sector specific) cybersecurity framework for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Philippine has an officially recognized national cybersecurity plan 2005. 

1.3.2 ROADMAP FOR GOVERNANCE 

Philippines does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

Philippines has officially recognized the following agencies responsible for implementing a national cybersecurity 
strategy, policy and roadmap: 

- Cyber Crime Unit and Cyber Crime Unit  - Computer Forensic Labs Computer Forensic Labs 

- Zamboanga City Zamboanga City   - General Santos City General Santos City 

- Davao City Davao City    - DOST-ICTO Cyber Security Section 

1.3.4 NATIONAL BENCHMARKING 

DOST-ICTO Cyber Security Section is responsible for benchmarking and measuring cybersecurity development in 
Philippines. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.doj.gov.ph/files/cybercrime_office/RA_10175-Cybercrime_Prevention_Act_of_2012.pdf
http://www.doj.gov.ph/files/cybercrime_office/RA_10173-Data_Privacy_Act_of_2012.pdf
http://www.wipo.int/wipolex/en/text.jsp?file_id=225417
http://www.lawphil.net/statutes/repacts/ra2009/ra_9775_2009.html
http://www.phcert.org/
http://phcybersecurity.blogspot.com.es/2011/09/philippine-national-cyber-security-plan.html
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Philippines does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Philippines has officially recognized through ISACA a sector-specific educational and professional training 
program for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. ISACA engages in the 
development, adoption and use of globally accepted, industry-leading knowledge and practices for information 
systems. It provides practical guidance and other effective tools for all enterprises that use information systems.  

1.4.3 PROFESSIONAL CERTIFICATION 

Philippines does not know the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Philippines does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity.  
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Philippines does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

1.5.2 INTRA-AGENCY COOPERATION 

Philippines does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Philippines does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

1.5.4 INTERNATIONAL COOPERATION 

Philippines is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 
- Articles 201 and 355 of the Criminal Code. 
- Section 4(c)(1) of the Cybercrime Act. 
2.2 UN CONVENTION AND PROTOCOL 

Philippines has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Philippines has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution  and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Philippines does not have an officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Philippines does not have any officially recognized agency that offers an avenue for the reporting of incidents 
related to child online protection.  

 

http://www.un.org/Depts/los/LEGISLATIONANDTREATIES/PDFFILES/PHL_revised_penal_code.pdf
http://www.comste.gov.ph/sites/default/files/HB%205808%20%28Cybercrime%29%203rd%20Rdg.%20%281%29.pdf#overlay-context=legislation/cybercrime-prevention-act
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

REPUBLIC OF POLAND 

 

 

BACKGROUND 

Total Population: 38 317 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 62.8492% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- Penal Code.  

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Act on Electronic Signature                             - Act on Electronic Payment Instruments   

- The Act on the Protection of Personal Data        - Act on Providing Services by Electronic Means 

- The Act on the Computerisation of the Operations of Entities Performing Public Tasks. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT & RCC 

Poland has an officially recognized national CIRT called CERT.GOV.PL. The first CERT created in Poland was the 
CERT Polska followed by the PIONIERCERT and the TP CERT.  

1.2.2 STANDARDS 

There is no information available about any officially recognized national (and sector specific) cybersecurity 
framework for implementing internationally recognized cybersecurity standards in Poland.  

1.2.3 CERTIFICATION 
There is no information about any framework for certification and accreditation of national agencies and public 
sector professionals in Poland. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Poland has officially recognized national cybersecurity strategy and protection plans which are: National Security 
Strategy of the Republic of Poland and Cyberspace Protection Policy of the Republic of Poland.  

1.3.2 ROADMAP FOR GOVERNANCE 

Poland has a national governance roadmap for cybersecurity under the Cyberspace Protection Policy of the 
Republic of Poland.  

1.3.3 RESPONSIBLE AGENCY 

The Ministry of Administration and Digitization, The Ministry of National Defense and the Internal Security 
Service are the officially recognized agencies responsible for implementing a national cybersecurity strategy, 
policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

There are reports on the activities of the CERT.GOV.PL and also reports on the state of cybersecurity in Poland. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
https://www.imolin.org/doc/amlid/Poland_Penal_Code1.pdf
http://www.mg.gov.pl/NR/rdonlyres/9C534966-8336-49C9-8087-0F4A64F14D66/18224/act_on_eSignature.pdf
https://www.nbp.pl/en/system_platniczy/mf.pdf
http://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&ved=0CCcQFjAB&url=http%3A%2F%2Fwww.giodo.gov.pl%2Fdata%2Ffilemanager_en%2F61.doc&ei=rAjKVMXuFYfbPZ_XgJAH&usg=AFQjCNFmBLcFn_CAcIv3BpyUuNzACOswHA&sig2=teUft7Bha_G7AwmjV3SU1g&bvm=bv.84607526,d.ZWU
https://www.itu.int/osg/spu/spam/legislation/Ustawa%20SUDE-eng_ver.pdf
http://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CB4QFjAA&url=http%3A%2F%2Fprawo.vagla.pl%2Ffiles%2FAct_on_Computerisation.doc&ei=lwfKVOi1EonaOPntgZgE&usg=AFQjCNEZJIyrzOw0g7YIXb8XvHlwUXVq-w&sig2=9h4ynjVluoZq4TzVQqmd-w&bvm=bv.84607526,d.ZWU
http://www.cert.gov.pl/
http://www.cert.pl/
https://cert.pionier.gov.pl/HomePage
https://www.trusted-introducer.org/directory/teams/tp-cert.html
http://mercury.ethz.ch/serviceengine/Files/ISN/156796/ipublicationdocument_singledocument/9132688b-9c81-4b46-9eac-5e861d3c0ef9/en/Poland-2007-eng.pdf
http://mercury.ethz.ch/serviceengine/Files/ISN/156796/ipublicationdocument_singledocument/9132688b-9c81-4b46-9eac-5e861d3c0ef9/en/Poland-2007-eng.pdf
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/copy_of_PO_NCSS.pdf
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/copy_of_PO_NCSS.pdf
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/copy_of_PO_NCSS.pdf
https://mac.gov.pl/en/the-areas-of-our-activity
http://en.mon.gov.pl/
http://www.abw.gov.pl/en/our-mission/14,Our-Mission.html
http://www.abw.gov.pl/en/our-mission/14,Our-Mission.html
http://www.cert.gov.pl/
http://www.cert.gov.pl/cer/publikacje


Global Cybersecurity Index & Cyberwellness Profiles 

380   

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 
The National Cryptology Center is responsible for the research and development (R&D) of cybersecurity 
standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

The National CIRT CERT.GOV.PL conducts series of free training for administrators of IT systems of public 
administration. Courses are offered in cooperation with the Internal Security Agency Microsoft IT security SCP 
(Security Cooperation Program). 

1.4.3 PROFESSIONAL CERTIFICATION 

The CERT.GOV.PL members are certified under internationally recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

CERT.GOV.PL and TP CERT are certified under internationally recognized standards in cybersecurity. 

 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

In facilitating sharing of cybersecurity assets across borders or with other nation states, Poland has officially 
recognized partnerships with the following through CERT.GOV.PL and CERT Polska: 

- FIRST  - TI.     

1.5.2 INTRA-AGENCY COOPERATION 

Poland has officially recognized ARAKIS-GOV as a national program for sharing cybersecurity assets within the 
public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no information on any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector in Poland. 

1.5.4 INTERNATIONAL COOPERATION 

Poland is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 

CERT Polska is a member of FIRST. 

Poland also participates in international cybersecurity activities with the following: 

- ENISA   - NATO. 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 
- Articles 197, 200a and 202 of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Poland has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Poland has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no information on any agencies in Poland that support child online protection. 
2.4 REPORTING MECHANISM 

Online illegal content can be reported on the website of Dyzurnet.   

http://www.cert.gov.pl/
http://www.cert.gov.pl/
http://www.cert.gov.pl/
https://www.trusted-introducer.org/directory/teams/tp-cert.html
http://www.cert.gov.pl/
http://www.cert.pl/
https://www.first.org/
https://www.trusted-introducer.org/index.html
http://www.cert.gov.pl/cee/arakis-gov-system/78,ARAKIS-GOV-system.html
http://www.impact-alliance.org/home/index.html
http://www.cert.pl/
http://www.first.org/
http://www.enisa.europa.eu/media/news-items/new-ncss-interactive-map-online-2013-powered-by-enisa
http://www.nato.int/
http://www.legislationline.org/download/action/download/id/4286/file/POLAND_CC_am2012_%20PL.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.dyzurnet.pl/en/form-en.html
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CYBERWELLNESS PROFILE 
PORTUGUESE REPUBLIC 

 

 

BACKGROUND 

Total Population: 10 699 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 62.10% 

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- Penal Code 
- Cybercrime Law.  
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Law on protection of Personal Data   - Law on Electronic Communications  
- Law on Electronic Commerce    - Law on Legal protection of Computer Programs 
- Law on Electronic Signature   - Law on Electronic Communications Infrastructure. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Portugal has an officially recognized national CIRT known as CER.PT. 

1.2.2 STANDARDS 

Portugal has an officially approved national or sector specific cybersecurity framework for implementing 
internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Decree-Law 166-A/2006 creates the electronic certification system of the State-Public key infrastructure and also 

designates the national security authority as the national accrediting authority. The national security authority is 

competent to issue the accrediting certificate of the certifying entities exercising the accrediting competencies 

foreseen. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Through the Resolution of the Council of Ministers, there is a strategic plan to rationalize and reduce costs with 

the Information Technology and Communication, the task of coordinating with the relevant entities of the 

definition and implementation of a National Strategy for Information Security, which comprises, among other 

measures, the creation, installation and operation of a National Centre for Cybersecurity. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Portugal. 

1.3.3 RESPONSIBLE AGENCY 

The proposed National Cybersecurity Center will be responsible for cybersecurity. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.dgpj.mj.pt/sections/leis-da-justica/pdf-ult/sections/leis-da-justica/pdf-ult/lei-n-59-2007-de-4-de/downloadFile/file/lei%2059.2007.pdf?nocache=1188893854.82
http://digestoconvidados.dre.pt/digesto/pdf/LEX/102/262668.PDF
http://www.cert.pt/
http://www.scee.gov.pt/ECEE/en/autcred/
http://www.gns.gov.pt/new-ciberseguranca.aspx
http://www.gns.gov.pt/new-ciberseguranca.aspx
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1.3.4 NATIONAL BENCHMARKING 
Portugal does not have an officially recognized national benchmarking or referential for measuring cybersecurity 
development 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no officially recognized national or sector-specific research and development program or project for 
cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 
There is no known awareness program, training program or workshop on cybersecurity, for the general public or 
for public and private sector employees in Portugal.  

1.4.3 PROFESSIONAL CERTIFICATION 

Portugal does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

CER.PT has been certified since the 2004 under internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION  

There is no framework for sharing cybersecurity assets across borders with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Portugal does not have any framework for sharing cybersecurity assets within the public sector.   

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no framework for sharing cybersecurity assets between the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Portugal participates in the EU/ENISA. 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

- Article 172 of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Portugal has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Portugal has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Internet Segura* a public private partnership, gives information on online safety. 
2.4 REPORTING MECHANISM 

Online illegal content can be reported on the website of Linha Alerta (*). 

 

 

 
  

http://www.cert.pt/
https://www.enisa.europa.eu/
http://www.hsph.harvard.edu/population/domesticviolence/portugal.penal.95.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.internetsegura.pt/
http://linhaalerta.internetsegura.pt/index.php?lang=en
http://linhaalerta.internetsegura.pt/index.php?lang=pt
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CYBERWELLNESS PROFILE 

 QATAR 

 

 

BACKGROUND 

Total Population: 1 939 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 85.30% 

(data source: ITU Statistics,2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-Cybercrime Law (final draft phase) 

 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Information Privacy Law (final draft phase) -Critical Information Infrastructure Protection Law (Final 

draft phase) 

 

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Qatar has an officially recognized National CIRT (QCERT).  

1.2.2 STANDARDS 

Qatar has an officially recognized national (and sector specific) cybersecurity framework for implementing 
internationally recognized cybersecurity standards through the National Information Assurance Framework 
(NIAF). 

1.2.3 CERTIFICATION 
Qatar recently endorsed the Accreditation & Certification Framework, anticipating to be enforced early 2014. 

The NIAF is an officially approved national (and sector specific) cybersecurity framework for the certification and 

accreditation of national agencies and public sector professionals. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Qatar has finalized the National Cyber Security Strategy and it is currently under review by the Strategy 
Stakeholders. 

1.3.2 ROADMAP FOR GOVERNANCE 

The NIAF provides a national governance roadmap for cybersecurity in Qatar. 

1.3.3 RESPONSIBLE AGENCY 

The Cybersecurity Division at the Ministry of Information Communication & Technology is the officially 
recognized agency responsible for implementing a national cybersecurity strategy, policy and roadmap. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.qcert.org/
http://www.itu.int/ITU-D/cyb/events/2008/brisbane/docs/lewis-qatar-national-strategy-brisbane-july-08.pdf
http://www.ictqatar.qa/en
http://en.wikipedia.org/wiki/File:Flag_of_Qatar.svg
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1.3.4 NATIONAL BENCHMARKING 

Qatar does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

The Qatar Computing Research Institute (QCRI) has officially recognized national or sector-specific research and 
development (R&D) programs/projects for cybersecurity standards. 

1.4.2 MANPOWER DEVELOPMENT 
Qatar national CIRT (QCERT) conducted several awareness programs on Cyber Safety and capacity building e.g. 

SANs institute to deliver security Technical courses for practitioners. The website is www.safespace.qa. 

1.4.3 PROFESSIONAL CERTIFICATION 

Qatar does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

 

1.4.4 AGENCY CERTIFICATION 

Qatar does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Qatar has official 
recognized partnerships with the following organizations: 

-ITU -Meridian Process  -OWASP  

-FIRST 

-Cloud Security Alliance 

-APWG 

-GCC CERT. 

 

1.5.2 INTRA-AGENCY COOPERATION 

Qatar has an officially recognized national program (National Incident Handling Framework) for sharing 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Qatar has an officially recognized national program for sharing cybersecurity assets within the public and private 
sector. An Information Risk Expert Committee will be set up for each industry sector. 

1.5.4 INTERNATIONAL COOPERATION 

Qatar is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Qatar also is a 
member of ICANN, FIRST, Meridian Process, OWASP, APWG, Cloud Security Alliance. In addition, it is a voting 
member in Industry System Automation and GCC CERT. Qatar participated in the 2012 ITU-IMPACT Workshop 
and the ITU RCC Regional cybersecurity Forum Cyber Drill 2013 in Oman. QCERT is a member of FIRST. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

-The Criminal Code (Article 292). 
2.2 UN CONVENTION AND PROTOCOL 

Qatar has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. 

http://www.qcri.org.qa/
http://www.qcert.org/
http://www.safespace.qa/
http://www.itu.int/
http://www.meridianprocess.org/
https://www.owasp.org/
http://www.first.org/
https://cloudsecurityalliance.org/
http://www.antiphishing.org/
http://www.gso.org.sa/
http://www.qcert.org/
http://www.first.org/
http://www.almeezan.qa/LawArticles.aspx?LawTreeSectionID=257&lawId=26&language=en
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
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Qatar has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Qatar Computer Incident Response Team (QCERT) is the officially recognized agency that offers institutional 
support on child online protection. It monitors and restrains online threats, making available different 
information on Cybersecurity and Child Online Protection.  

In addition the Government maintains Safe Space (*), a website dedicated to inform children, parents and 
educators about online threats, best practices, policies and tools for Cyber-safety. Furthermore the National 
Committee for Internet Safety, under ictQATAR, aggregates government representatives, law enforcement, 
academia, non-governmental organizations, parents and local youth. 
2.4 REPORTING MECHANISM 

Qatar Computer Incident Response Team (QCERT) is the officially recognized agency that offers an avenue for 
the reporting of incidents related to child online protection. Safe Space (*) also provides an avenue for the 
reporting of incidents. 

 

 

 

 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.qcert.org/
http://www.qcert.org/page/library
http://www.safespace.qa/en/
http://www.safespace.qa/ar
http://www.qcert.org/
http://www.safespace.qa/en/
http://www.safespace.qa/ar
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CYBERWELLNESS PROFILE 

ROMANIA 
 

 

BACKROUND 

Total Population: 1 314 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 49.76% 

(data source: ITU Statistics, 2013) 

  

1.CYBERSECURITY 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-The Budapest Convention, ratified by the Law no. 64/2004 
-Law no. 161/2003 - Anti-Corruption Law – Title III - on preventing and fighting cybercrime (Art.42-51) 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Romania's Cyber Security Strategy and the National Action Plan on implementation of the national cyber security 
(2013) approved through GD 271/2013 
-The Directive of the European Parliament and of the Council on attacks against information systems, to be 
transposed by 4 September 2015. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Romania has an officially recognized national CIRT (CERT-RO).  

Romania has also few sectorial CERT: 
- CERT-MIL (MoD)            - CYBER-INT (Romanian Intelligence Service)     - CORIS (Special Telecommunications 

Service) 

1.2.2 STANDARDS 

There is no available information concerning any officially approved national (and sector specific) cybersecurity 
frameworks for implementing internationally recognized cybersecurity standards.  

1.2.3 CERTIFICATION 
There is no available information concerning any officially approved national (and sector specific) cybersecurity 

frameworks for the certification and accreditation of national agencies and public sector professionals.  

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Romania has an officially recognized national cybersecurity strategy (Romania's Cyber Security Strategy - national 

cybersecurity strategy (2013)). 

1.3.2 ROADMAP FOR GOVERNANCE 
The National Action Plan on implementation of the Romania's Cybersecurity Strategy provides a national 

governance roadmap for cybersecurity in Romania. 

1.3.3 RESPONSIBLE AGENCY 

The Ministry of Communication and Informational Society monitors and coordinates the implementation of a 
national cybersecurity strategy, policy and roadmap by respective agencies. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://conventions.coe.int/Treaty/EN/Treaties/Html/185.htm
http://unpan1.un.org/intradoc/groups/public/documents/NISPAcee/UNPAN012620.pdf
http://www.cert-ro.eu/files/doc/StrategiaDeSecuritateCiberneticaARomaniei.pdf
http://www.europarl.europa.eu/sides/getDoc.do?type=TA&reference=P7-TA-2013-0321&format=XML&language=EN
http://www.cert-ro.eu/
https://www.certmil.ro/
http://www.sri.ro/cyberintelligence-en.html
http://april-romania.ro/ro.php
http://www.cert-ro.eu/files/doc/StrategiaDeSecuritateCiberneticaARomaniei.pdf
http://www.cert-ro.eu/files/doc/StrategiaDeSecuritateCiberneticaARomaniei.pdf
http://www.cert-ro.eu/files/doc/StrategiaDeSecuritateCiberneticaARomaniei.pdf
http://www.mcsi.ro/Minister/Despre-MCSI/Misiune?lang=en-GB
http://en.wikipedia.org/wiki/File:Flag_of_Romania.svg
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1.3.4 NATIONAL BENCHMARKING 
Romania has not yet officially recognized national benchmarking for the national cyber crisis management plan. 

However, Romania participated in the annual exercise coordinated by ENISA in 2011 and 2013 and CERT-RO was 

the national actor. 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Romania does not have officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. However In the framework of European Cybersecurity Month, CERT-RO carried out, beside 
private sector partners, an awareness campaign regarding to cybersecurity issues. In this framework, were 
posted on the CERT-RO web site the cyber security standards, best practices and guidelines to be applied in either 
the private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 
Romania does not have yet any officially recognized national or sector-specific educational and professional 
training programs for raising awareness with the general public, promoting cybersecurity courses in higher 
education and promoting certification of professionals in either the public or the private sectors. However CERT-
RO is currently implementing a European funded project, with the final goal to set up a National System for 
Countering Cybercrime.   

1.4.3 PROFESSIONAL CERTIFICATION 

Romania does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity since databases are operated by each responsible public 
institution. 

1.4.4 AGENCY CERTIFICATION 

There is no available information concerning any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, CERT-RO signed MoU for 
cooperation on network security and emergency response, with many other national or governmental CERTs 
team from different countries as follows: 
-Hungary  -Kazakhstan -Uzbekistan - South Korea - Japan - Republic of Moldova  -P.R. of China 
Also, another European project named Advanced Cyber Defence Centre (ACDC), carried out under FP7 European 
program by CERT-RO, has as a major objective, the establishment of the European antibotnet platform. 

1.5.2 INTRA-AGENCY COOPERATION 

Romania has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 
public sector through the national and sectorial CIRT: (CERT-RO, CERT-MIL, CORRIS). CERT-RO signed a 
Memorandum of Understanding (MoU) and Protocols with more than 20 public institutions in the cybersecurity 
field. Also, National System for Countering Cybercrime, could be considered the framework for sharing 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

CERT-RO  signed Memorandum of Understanding (MoU) and Protocols with private entities in cybersecurity field 
from antivirus company as Bitdefender to bank CERT teams. 

1.5.4 INTERNATIONAL COOPERATION 

Romania is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Romania 
recognized participation in regional and international cybersecurity platforms and forums since it is affiliated 
with ENISA and TERENA. CERT-RO is a member of FIRST. 

Romania participated in the International Cyber Shield Exercise 2014 in Turkey (ICSE 2014). 

 

http://www.cert-ro.eu/ecsm.php
http://www.cert-ro.eu/
http://www.cert-ro.eu/proiecte/cybercrime/articol.php?idarticol=708
http://www.cert-ro.eu/proiecte/cybercrime/articol.php?idarticol=708
http://www.cert-ro.eu/
http://www.cert-ro.eu/
http://www.cert-ro.eu/
http://www.cert-ro.eu/proiecte/cybercrime/articol.php?idarticol=708
http://www.cert-ro.eu/
http://www.enisa.europa.eu/about-enisa
http://www.terena.org/
http://www.cert-ro.eu/
http://www.first.org/
http://www.icse2014.org/
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2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 
- Articles 374 and 375* of the Criminal Code. 

- Articles 7, 11, 13 and 14* of the Law on Preventing and Combating Pornography. 

- Article 51* of the Anti-corruption Law. 

2.2 UN CONVENTION AND PROTOCOL 

Romania has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. 

Romania has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Information on internet safety can be found in the website of the Romanian National Computer Security Incident 
Response Team (CERT-RO (*)). 
2.4 REPORTING MECHANISM 

Illegal content can be reported in the website of Focus Internet Hotline*. 

 
  

http://www.just.ro/Portals/0/Right_Panel/Codul%20Penal/0510.pdf
http://www.dreptonline.ro/legislatie/lege_combaterea_pornografiei_196_2003_rep_2008.php
http://www.cdep.ro/pls/legis/legis_pck.htp_act_text?idt=47846
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.cert-ro.eu/index.php?lang=en
http://www.cert-ro.eu/index.php?lang=ro
http://www.safernet.ro/index.php?act=raportare
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CYBERWELLNESS PROFILE 
RUSSIAN FEDERATION 

 

 

BACKGROUND 

Total Population:  142 703 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 61.40% 

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Criminal code (art. 271-273). 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Federal Law 152 on Personal Data Protection - 
regulated by Roscomnadzor (Telecommunications 
Regulator) 

-Federal Law 139 on Blacklisting and ISP control - 
regulated by Roscomnadzor (Telecommunications 
Regulator). 

 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Russia has an officially recognized governmental CERT (GOV-CERT), a joint government project CIRT (RU-CERT) 
and one based on Group IB, the leading Russian company in incident response business CIRT (CERT-GIB). 

 1.2.2 STANDARDS 

Russia does not have an officially approved national (and sector specific) cybersecurity framework for 
implementing internationally recognized cybersecurity standards.  

1.2.3 CERTIFICATION 

Russia does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Russia has officially recognized a National Security Concept of the Russian Federation (2000), a concept of the 

Foreign Policy of the Russian Federation (2013), an Information Security Doctrine of the Russian Federation 

(2000), basic Principles for State Policy of the Russian Federation in the Field of International Information Security 

(2013) and conceptual Views Regarding the Activities of the Armed Forces of the Russian Federation in the 

Information Space (2011) . 

However the draft of Russia’s Cyber Security Strategy is underway. 

1.3.2 ROADMAP FOR GOVERNANCE 

Russia does not currently have any national governance roadmap for cybersecurity.  

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.crime-research.org/library/Criminal_Codes.html
http://gov-cert.ru/
http://www.cert.ru/ru/about.shtml
http://cert-gib.com/
https://ccdcoe.org/strategies-policies.html
https://ccdcoe.org/strategies-policies.html
https://ccdcoe.org/strategies-policies.html
https://ccdcoe.org/strategies-policies.html
https://ccdcoe.org/strategies-policies.html
https://ccdcoe.org/strategies-policies.html
https://ccdcoe.org/strategies-policies.html
http://en.wikipedia.org/wiki/File:Flag_of_Russia.svg
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1.3.3 RESPONSIBLE AGENCY 

Russian Federal Security Service (FSB), Federal Protection Service (FSO), Federal Service for Technical and Export 
Control (FSTEC), Ministry of Internal Affairs (MVD), Ministry of Defence (MoD) and the Foreign Intelligence 
Service (SVR) are the officially recognized institutions responsible for implementing a national cybersecurity 
strategy, policy and roadmap in Russia. 

1.3.4 NATIONAL BENCHMARKING 

Each government entity in Russia performs an annual audit of its own networks and systems depending on the 
requirements of the information.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Russia has officially recognized national or sector-specific research and development (R&D) programs/projects 
for cybersecurity standards, best practices and guidelines to be applied in either the private or the public sector 
through the ITU-T study group question 17 on security. 

1.4.2 MANPOWER DEVELOPMENT 

Russia does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors.  

1.4.3 PROFESSIONAL CERTIFICATION 

Russia does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

There is no available information regarding any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, the Russian company in 
incident response business CIRT (CERT-GIB) has officially recognized partnerships with the League of Safer 
Internet and the National Coordination Centre. 

1.5.2 INTRA-AGENCY COOPERATION 

Russian Federal Security Service (FSB) has officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public sector with the following organizations: 

Federal Service for Technical and Export Control (FSTEC) Ministry of Defence (MoD) 

Ministry of Internal Affairs (MVD) Financial Crimes Unit in Federal Tax Services. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Russia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Russia does not have any officially recognized participation in regional and/or international cyber security 
platforms and forums. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

- Article 242 of the Criminal Code – does not criminalize simple possession. 

http://fsb.ru/
http://www.fso.gov.ru/
http://fstec.ru/en/
https://en.mvd.ru/
http://eng.mil.ru/
http://svr.gov.ru/
http://www.itu.int/md/meetingdoc.asp?lang=en&parent=T13-SG17-C&source=Russian%20Federation
http://cert-gib.com/
http://fsb.ru/
http://fstec.ru/en/
http://eng.mil.ru/
https://en.mvd.ru/
http://www.russian-criminal-code.com/PartII/SectionIX/Chapter25.html
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2.2 UN CONVENTION AND PROTOCOL 

Russia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Russia has signed but not ratified (as of 14th December 2014), the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Russia does not have ant officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Cyber Security and Incident Response Team for the governmental networks of the Russian Federation (GOV-
CERT.RU (*)) provides space in its website to report a computer incident. 

Safer Internet Centre for Russia (*) provides space in its website to report online illegal content. 

The Friendly RUNET Foundation (*) provides space (*) in its website to report online illegal content. 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://gov-cert.ru/en/index.html
http://gov-cert.ru/en/index.html
http://gov-cert.ru/index.html
http://www.saferunet.org/en/hotline/content.php
http://www.saferunet.org/
http://www.friendlyrunet.ru/en/index.phtml
http://www.friendlyrunet.ru/index.phtml
http://hotline.friendlyrunet.ru/?l=en
http://hotline.friendlyrunet.ru/?l=ru
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CYBERWELLNESS PROFILE 

 RWANDA 

 

 

BACKGROUND 

Total Population: 11 272 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 8.70% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-Penal Code  -Law on Electronic Message, Signature and 

Transaction   

-Draft ICT bill. 

 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-National Standards for Cyber Security. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
Rwanda has an officially recognized national CIRT Rw-CSIRT.  

1.2.2 STANDARDS 
Rwanda developed an Information Security Framework referred to as Government Security Architecture. This 

architecture provides information security policies, procedures and guidelines for the public and private sector. 

1.2.3 CERTIFICATION 
Rwanda does not have any officially approved national (and sector specific) cybersecurity frameworks for the 

certification and accreditation of national agencies and public sector professionals.  However a draft national 

policy has been developed and submitted for cabinet approval. This allows the establishment of the organization 

in charge of cyber security, which will perform certification and accreditation of national agencies and public 

sector professionals.  

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Rwanda does not yet have an officially recognized national cybersecurity policy. However there is a draft National 

Cyber Security Policy. This policy defines priority areas in the field of cyber security. It has been submitted to 

cabinet for approval and further dissemination. 

1.3.2 ROADMAP FOR GOVERNANCE 

Rwanda does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The Specialized Cyber Security Division in Rwanda Development Board (RDB) is the officially recognized agency 
responsible for implementing a national cybersecurity strategy, policy and roadmap. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.police.gov.rw/uploads/tx_download/Official_Gazette_no_Special_of_14.06.2012-4.pdf
http://www.rura.rw/fileadmin/laws/Official_Gazette_Number_20_of_17_05_2010.pdf
http://www.rura.rw/fileadmin/laws/Official_Gazette_Number_20_of_17_05_2010.pdf
https://www.telegeography.com/products/commsupdate/articles/2010/11/10/draft-ict-bill-receives-cabinet-approval/
http://www.rdb.rw/departments/information-communication-technology/clusters.html
http://en.wikipedia.org/wiki/File:Flag_of_Rwanda.svg
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1.3.4 NATIONAL BENCHMARKING 

Rwanda has officially recognized national or sector-specific benchmarking exercises or referential used to 
measure cybersecurity development. The last exercise was performed in 2013. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 
Research and Development (R&D) was defined as the most priority initiative in the National Information and 

Communication Infrastructure Plan (NICI III) and in the draft National Cyber Security Policy. In addition, a Unit in 

charge of R&D was established under the National CSIRT.  

1.4.2 MANPOWER DEVELOPMENT 
The Ministry of Education introduced different information security course modules in the overall IT or Computer 

engineering program in tertiary institutions. In the ICT skills development plan, IT security training and 

certification program was developed. For cyber security awareness, the Government of Rwanda developed a 

National Cyber Security Awareness and Training Program; this program promotes cyber security awareness for 

internet users in Rwanda and also promotes the development of security professional (i.e. cyber security 

workforce) in Rwanda that support the public and private institutions to protect their critical systems against 

cyber threats.  

1.4.3 PROFESSIONAL CERTIFICATION 

Rwanda has 80 public sector professionals certified under internationally recognized certification programs in 
cybersecurity. 

1.4.4 AGENCY CERTIFICATION 
Rwanda does not have any certified government and public sector agencies certified under internationally 

recognized standards in cybersecurity. However Rwanda started the implementation of a Certification Authority 

(CA) which will be responsible of information certification with the usage of digital certificate. In addition, the 

draft National Cyber Security Policy defines the establishment of a cybersecurity agency, which will be in charge 

of information security compliance and certification. 

1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Rwanda has officially 
recognized partnerships with the following organizations: 

-ITU -Korea KISA   

 

1.5.2 INTRA-AGENCY COOPERATION 

Rwanda has officially recognized national programs for sharing cybersecurity assets within the public sector 
through the national CIRT. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Rwanda has officially recognized programs for sharing cybersecurity assets within the public and private sector 
through the national CIRT. 

1.5.4 INTERNATIONAL COOPERATION 

Rwanda is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Rwanda 
participated in different regional cyber security fora. In East Africa Community (EAC) Rwanda was part of the 
forum which developed EAC framework for cyber security laws. Rwanda also participated in the forum to develop 
Africa Union Cyber Security Framework. 

Rwanda is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT 
Policies in Sub-Sahara Africa” (HIPSSA). 

 

http://www.rdb.rw/uploads/tx_sbdownloader/NICI_III.pdf
http://www.ictskillsmis.rdb.rw/careerPath/sysadministration.php
http://www.itu.int/
http://www.kisa.or.kr/eng/main.jsp
http://www.eac.int/
http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
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2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Articles 211, 229 and 230 of the Organic Law Instituting the Penal Code 
2.2 UN CONVENTION AND PROTOCOL 

Rwanda has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Rwanda has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Rwanda does not have an officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Rwanda does not have an officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 

 

 
  

http://www.police.gov.rw/uploads/tx_download/Official_Gazette_no_Special_of_14.06.2012-4.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE  

SAINT LUCIA 

 

 

BACKGROUND 

Total Population: 178 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 35.20%  

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- Criminal Code 

- Electronics Crimes Bill. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Electronics Crimes Bill 

- Interception of Communications Bill. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Saint Lucia does not have any officially recognized national CIRT.  

1.2.2 STANDARDS 

Saint Lucia does not have any officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Saint Lucia.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Saint Lucia does not have any officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Saint Lucia. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Saint Lucia. 

1.3.4 NATIONAL BENCHMARKING 

Saint Lucia does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
https://www.oas.org/dil/Criminal_Law_Act_Saint_Lucia.pdf
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Saint Lucia does not have an officially recognized national or sector-specific research and development program 
or project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Saint Lucia.  

1.4.3 PROFESSIONAL CERTIFICATION 

Saint Lucia does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Saint Lucia does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Saint Lucia does not have any framework to facilitate sharing of cybersecurity assets across borders or with other 
nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Saint Lucia does not have an officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Saint Lucia. 

1.5.4 INTERNATIONAL COOPERATION 

Saint Lucia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Saint Lucia 
hosted the eighth Caribbean Internet Governance Forum and Cyber Security Workshop from 29 to 30 August 
2014 hosted in collaboration with the government of Saint Lucia, the Commonwealth Foundation for ICT and the 
Diplo Foundation. 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- None. 
2.2 UN CONVENTION AND PROTOCOL 

Saint Lucia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Saint Lucia has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Saint Lucia.  
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Saint Lucia.  
  

http://www.impact-alliance.org/home/index.html
http://www.damajority.com/slu-hosts-cyber-security-workshop-st-lucia-news/
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 SAMOA 

 

 

BACKGROUND 

Total Population: 185 000 

(data source: United Nations Statistics Division, December 2012) 

Internet users, percentage of population: 15.30% 

(data source: ITU Statistics, 2013) 

  

1.CYBERSECURITY 

 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- Crimes Act 2013 (which deals with accessing electronic system without authorization; illegal remaining in an 

electronic system, illegal interception, damaging or interfering with electronic data, SPAM etc.) 

- Criminal procedures Act 1972 (currently reviewing) 

1.1.2  REGULATION AND COMPLIANCE 

Aside from the Crimes Act 2013 aspects of cybersecurity are evident in particular enactments such as the 

Telecommunications Act 2005, Broadcasting Act 2010, Electronic Transactions Act 2008, Copyright Act 1998, 

Mutual Assistance in Criminal Matters Act 2007, Money Laundering Prevention Act 2007. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
Samoa does not have currently have an officially recognized CIRT. But Samoa has sought through a proposal ITU 
assistance to establish its national CIRT entity. It must be noted however that Samoa is a member of PacCERT.  

1.2.2 STANDARDS  
Samoa does not have officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally standards.  

1.2.3 CERTIFICATION 
Samoa does not have an officially approved national (and sector specific) cybersecurity frameworks for 
certification and accreditation of national agencies and public sector professionals.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Currently there is no national or sector-specific cyber security strategy and/ or policy on cybersecurity in Samoa 
but there are some initiatives under the National ICT Sector Plan which are in the pipeline.  

However it is important note that on an official scale it is recognized under the National Information and 
Communication Technology policy 2012-2017 the need to create an enabling secure environment for the 
development and adoption of ICT through policy reform and improvements in legal frameworks, striving to put 
in place legislation to ensure the protection of children in relation to use of ICT and the security of information 
shared and access using ICT e.g. cybercrime laws.  

1.3.2 ROADMAP FOR GOVERNANCE 
Samoa does not have an officially recognized national or sector-specific governance roadmap for cybersecurity.  

1.3.3 RESPONSIBLE AGENCY 
The Office of the Regulator is at the forefront of implementing cybersecurity initiatives. However considering a 

holistic approach of promoting and having central focus on the implementation of cybersecurity 

strategy/policy/roadmap there is no national or sector-specific agency specifically responsible for implementing 

a national cybersecurity strategy/ policy/roadmap.  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx
http://www.parliament.gov.ws/images/ACTS/Acts_2013/Crimes_Act_2013_-_Eng.pdf
http://www.samlii.org/ws/legis/consol_act/cpa1972188/
http://www.parliament.gov.ws/images/ACTS/Acts_2013/Crimes_Act_2013_-_Eng.pdf
http://www.parliament.gov.ws/images/ACTS/Telecommunications_Act_2005_-_Eng.pdf
http://www.parliament.gov.ws/images/ACTS/Broadcasting_Act_2010_-_Eng.pdf
http://www.parliament.gov.ws/images/ACTS/Electronic_Transactions_Act_2008_-_Eng.pdf
http://www.parliament.gov.ws/images/ACTS/Copyright_Act_1998_-_Eng.pdf
http://www.parliament.gov.ws/images/ACTS/Copyright_Act_1998_-_Eng.pdf
http://www.parliament.gov.ws/images/JOURNALS/Mutual_Assistance_in_Criminal_Matters_Act_2007_-_Eng.pdf
http://www.parliament.gov.ws/images/ACTS/Money_Laundering_Prevention_Act_2007_-_Eng.pdf
http://www.paccert.org/
http://www.mcit.gov.ws/Portals/0/About%20US/Policy%20Division/NICTPOLICY2012-2017.pdf
http://www.mcit.gov.ws/Portals/0/About%20US/Policy%20Division/NICTPOLICY2012-2017.pdf
http://en.wikipedia.org/wiki/File:Flag_of_Samoa.svg
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1.3.4 NATIONAL BENCHMARKING 
Samoa does not have any officially recognized national or sector-specific benchmarking exercises or referential 

used to measure cybersecurity development.  

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 
Samoa does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector.  

1.4.2 MANPOWER DEVELOPMENT 
A workshop on Concepts and Techniques of Developing Cyber Crime Policy and Legislation was hosted by the 
Office of the Attorney General and the Office of the Regulator in partnership with ITUand European Commission 
under the ICB4PAC Project.  
Also, the Ministry of Police conducted several safety campaigns against cybercrime activities in Samoa in 
collaboration with telecom service providers.  

1.4.3 PROFESSIONAL CERTIFICATION 

Samoa does not have an official record of any public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 
Samoa does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity.  
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 
To facilitate sharing of cybersecurity assets across borders or with other nation states, Samoa has officially 
recognized partnerships with the following Organizations:  
-Pacific ICT Regulatory Resource Center (“PIRRC”)  -Pacific Computer Emergency Response Team 
(“PacCERT”)  
-Pacific Transnational Crime Network   - ITU 
-Virtual Global Taskforce (Interpol is a member of - Interpol (Samoa is a member of Interpol) 
Virtual Global Taskforce). 

1.5.2 INTRA-AGENCY COOPERATION 
Samoa does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector.  

1.5.3 PUBLIC SECTOR PARTNERSHIP 
Samoa does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector.  

1.5.4 INTERNATIONAL COOPERATION 
Samoa is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Samoa also 

participated in several cybersecurity activities with ITU and EU.  

Samoa is among the beneficiary countries of the EU/ITU co-funded project “Capacity Building and ICT Policy, 

Regulatory and Legislative Frameworks Support for Pacific Island Countries” (ICB4PAC). 

Samoa is also a participant in the following regional and international platforms and forums:  

- Pacific Island Chapter of the Internet Society (“PICISOC”) -Asia Pacific Network Information Center 
(“APNIC”) 

- Pacific Computer Emergency Response Team (“PacCERT”) - Asia Pacific Telecommunity (“APT”) 
  

- Pacific ICT Regulatory Resource Center (“PIRRC”)    - Cyber Safety Pasifika   

-Virtual Global Taskforce                                    -Interpol 

 

http://www.pilonsec.org/index.php?option=com_content&view=article&id=89:cybercrime-legislation-workshop&catid=3:pacific-law-and-justice-news&Itemid=94
http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/ICB4PAC/Pages/default.aspx
http://www.pirrc.org/home/index.php?lang=en
http://www.paccert.org/
http://www.ptcn.ws/index.php?option=com_content&view=article&id=71:slider-pacific-trans-crime-network&catid=78:slideshow&Itemid=468
http://www.itu.int/online/mm/scripts/mm.list?_search=ITUstates&_languageid=1
http://www.virtualglobaltaskforce.com/who-we-are/member-countries/#interpol
http://www.interpol.int/contentinterpol/search?SearchText=Samoa&x=0&y=0
http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/ICB4PAC/Pages/default.aspx
http://www.picisoc.org/about-us/picisoc-members/
http://www.apnic.net/about-APNIC/organization/contact-APNIC
http://www.paccert.org/
http://www.aptsec.org/aptmembers
http://www.pirrc.org/home/index.php?lang=en
http://www.cybersafetypasifika.org/site/
http://www.virtualglobaltaskforce.com/who-we-are/member-countries/#interpol
http://www.interpol.int/contentinterpol/search?SearchText=Samoa&x=0&y=0
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2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Sections 43 and 44 of the Crime Offences Act – provides only provision against distribution or exhibition of 
indecent matter but does not explicitly mention child pornography. 

-Section 218 of Samoa Crimes Act 2013 – only criminalizes solicitation of children through the use of information 
and communication technology. 
2.2 UN CONVENTION AND PROTOCOL 

Samoa has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. 
2.3 INSTITUTIONAL SUPPORT 

Samoa does not have any officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Samoa does not have an officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection.  
  

http://www.paclii.org/ws/legis/consol_act/co1961135/
http://www.paclii.org/ws/legis/consol_act/ipo1960269/
http://www.parliament.gov.ws/images/ACTS/Acts_2013/Crimes_Act_2013_-_Eng.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
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CYBERWELLNESS PROFILE 
REPUBLIC OF SAN MARINO  

 

 

BACKGROUND 

Total Population: 33 400 

(data source: United Nations Statistics Division, December 2012) 

Internet users, percentage of population: 50.80% 

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

 

1.1.1 CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-Rules Concerning the Processing of Personal Data related to Information Technology Art. 17 of Law 23/05/1995 
n.70  

-Art 204, 403- Penal Code. 
1.1.2 REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 
-Law n.115 dated 20/07/2005 Digital document and digital signature 
-Law n.58 dated 29/05/2013 Use of Electronic Communications and e-Commerce  
-Law n.140 dated 26/11/1987 Procedure modality for the authorization of private databases 
-Law n.71 dated 23/05/1995 Collection of statistic data and competences in the state information technology 
-Art. 17 of Law 23/05/1995 n.70 Rules concerning the processing of personal data related to information 
technology 
-Decree n.27 dated 13/03/1984 and decree n.67 dated 03/06/1986 The State Database and assign the 
maintenance management to private firms 
-Decree n.156 dated 08/11/2005 Technical rules for the creation, transmission, preservation, duplication, 
reproduction and validation, of digital documents. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
San Marino does not have an officially recognized national CIRT. 
1.2.2 STANDARDS 
San Marino does not have an officially approved national (and sector specific) cybersecurity framework for 
implementing internationally recognized cybersecurity standards.  
1.2.3 CERTIFICATION 
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in San Marino.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
San Marino does not have an officially recognized national or sector-specific cybersecurity strategy or policy. 
1.3.2 ROADMAP FOR GOVERNANCE 
There is no officially recognized national governance roadmap for cybersecurity in San Marino. 
1.3.3 RESPONSIBLE AGENCY 
The Information Technology Authority (Autorità per l’Informatica) is responsible for the information technology 
planning among the Public Administration. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.consigliograndeegenerale.sm/on-line/home/archivio-leggi-decreti-e-regolamenti/scheda17014317.html
http://www.consigliograndeegenerale.sm/on-line/home/archivio-leggi-decreti-e-regolamenti/scheda17014317.html
http://www.consigliograndeegenerale.sm/on-line/home/archivio-leggi-decreti-e-regolamenti/scheda17014317.html
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The Information Technology Office (Ufficio Informatica, Tecnologia, Dati e Statistica) is the agency responsible 
for the technical support, operational and administrative authority for information technology in the 
preparation, management and development of the IT plan of the State. 
1.3.4 NATIONAL BENCHMARKING 
San Marino does not have an officially recognized national benchmarking exercise or referential used to measure 
cybersecurity development.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 
There is no officially recognized national or sector-specific research and development (R&D) program/project for 
cybersecurity standards, best practices and guidelines to be applied in either the private or the public sector in 
San Marino. 
1.4.2 MANPOWER DEVELOPMENT 
There is no officially recognized national or sector-specific educational and professional training program for 
raising awareness with the general public, promoting cybersecurity courses in higher education and promoting 
certification of professionals in San Marino.  
1.4.3 PROFESSIONAL CERTIFICATION 
San Marino does not have public sector professionals certified under internationally recognized certification 
program in cybersecurity. 
1.4.4 AGENCY CERTIFICATION 
San Marino does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 
To facilitate sharing of cybersecurity assets across borders or with other nation states San Marino and the Italian 
Republic signed an agreement on mutual cooperation in cybercrime prevention and suppression. Cooperation 
takes place mainly through the NCB Interpol. 
1.5.2 INTRA-AGENCY COOPERATION 
San Marino does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector.  
1.5.3 PUBLIC SECTOR PARTNERSHIP 
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in San Marino. 
1.5.4 INTERNATIONAL COOPERATION 
San Marino is a member of the ICPO-INTERPOL. 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 
-Article 3* of the Law on the Repression of Sexual Exploitation of Minors. 
2.2 UN CONVENTION AND PROTOCOL 

San Marino has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. 
San Marino has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in San Marino. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to report of incidents in San Marino.    

http://www.normattiva.it/uri-res/N2Ls?urn:nir:stato:legge:2014;167
http://www.interpol.int/
http://www.consigliograndeegenerale.sm/on-line/home/archivio-leggi-decreti-e-regolamenti/documento17022650.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 SAO TOME AND PRINCIPE 

 

 

BACKGROUND 

Total Population: 182 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 23.00% 

(data source: ITU Statistics, 2013) 

 

 
1 CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Sao Tome and Principe does not have any officially recognized national legislation pertaining to cybercrime. 

1.1.2  REGULATION AND COMPLIANCE 

Sao Tome and Principe does not have any officially recognized regulation pertaining to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Sao Tome and Principe currently does not have any officially recognized national CIRT.  

1.2.2 STANDARDS 

Sao Tome and Principe does not have any officially recognized national (and sector specific) cybersecurity 
frameworks for implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Sao Tome and Principe does not have any officially approved national (and sector specific) cybersecurity 
frameworks for the certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Sao Tome and Principe does not have any officially recognized national cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

Sao Tome and Principe does not have any officially recognized national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The General Regulatory Authority (AGER) is the officially recognized agency responsible for implementing a 
national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Sao Tome and Principe does not have any officially recognized national or sector-specific benchmarking exercises 
or referential used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Sao Tome and Principe does not have any officially recognized national or sector-specific research and 
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied 
in either the private or the public sector. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.ager-stp.org/
http://en.wikipedia.org/wiki/File:Flag_of_Sao_Tome_and_Principe.svg
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1.4.2 MANPOWER DEVELOPMENT 

Sao Tome and Principe does not have any officially recognized national or sector-specific educational and 
professional training programs for raising awareness with the general public, promoting cybersecurity courses in 
higher education and promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Sao Tome and Principe does not have any public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Sao Tome and Principe does not have any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 

 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Sao Tome and Principe does not have any officially recognized partnerships to facilitate sharing of cybersecurity 
assets across borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Sao Tome and Principe does not have any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Sao Tome and Principe does not have any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Sao Tome is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Sao Tome 
is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in Sub-
Sahara Africa” (HIPSSA). Sao Tome and Principe is also a member of ARCTEL.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

-The Criminal Code (Article 180). 
2.2 UN CONVENTION AND PROTOCOL 

Sao Tome and Principe has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the 
Convention on the Rights of the Child. 
2.3 INSTITUTIONAL SUPPORT 

Sao Tome and Principe does not have any the officially recognized agency that offers institutional support on 
child online protection. 
2.4 REPORTING MECHANISM 

Sao Tome and Principe does not have any the officially recognized agency that offers an avenue for the reporting 
of incidents related to child online protection. 

 

 
  

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.arctel-cplp.org/
http://www2.camara.leg.br/saotomeeprincipe/diarios-da-an/ii-serie/3.a-sessao/DAN17-IIS.pdf/view
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
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CYBERWELLNESS PROFILE 
KINGDOM OF SAUDI ARABIA 

 

 

BACKGROUND 

Total Population: 28 705 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 60:50% 

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Anti-Cyber Crime Law.  

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

- Electronic Transactions Law. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Saudi Arabia has an officially recognized national CIRT known as CERT SA. 

1.2.2 STANDARDS 

Saudi Arabia does not have an officially approved national or sector specific cybersecurity framework for 
Cybersecurity.  

1.2.3 CERTIFICATION 
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Saudi Arabia.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
There is no national or sector-specific cybersecurity policy in Saudi Arabia. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Saudi Arabia. 

1.3.3 RESPONSIBLE AGENCY 

CERT SA is the agency responsible for cybersecurity in Saudi Arabia.    

1.3.4 NATIONAL BENCHMARKING 
Saudi Arabia does not have an official national benchmarking and referential to measure cybersecurity 
development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no officially recognized national or sector-specific research and development program or project for 
cybersecurity standards, best practices and guidelines to be applied in either the private or the public sector. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.citc.gov.sa/English/RulesandSystems/CITCSyste/Documents/LA_004_%20E_%20Anti-Cyber%20Crime%20Law.pdf
http://www.mcit.gov.sa/NR/rdonlyres/82508D1F-74FB-4B1B-B6C1-41E61B5068F9/0/ElectronicTramsactions.pdf
http://www.cert.gov.sa/
http://www.cert.gov.sa/
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1.4.2 MANPOWER DEVELOPMENT 
CERT SA security quality management is responsible for awareness building and education/training.  

1.4.3 PROFESSIONAL CERTIFICATION 

There is a certified professional statistics database where this information is stored.   

1.4.4 AGENCY CERTIFICATION 

Saudi Arabia does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no framework for sharing cybersecurity assets across borders with other nation states in Saudi Arabia. 

1.5.2 INTRA-AGENCY COOPERATION 

Saudi Arabia does not have an officially recognized national or sector-specific program for sharing cybersecurity 
assets.  

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Saudi Arabia. 

1.5.4 INTERNATIONAL COOPERATION 

Saudi Arabia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  

Saudi Arabia participates in the following cybersecurity activities: 

- APWG  - OIC-CERT  - The Honeynet Project.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Articles 6 and 8(3) of the Anti-Cybercrime Law (*). 
2.2 UN CONVENTION AND PROTOCOL 

Saudi Arabia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Saudi Arabia has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to the Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Computer Emergency Response Team of Saudi Arabia CERT.SA (*) provides specific information (*) on child 
online protection. 
2.4 REPORTING MECHANISM 

The website of CERT.SA provides space in its website for reporting a computer incident but requires a login to do 
so.  It is still possible to contact the CERT through an online form or the mail: info@cert.gov.sa. 

 

 
  

http://www.cert.gov.sa/
http://www.cert.gov.sa/index.php?option=com_content&task=view&id=186&Itemid=131
http://www.cert.gov.sa/index.php?option=com_content&task=view&id=186&Itemid=131
http://www.impact-alliance.org/home/index.html
http://www.antiphishing.org/
http://oic-cert.org/en/index.html
http://www.honeynet.org/
http://www.citc.gov.sa/English/RulesandSystems/CITCSyste/Documents/LA_004_%20E_%20Anti-Cyber%20Crime%20Law.pdf
http://www.citc.gov.sa/arabic/RulesandSystems/CITCSyste/Documents/LA_004_%20A_%20Anti-Cyber%20Crime%20Law.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.cert.gov.sa/index.php?option=com_content&task=blogsection&id=18&Itemid=109&mos_change_template=cert-sa-1_en
http://www.cert.gov.sa/index.php?option=com_frontpage&Itemid=1&mos_change_template=cert-sa-1_ar
http://www.cert.gov.sa/index.php?option=com_content&task=blogsection&id=18&Itemid=109&mos_change_template=cert-sa-1_en
http://www.cert.gov.sa/index.php?option=com_content&task=blogsection&id=18&Itemid=109
http://www.cert.gov.sa/
http://www.cert.gov.sa/index.php?option=com_contact&task=view&contact_id=1&Itemid=30
mailto:info@cert.gov.sa
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CYBERWELLNESS PROFILE 
REPUBLIC OF SENEGAL 

 

 

BACKGROUND 

Total Population: 13 108 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 20.90% 

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Senegal Law on Cybercrime. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Cryptology Law 

- Data Protection Law 

- Electronic Transactions Law  

- Law Guiding the Information Society. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU-IMPACT completed a CIRT assessment in Senegal in 2011. Senegal does have an official national CIRT. 

1.2.2 STANDARDS 

Senegal does not have an officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Senegal.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Senegal does not have an officially recognized national cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Senegal. 

1.3.3 RESPONSIBLE AGENCY 

Senegal has proposed to establish a National Cybersecurity Centre to be funded by the EU.   

1.3.4 NATIONAL BENCHMARKING 

Senegal does not have an officially recognized national benchmarking or referential for measuring cybersecurity 
development. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.wipo.int/wipolex/en/details.jsp?id=6226
http://www.impact-alliance.org/home/index.html
http://europa.eu/index_en.htm
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no officially recognized national or sector-specific research and development or program or project for 
cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There is no educational and professional training program for raising awareness, higher education and 
certification. 

1.4.3 PROFESSIONAL CERTIFICATION 

Senegal does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Senegal does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Senegal does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Senegal. 

1.5.4 INTERNATIONAL COOPERATION 

Senegal is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Senegal 
partners in a joint project of EU and Council of Europe on Global Action on Cybercrime (GLAY). 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Articles 256, 318 and 320bis* of the Criminal Code. 

- Articles 431(34)-431(37), 431(42), 431(58), 431(59) and 431(64)* of the Law on Cybercrime. 
2.2 UN CONVENTION AND PROTOCOL 

Senegal has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Senegal has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection. 
2.4 REPORTING MECHANISM 

There is no website or hotline to report incidents in Senegal. 
  

http://www.impact-alliance.org/home/index.html
http://europa.eu/index_en.htm
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/GLACY/GLACY_en.asp
http://www.unhcr.org/refworld/country,LEGAL,,LEGISLATION,SEN,456d621e2,49f5d8262,0.html
http://www.osiris.sn/IMG/pdf/loi_sur_la_cybercriminalite.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

SERBIA 

 

 

BACKGROUND 

Total Population: 9 847 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 51.50% 

(data source: ITU Statistics, December 2012) 

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation pertaining to cybercrime is mandated through the following legal instrument: 

- Criminal Code art. 298-304a. 

1.1.2 REGULATION AND COMPLIANCE 

Serbia does not have any specific legislation and regulation regarding cybersecurity and compliance 

requirements.  

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU conducted a CIRT readiness assessment for Serbia in 2010. Serbia has not yet established and legally 

mandated a national CERT. However the following institutions’ tasks are connected to CERT functions. 

- Administrative Agency for Joint Service of Government Authorities performs the tasks of managing security 
risks in information-communication systems of public administration bodies, protecting the public 
administration network and data, cooperation and coordination related to information security. 

- The Academic Network of the Republic of Serbia (AMRES) is a public institution that performs the CERT activities 
for the educational and scientific-research institutions in the Republic of Serbia. 

1.2.2 STANDARDS 

Serbia does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Serbia does not have any officially approved national (and sector specific) cybersecurity frameworks for the 

certification and accreditation of national agencies and public sector professionals. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Serbia does not have any officially recognized national cybersecurity strategy. However Serbia adopted a 
development strategy for Information Society in the Republic of Serbia by 2020 which has six priorities for 
development. One of the strategy priorities is Information Security, which will have to be developed by improving 
legal and institutional framework, critical infrastructure protection, fight against cybercrime and scientific, 
research and development work. 

1.3.2 ROADMAP FOR GOVERNANCE 

The Action plan (2013-2014) determines activities for the cybersecurity improvement in Serbia. The competent 
institution for proposing strategic and action plan documents in the area of information society is Ministry of 
Trade, Tourism and Telecommunications.  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.mpravde.gov.rs/files/CRIMINAL%20CODE%20SERBIA.doc
http://www.uzzpro.gov.rs/
http://www.amres.rs/
http://www.mtt.gov.rs/
http://www.mtt.gov.rs/
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1.3.3 RESPONSIBLE AGENCY 

The Ministry of Trade, Tourism and Telecommunications is the officially recognized agency responsible for 
implementing a national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Serbia does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Serbia does not yet have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Serbia does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

The Academic Network of the Republic of Serbia (AMRES) team members are certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

The Academic Network of the Republic of Serbia (AMRES) is the official certified government and public sector 
agency certified under internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Serbia does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Serbia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Serbia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Serbia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Serbia 
participated in the second conference of South-Eastern Europe National Security Authorities (SEENSA) and the 
Serbian NSA participated on the third conference about information security and cybernetic defence “ISCD 2013” 
in Hungary.   

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION AND STRATEGY 

Specific legislation on child protection has been enacted through the following instruments: 

-Article 185 of the Criminal Code.  

-Articles 54 and 55 of the Law on Amendments and Additions to the Criminal Code, n. 72/09. 

 

 

http://www.mtt.gov.rs/
http://www.amres.rs/
http://www.amres.rs/
http://www.osce.org/serbia/18244
http://www.mpravde.gov.rs/images/CRIMINAL%20CODE%20-%20AMENDMENTS.pdf
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2.2 UN CONVENTION AND PROTOCOL 

Serbia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Serbia has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Serbia does not have any officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

The Safer Internet Hotline “Net Patrol” provides an online form to report illegal content. 

 

 

 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.netpatrola.rs/en/report-illegal-content.1.89.html
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CYBERWELLNESS PROFILE  

REPUBLIC OF SEYCHELLES 

 

 

BACKGROUND 

Total Population: 87 400 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 50.40%  

(data source: ITU Statistics, December 2013) 

  

 
1. CYBERSECURITY 

 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Computer Misuse Act. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Electronic Transactions Act 

- Data Protection Act (partial document). 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Seychelles does not have any officially recognized national CIRT.  

1.2.2 STANDARDS 

Seychelles does not have any officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Seychelles.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Seychelles does not have an officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Seychelles. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Seychelles. 

1.3.4 NATIONAL BENCHMARKING 

Seychelles does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Seychelles does not have an officially recognized national or sector-specific research and development program 
or project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Seychelles.  

1.4.3 PROFESSIONAL CERTIFICATION 

Seychelles does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Seychelles does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Seychelles does not have any framework to facilitate sharing of cybersecurity assets across borders or with other 
nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Seychelles does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Seychelles. 

1.5.4 INTERNATIONAL COOPERATION 

Seychelles is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

- Section 152 of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Seychelles has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Seychelles has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for the child online protection in Seychelles.  
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Seychelles.   

 
  

http://www.impact-alliance.org/home/index.html
http://greybook.seylii.org/se/CAP158#!fragment/zoupio-_Toc384202766
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 SIERRA LEONE 

 

 

BACKGROUND 

Total Population: 6 126 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 1.70% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Sierra Leone does not have specific legislation on cybercrime. 

1.1.2  REGULATION AND COMPLIANCE 

Sierra Leone does not have specific legislation and regulation related to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Sierra Leone does not have an officially recognized national CIRT. However ITU conducted the “Enhancing 
Cybersecurity for Least Developed Countries (LDC) Program” in Sierra Leone from 2 to 13 December 2013. 

1.2.2 STANDARDS 

Sierra Leone does not have officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Sierra Leone does not have any officially approved national (and sector specific) cybersecurity frameworks for 
the certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Sierra Leone does not have an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Sierra Leone does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The National Telecommunications Commission (NATCOM) is the officially recognized agency responsible for 
implementing a national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Sierra Leone does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Sierra Leone does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.natcom.gov.sl/
http://en.wikipedia.org/wiki/File:Flag_of_Sierra_Leone.svg
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1.4.2 MANPOWER DEVELOPMENT 

Sierra Leone does not have any officially recognized national or sector-specific educational and professional 
training programs for raising awareness with the general public, promoting cybersecurity courses in higher 
education and promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Sierra Leone does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Sierra Leone does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 

 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

 Sierra Leone does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets 
across borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Sierra Leone does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Sierra Leone does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Sierra Leone is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Sierra 
Leone is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies 
in Sub-Sahara Africa” (HIPSSA). 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

Sections 1 and 26-28 of the Sexual Offenses Act of Sierra Leone 
2.2 UN CONVENTION AND PROTOCOL 

Sierra Leone has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Sierra Leone has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Sierra Leone does not have an officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Sierra Leone does not have an officially recognized agency that offers an avenue for the reporting of incidents 
related to child online protection. 

 

 
  

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.sierralii.org/files/sl/legislation/act/2012/60/the_sexual_offences_acts_2012_pdf_10229.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 SINGAPORE 
 

 

BACKGROUND 

Total Population: 5 256 000 

(data source: United Nations Statistics Division, December 2012) 

Internet users, percentage of population: 73.00% 

(data source: ITU Statistics, 2013) 

  
1. CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1 CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Computer Misuse and Cybersecurity Act (Chapter 50A). 

1.1.2  REGULATION AND COMPLIANCE 

“Instruction Manual (IM) 8” specifies government policies, standards, regulations and codes of practice for IT 

security implemented by government agencies, that private vendors serving the government would also need to 

comply with. All IMs are mandatory for compliance by government agencies and subject to regular audit and 

assessment for enforcement purposes. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Singapore has an officially recognized national CIRT known as SingCERT. For the Government sector, the 
Government IT Security Incident Response (GITSIR) team co-ordinates with government agencies to perform 
investigations and supports agencies’ response to the incident.   

1.2.2 STANDARDS  
Internationally recognised cybersecurity standards (such as ISO27000 series) are referenced in the development 

of Government security policies and standards. For the Telecommunications sector, internationally recognised 

cyber security standards (such as ISO27011) were referenced in the development of the Secure and Resilient 

Internet Infrastructure Code of Practice. 

1.2.3 CERTIFICATION 
Cybersecurity professionals are encouraged to obtain international certifications such as CISSP and the SANS 

series of certification. IDA’s Critical Infocomm Technology Resource Programme (CITREP) provides support to 

offset the cost for people taking such certifications.  

The Association of Information Security Professionals (AISP) aims to transform Infocomm security (IS) into a 

distinguished profession, with a recognised body, qualifications, established career paths and career 

development programmes. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Singapore has an officially recognized National Cyber Security Masterplan 2018 to further secure Singapore's 

cyber environment. As regulator of the financial services industry, the Monetary Authority of Singapore (MAS) 

uses a number of regulatory instruments to regulate and shape the conduct of financial institutions. While IDA 

does not have privileged access to MAS’s cybersecurity strategy for the financial services industry, the publicly 

available ‘Technology Risk Management Guidelines’ and the Circular No. SRD TR01/2011: Information 

Technology Outsourcing sets out the risk management principles and standards to guide financial institutions in 

managing technology and IT outsourcing risks, including those relating to cybersecurity. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://statutes.agc.gov.sg/aol/search/display/view.w3p;page=0;query=DocId:8a3534de-991c-4e0e-88c5-4ffa712e72af%20%20Status:inforce%20Depth:0;rec=0
http://www.singcert.org.sg/
http://www.ida.gov.sg/citrep
http://www.aisp.sg/
http://www.ida.gov.sg/Infocomm-Enterprises/Enterprise-Programmes/Infocomm-Security
https://www.ida.gov.sg/About-Us/Newsroom/Media-Releases/2013/Singapore-Continues-to-Enhance-Cyber-Security-with-a-Five-Year-National-Cyber-Security-Masterplan-2018
http://www.mas.gov.sg/regulations%20and%20financial%20stability/regulatory%20and%20supervisory%20framework/regulatory%20instruments%20issued%20by%20mas
http://www.mas.gov.sg/~/media/MAS/Regulations%20and%20Financial%20Stability/Regulatory%20and%20Supervisory%20Framework/Risk%20Management/TRM%20Guidelines%20%2021%20June%202013.pdf
http://www.mas.gov.sg/~/media/resource/legislation_guidelines/banks/circulars/IT%20Outsourcing%20Circular%20Jul%202011.pdf
http://www.mas.gov.sg/~/media/resource/legislation_guidelines/banks/circulars/IT%20Outsourcing%20Circular%20Jul%202011.pdf
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1.3.2 ROADMAP FOR GOVERNANCE 
The National Cyber Security Masterplan 2018 launched to further secure Singapore's cyber environment and 

developed through a multi-agency effort led by IDA provides an overarching strategic direction to help 

Government and organisations in strengthening resilience against cyber threats. 

1.3.3 RESPONSIBLE AGENCY 
National Infocomm Security Committee is the national-level committee responsible for steering cybersecurity 

strategy in Singapore. Secretariat support is provided by Infocomm Development Authority. 

1.3.4 NATIONAL BENCHMARKING 

IDA’s Infocomm Security Health Scorecard put in place to measure the level of security readiness, assesses the 
state of info-security health of government agencies in areas such as policies, standards, the security knowledge 
of public officers, as well as physical and environmental security. The scorecard is aimed at helping government 
agencies to improve their info-security strategies and processes. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

One of the research and development (R&D) themes under the National Cybersecurity R&D Programme is on 
‘cyberspace governance & policy research’. The Programme is currently undergoing grant call phase. iTrust is a 
multidisciplinary research centre located at the Singapore University of Technology and Design (SUTD), 
established collaboratively by SUTD and the Ministry of Defence, Singapore which focus is on cybersecurity. 

1.4.2 MANPOWER DEVELOPMENT 
Singapore has recognized various types of awareness programs on cybersecurity, for the general public as well 

as for public and private sector employees.  

- National Infocomm Competency Framework (NICF) launched in 2008 serves as a reference for companies to 

use in their HR management of ICT professionals. Individuals (students and professionals) can also leverage on 

the framework to plan for their skills upgrading and career development. 

-Critical Infocomm Technology Resource Programme (CITREP) established by the Infocomm Development 
Authority of Singapore (IDA) has the objective to accelerate the development of emerging, critical and specialised 
infocomm skills to meet Singapore’s infocomm manpower needs.  

-Company-Led training and Centres of Attachment aims to develop graduates and professionals through on-job-
training and mentorship opportunities by leveraging local or overseas industry and education partners. These 
programs with focus on emerging skills will provide locals with structured quality learning and better career 
progression for the locals. 

-Association of Information Security Professionals (AISP) aims to promote and enhance the information security 
profession in Singapore. 

-National Cyber Security Masterplan 2018 aims to raise the awareness and adoption of cyber security best 
practices among the Public, Private and People sectors. 
-There is collaboration between National Research Foundation (NRF) and IDA for Post-Grad Scholarship in 

Cybersecurity. 

1.4.3 PROFESSIONAL CERTIFICATION 

Singapore does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Singapore Prison service (SPS) has been certified for ISO/IEC 27001:2005 (Management and Operations of Data 
Centre Infrastructure Services).  ISO/IEC 27001:2005 is a risk based information security standard and it is a 
requirement for organizations to have in place a risk management process based on the Plan-Do-Check-Act" 
(PDCA), Deming cycle approach. As part of maintaining the ISMS certification, organization needs to perform 
continual review on their information security program and ensuring effectiveness of security controls 

https://www.ida.gov.sg/About-Us/Newsroom/Media-Releases/2013/Singapore-Continues-to-Enhance-Cyber-Security-with-a-Five-Year-National-Cyber-Security-Masterplan-2018
http://www.ida.gov.sg/
http://www.nrf.gov.sg/about-nrf/programmes/strategic-research-programmes
http://www.nrf.gov.sg/about-nrf/programmes/strategic-research-programmes
http://www.sutd.edu.sg/itrust.aspx
http://www.ida.gov.sg/individuals-and-community/manpower-development/professional-development/National-Infocomm-Competency-Framework-NICF
http://www.ida.gov.sg/citrep
http://www.ida.gov.sg/individuals-and-community/manpower-development/professional-development/Centre-of-Attachment-Programme-COA
http://www.aisp.sg/index.html
http://www.prisons.gov.sg/content/sps/default.html
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Government Agencies comply with IM8 standards and ISD’s Green book which has incorporated good practices 
but it is not an internationally recognised standard. 

“Instruction Manual (IM) 8” specifies government policies, standards, regulations and codes of practice for IT 
security implemented by government agencies, that private vendors serving the government would also need to 
comply with.  
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 
Singapore, through SingCERT, actively engages international counterparts through platforms such as: 

-APCERT        - FIRST    -ASEAN CERT Incident Drill (ACID) 

Singapore is also a participant in Japan-led TSUBAME Working Group and PRACTICE (Proactive Response Against 

Cyber-attacks Through International Collaborative Exchange) Project.  

1.5.2 INTRA-AGENCY COOPERATION 
The National Infocomm Security Committee draws its members for senior ranks of relevant public sector 

stakeholders. NISC is a platform where national cybersecurity policies are deliberated, information is shared, and 

inter-agency action is coordinated. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Singapore has officially recognized national or sector-specific programs for sharing cybersecurity assets within 
the public and private sector. Cybersecurity Awareness Alliance amalgamates efforts from its members by 
bringing together different strengths and resources, to build a culture of cybersecurity in Singapore and to 
promote and enhance awareness and adoption of essential infocomm security (IS) practices for the private and 
people sectors. 

1.5.4 INTERNATIONAL COOPERATION 

Singapore participated in the following cybersecurity activities:  
- ASEAN CERT Incident Drill (ACID)  -APCERT Incident Drill  -ASEAN Japan Comms Check Drill 

-APEC-TEL                  -ASEAN-Japan activities 

SingCERT is a member of FIRST. 

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Sections 293 and 376E of the Criminal Code. 

-Section 32 of the Films Act. 

-Sections 11 and 12 of the Publications Act. 
2.2 UN CONVENTION AND PROTOCOL 

Singapore has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Singapore has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Singapore Computer Emergency Response Team (SingCERT) does not provide specific information on child online 
protection. 
2.4 REPORTING MECHANISM 

The CERT (SingCERT) provides an email to report incident: cert@singcert.org.sg and a hotline: 6211-0911. 
  

http://www.singcert.org.sg/
http://www.apcert.org/
http://www.first.org/
http://www.apcert.org/about/structure/tsubame-wg/index.htm
https://www.gosafeonline.sg/
http://www.ida.gov.sg/Infocomm-Enterprises/Enterprise-Programmes/Infocomm-Security
http://www.apcert.org/
http://www.apec.org/Groups/SOM-Steering-Committee-on-Economic-and-Technical-Cooperation/Working-Groups/Telecommunications-and-Information.aspx
http://www.asean.org/asean/external-relations/japan
http://www.singcert.org.sg/
http://www.first.org/
http://statutes.agc.gov.sg/aol/search/display/view.w3p;page=0;query=DocId%3A%22025e7646-947b-462c-b557-60aa55dc7b42%22%20Status%3Ainforce%20Depth%3A0;rec=0;whole=yes
http://statutes.agc.gov.sg/aol/search/display/view.w3p;page=0;query=CompId%3A03f9d12c-84e9-464d-b177-e4ad53ceff3f;rec=0;resUrl=http%3A%2F%2Fstatutes.agc.gov.sg%2Faol%2Fbrowse%2FtitleResults.w3p%3Bletter%3DF%3Btype%3DactsAll#pr29-he-.
http://statutes.agc.gov.sg/aol/search/display/view.w3p;page=0;query=CompId%3Aed75f300-7f64-470e-82fe-b2df4a8db960;rec=0;resUrl=http%3A%2F%2Fstatutes.agc.gov.sg%2Faol%2Fbrowse%2FtitleResults.w3p%3Bletter%3DU%3BpNum%3D1%3Btype%3DactsAll#pr11-he-.
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.singcert.org.sg/
http://www.singcert.org.sg/
mailto:cert@singcert.org.sg
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CYBERWELLNESS PROFILE 

SLOVAKIA 

 

 

BACKGROUND 

Total Population: 5 480 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 77.88% 

(data source: ITU Statistics, 2013) 

  
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Criminal Law (Law  300/2005) Paragraphs § 247, § 283, § 196 and 197 

- European Council Convention on Cybercrime. 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- For banks: Law  483/2001  & Law 747/2004  - For public administration : Law 275/2006 
- For telecommunication sector: Law 351/2011  - For Personal identifiable information: Law 122/2013. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
Slovakia has an officially recognized national CIRT (CSIRT Slovakia).  

1.2.2 STANDARDS 
Slovakia has officially approved national (and sector specific) cybersecurity frameworks for implementing 

internationally recognized cybersecurity standards through the Standardization committee for Information 

Systems of public administration (ISVS). Standardization committee is responsible for setting standards for ISVS 

on security, technical standards, data standards and project management standards.  

1.2.3 CERTIFICATION 
The national cybersecurity framework for accreditation and certification of information systems is regulated by 

the National Security Authority which is the main body of the state administration for the protection of classified 

information, and electronic signature.  

The officially approved national cybersecurity framework for the certification of information systems used for 

the protection of classified information is regulated in the Act on the protection of Classified Information.  

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Slovakia has an officially recognized national cybersecurity strategy through the National strategy for Information 

Security (*).  It defines strategic goals for Slovak Republic in various sectors such as protection of CII, awareness 

raising and capabilities building, ensuring secure environment, technical, operational and strategic controls, 

effective management of information security, protection and defence of public administration information 

infrastructure and national and international cooperation. 

1.3.2 ROADMAP FOR GOVERNANCE 

The Action plan to the National Strategy for Information Security defines tasks for various agencies in the field of 
information security and provides a national governance roadmap for cybersecurity in Slovakia. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.ilo.org/dyn/natlex/natlex_browse.details?p_lang=en&p_isn=72646
http://conventions.coe.int/Treaty/EN/Treaties/Html/185.htm
http://www.nbs.sk/_img/Documents/_Legislativa/_FullWordingsOther/A483_2001.pdf
http://www.nbs.sk/_img/Documents/_Legislativa/_FullWordingsOther/A747-2004.pdf
http://www.informatizacia.sk/standardy-is-vs/596s
http://www.teleoff.gov.sk/data/files/27101.pdf
http://www.dataprotection.gov.sk/uoou/sites/default/files/kcfinder/files/Act_122-2013_84-2014_en.pdf
https://www.csirt.gov.sk/
http://www.nbusr.sk/en/
http://www.nbusr.sk/ipublisher/files/nbusr.sk/english/215_2004_eng.pdf
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/Slovakia_National_Strategy_for_ISEC.pdf
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/Slovakia_National_Strategy_for_ISEC.pdf
http://www.informatizacia.sk/narodna-strategia-pre-ib/6783s
http://www.informatizacia.sk/narodna-strategia-pre-ib/6783s
http://commons.wikimedia.org/wiki/File:Flag_of_Slovakia.svg
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1.3.3 RESPONSIBLE AGENCY 

The national agency responsible for implementing a national cybersecurity strategy is the Ministry of Finance of 
Slovak republic (information security and protection of sector information technology in critical infrastructure). 
Other Ministries/agencies responsible for implementing specific areas of a strategy are: 

- Ministry of Interior      -Ministry of Telecommunication (ISP) 

- National Security Authority (NBU) (Protection of classified information, digital signature) 

 -Ministry of culture (authors’ law)    -Ministry of Justice (Fight against cybercrime). 

1.3.4 NATIONAL BENCHMARKING 

The national CIRT (CSIRT Slovakia) is the officially recognized national or sector-specific benchmarking exercise 
or referential used to measure cybersecurity development. 
Slovakia has participated in cyber Slovak Information Security Exercise (SISE) on 2011, 2012 and 2013. 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 
Slovakia has officially recognized national or sector-specific research and development (R&D) programs/projects 

for cybersecurity standards, best practices and guidelines through the workgroups created by the Ministry of 

Finance, under the Committee of Standardization for various tasks including cybersecurity.  

1.4.2 MANPOWER DEVELOPMENT 
Slovakia has officially recognized national educational and professional training programs for raising awareness 

with the general public, promoting cybersecurity courses in higher education and promoting certification of 

professionals through the Ministry of Finance of Slovak Republic (MF SR) project on cybersecurity which consists 

of systematic education of non-professionals in IT, managers and security professionals in field of cybersecurity 

in public administration. 

1.4.3 PROFESSIONAL CERTIFICATION 

There is no available information concerning any public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

There is no available information concerning any certified government and public sector agencies under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Slovakia has officially 
recognized partnerships with the following organizations:  

-NATO     -FIRST   -OSCE   -European Union. 

1.5.2 INTRA-AGENCY COOPERATION 

The Themis project is the officially recognized program for information sharing platform for connected 
organization from public administration. The national CIRT (CSIRT Slovakia) mandates the sharing of 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Slovakia has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 
public and private sector through the Themis project and the national CIRT (CSIRT Slovakia). 

1.5.4 INTERNATIONAL COOPERATION 

Slovakia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Slovakia also 
participated in the second Central European Cyber Security Platform (CECSP). 

 

http://www.nbusr.sk/en/
https://www.csirt.gov.sk/
http://www.nato.int/
http://www.first.org/
http://www.osce.org/
http://europa.eu/index_en.htm
http://en.eplo.eu/index.php?option=com_content&view=article&id=222:the-themis-project&catid=53:projects&Itemid=122
https://www.csirt.gov.sk/
http://en.eplo.eu/index.php?option=com_content&view=article&id=222:the-themis-project&catid=53:projects&Itemid=122
https://www.csirt.gov.sk/
https://www.csirt.gov.sk/news-7f7.html?id=63
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2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on cybercrime has been enacted through the following instruments: 

-§132 and §368-370* of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Slovakia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Slovakia has signed and ratified with no declarations or reservations to articles 2 and 3, 
to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution 
and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no available information concerning any officially recognized agencies that offer institutional support in 
child online protection. 
2.4 REPORTING MECHANISM 

Online illegal content can be reported in the website of Stopline (*). Incidents can be reported in the website of 
the Computer Security Incident Response Team of Slovakia (CSIRT (*)). 

 
  

http://www.zbierka.sk/sk/predpisy/300-2005-z-z.p-8708.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.stopline.sk/en/component/report/
http://www.stopline.sk/sk/component/report/
http://www.csirt.gov.sk/
http://www.csirt.gov.sk/
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CYBERWELLNESS PROFILE 
REPUBLIC OF SLOVENIA 

 

 

BACKGROUND 

Total Population:  2 040 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 72.68%  

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Penal Code. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Telecommunications Law 

- Personal Data Protection Act 

- Electronic Communications Act 

- Access to Public Information Act 

- Electronic Commerce and Electronic Signature Act. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Slovenia has an officially recognized national CERT known as SI-CERT. It is a service of ARNES (Academic and 
Research Network of Slovenia). 

1.2.2 STANDARDS 

Slovenia does not have any officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards.  

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Slovenia.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Slovenia is working out a cybersecurity strategy to upgrade its capability against cyber-attacks. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Slovenia. 

1.3.3 RESPONSIBLE AGENCY 

The agencies responsible for cybersecurity in Slovenia are: 
- Criminal Police Directorate 
- Ministry of Interior, Slovenia 
- Head of Computer Investigation Centre. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.policija.si/eng/images/stories/Legislation/pdf/CriminalCode2009.pdf
https://www.cert.si/
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1.3.4 NATIONAL BENCHMARKING 

Slovenia does not have any benchmarking or referential to measure cybersecurity development.   
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no officially recognized national or sector-specific research and development program or project for 
cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

Slovenia participates in the European Cyber Security Month. 

1.4.3 PROFESSIONAL CERTIFICATION 

Slovenia does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Slovenia does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Slovenia does not have an officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Slovenia. 

1.5.4 INTERNATIONAL COOPERATION 

Slovenia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. SI-CERT also 
participates in the TF-CSIRT.  

SI-CERT is a member of FIRST.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

- Article 176 of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Slovenia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Slovenia has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Information about online safety can be found in the website of Safe in Safe in Internet*, implemented by the SI-
CERT. 
2.4 REPORTING MECHANISM 

Online illegal content can be reported in the website (*) of a Slovenian hotline co-sponsored by the EU.  

 
  

http://cybersecuritymonth.eu/ecsm-countries/slovenia
http://www.impact-alliance.org/home/index.html
https://www.cert.si/
https://www.trusted-introducer.org/
https://www.cert.si/
https://www.first.org/
http://www.policija.si/eng/images/stories/Legislation/pdf/CriminalCode2009.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
https://www.varninainternetu.si/
https://www.cert.si/
https://www.cert.si/
https://www.spletno-oko.si/en/
http://www.spletno-oko.si/
http://europa.eu/index_en.htm
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CYBERWELLNESS PROFILE 
SOLOMON ISLANDS    

 

 

BACKGROUND 

Total Population: 566 000 

(data source: United Nations Statistics Division, December 2012) 

Internet users, percentage of population: 8% 

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-None. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 
-None. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Solomon Islands does not have an officially recognized CIRT.  

1.2.2 STANDARDS 

Solomon Islands does not have any officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Solomon Islands.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Solomon Islands does not have any officially recognized national or sector-specific cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Solomon Islands. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Solomon Islands. 

1.3.4 NATIONAL BENCHMARKING 

Solomon Islands does not have any benchmarking or referential to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no officially recognized national or sector-specific research and development program or project for 
cybersecurity standards, best practices and guidelines in Solomon Islands. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
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1.4.2 MANPOWER DEVELOPMENT 

There is no program or project for education and professional training, raising awareness or higher education 
and certification in Solomon Island. 

1.4.3 PROFESSIONAL CERTIFICATION 

Solomon Islands does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Solomon Islands does not have any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no framework in Greece to facilitate sharing of cybersecurity assets across borders or with other nation 
states. 

1.5.2 INTRA-AGENCY COOPERATION 

Solomon Islands does not have any officially recognized national or sector-specific program for sharing 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Solomon Islands. 

1.5.4 INTERNATIONAL COOPERATION 

Solomon Islands is a member of the PacCERT.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-None.  
2.2 UN CONVENTION AND PROTOCOL 

Solomon Islands has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the 
Convention on the Rights of the Child. Solomon Islands has acceded, with no declarations or reservations to 
articles 2 and 3, to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, 
Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency that supports child online protection in Solomon Islands. 
2.4 REPORTING MECHANISM 

There is no website or hotline where incident can be reported to in Solomon Islands. 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

SOMALIA 

 

 

BACKGROUND 

Total Population: 9 797 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 1.50% 

(data source: ITU Statistics, 2013) 

 
1. CYBERSECURITY 

 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Somalia does not currently have any officially recognized national legislation pertaining to cybercrime but there 

is a work in progress. 

1.1.2  REGULATION AND COMPLIANCE 

Somalia does not currently have any officially recognized regulation pertaining to cybersecurity but there is a 

work in progress. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
Somalia does not have any officially recognized national CIRT currently but there is a work in progress.  

1.2.2 STANDARDS 

Somalia does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Somalia does not currently have any officially approved national (and sector specific) cybersecurity frameworks 

for the certification and accreditation of national agencies and public sector professionals but there is a work in 

progress. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Somalia does not currently have any officially recognized national cybersecurity strategy but there is a work in 

progress. 

1.3.2 ROADMAP FOR GOVERNANCE 
Somalia does not currently have any officially recognized national governance roadmap for cybersecurity but 

there is a work in progress. 

1.3.3 RESPONSIBLE AGENCY 
Somalia does not currently have any officially recognized agency responsible for implementing a national 

cybersecurity strategy, policy and roadmap but there is a work in progress. 

1.3.4 NATIONAL BENCHMARKING 
Somalia does not currently have any officially recognized national or sector-specific benchmarking exercises or 

referential used to measure cybersecurity development but there is a work in progress. 

 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://en.wikipedia.org/wiki/File:Flag_of_Somalia.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Somalia does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. There are some disjointed efforts. 

1.4.2 MANPOWER DEVELOPMENT 

Somalia does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. However, Somalia proposes a 
few workshops and awareness campaign by the Internet Society Chapter of Somalia at an elementary level. 

1.4.3 PROFESSIONAL CERTIFICATION 

Somalia does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Somalia does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Somalia does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Somalia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Somalia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Somalia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Somalia 
participated in the 2012 ITU-IMPACT Applied Learning for Emergency Response Teams (ALERT) from 15-17 July 
in Amman, Jordan. 

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Somalia does not have any national legislation pertaining to child online protection.  
2.2 UN CONVENTION AND PROTOCOL 

Somalia did not accede to the UN Convention and Protocol pertaining to child online protection. 
2.3 INSTITUTIONAL SUPPORT 

Somalia does not have any the officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Somalia does not have any the officially recognized agency that offers an avenue for the reporting of incidents 
related to child online protection. 

 

  



Global Cybersecurity Index & Cyberwellness Profiles 

 427 

 

CYBERWELLNESS PROFILE  

SOUTH AFRICA 
 

 

BACKGROUND 

Total Population: 50 738 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 48.90% 

(data source: ITU Statistics, 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- Electronic communication and Transactions Act No 25 of 2002 
- The National Cybersecurity Policy Framework 2012 
- Regulation of Interception of Communications and Provision of communication-related Information Act of 2002 
- Protection of Personal Information Act 2013. 
1.1.2  REGULATION AND COMPLIANCE 

South Africa does not have specific legislation and regulation related to cybersecurity.   
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

South Africa has an officially recognized national CIRT (ECS-CSIRT).  

1.2.2 STANDARDS 

South Africa has officially approved national (and sector specific) cybersecurity frameworks for implementing 
internationally recognized cybersecurity standards through the National Cybersecurity Policy Framework which 
aims to promote a cybersecurity culture by strengthening investigation, prosecution and judicial processes, to 
establish public-private partnerships for national and international action plans, ensure the protection of 
national critical information infrastructure and promote and ensure a comprehensive legal framework governing 
cyberspace. 

1.2.3 CERTIFICATION 

South Africa does not have any officially approved national (and sector specific) cybersecurity frameworks for 
the certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
South Africa has an officially recognized National Cybersecurity Policy Framework approved by the Cabinet in 
March 2012, to establish an environment that will ensure confidence and trust in the secure use of ICTs. 

1.3.2 ROADMAP FOR GOVERNANCE 
The approved National Cybersecurity Implementation Plan is the officially recognized agency responsible for 
implementing a national cybersecurity strategy, policy and roadmap.   

1.3.3 RESPONSIBLE AGENCY 
The State Security Agency is the officially recognized agency responsible for implementing a national 
cybersecurity strategy, policy and roadmap.   

1.3.4 NATIONAL BENCHMARKING 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.itu.int/ITU-D/projects/ITU_EC_ACP/hipssa/Activities/SA/docs/SA-1_Legislations/South%20Africa/ElecComm.PDF
http://www.cyanre.co.za/national-cybersecurity-policy.pdf
http://www.justice.gov.za/legislation/acts/2002-070.pdf
http://www.gov.za/documents/download.php?f=204368
http://www.ssa.gov.za/CSIRT.aspx
http://db3sqepoi5n3s.cloudfront.net/files/docs/100219cybersecurity.pdf
http://www.ssa.gov.za/
http://de.wikipedia.org/wiki/Datei:Flag_of_South_Africa.svg
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South Africa does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

South Africa does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector.  
1.4.2 MANPOWER DEVELOPMENT 

South Africa does not have any officially recognized national or sector-specific educational and professional 
training programs for raising awareness with the general public, promoting cybersecurity courses in higher 
education and promoting certification of professionals in either the public or the private sectors.  

1.4.3 PROFESSIONAL CERTIFICATION 
South Africa does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 
South Africa does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 
To facilitate sharing of cybersecurity assets across borders or with other nation states, South Africa has officially 
recognized partnerships with the 24/7 program. 

1.5.2 INTRA-AGENCY COOPERATION 
South Africa does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. However South Africa is in the process of developing protocols for information 
and assets sharing between different stakeholders. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 
South Africa does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. However South Africa is in the process of developing protocols for 
information and assets sharing between different stakeholders. 

1.5.4 INTERNATIONAL COOPERATION 
South Africa is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. South 

Africa is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies 

in Sub-Sahara Africa” (HIPSSA). 

ECS-CSIRT is a member of FIRST. 

South Africa is on the finalization stage of the draft AUC Cybersecurity Convention workshop (African Countries). 

South Africa participated in international effort on cybercrime by taking part in EU GLACY project.  

2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Sections 10 and 18-22 of the Amendment to the Sexual Offences and Related Matters Act. 

-Section 27 of the Films and Publications Act, amended by the Bill number 75.  

-Section 27A of the aforementioned Act, inserted by the Act number 18 of 2004. Sections 24C and 27A 
respectively inserted and amended by the Act number 3 of 2009. 

 

 
2.2 UN CONVENTION AND PROTOCOL 

http://www.ssa.gov.za/CSIRT.aspx
http://www.first.org/
http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/GLACY/2688_GLACY_summary_v4.pdf
http://www.info.gov.za/view/DownloadFileAction?id=77866
http://www.info.gov.za/view/DownloadFileAction?id=70901
http://www.info.gov.za/view/DownloadFileAction?id=71161
http://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=4&cad=rja&ved=0CEQQFjAD&url=http%3A%2F%2Fwww.fpb.org.za%2Fprofile-fpb%2F2012-05-23-04-21-16%2Fdoc_download%2F106-fpb-amendment-act-18-of-2004&ei=7O20UIvgOYW1hAfruYGAAw&usg=AFQjCNELRySv4Hu_ZX7trS8
http://www.unesco.org/new/fileadmin/MULTIMEDIA/HQ/CI/WPFD2009/pdf/Films%20and%20Publications%20Act%202009.pdf
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South Africa has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. South Africa has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

South Africa does not have an officially recognized agency that offers institutional support on child online 
protection.  
2.4 REPORTING MECHANISM 

FPB PRO CHILD provides a phone number, 0800 148 148, and space in its website for the denouncement of child 
online pornography.  
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.fpbprochild.org.za/Home.aspx
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CYBERWELLNESS PROFILE  

REPUBLIC OF SOUTH SUDAN 

 

 

BACKGROUND 

Total Population: unknown 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: unknown 

(data source: ITU Statistics, December 2013) 

  

 
1. CYBERSECURITY 

 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Penal Code. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- None. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

South Sudan does not have any officially recognized national CIRT.  

1.2.2 STANDARDS 

South Sudan does not have any officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in South Sudan.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

South Sudan does not have an officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in South Sudan. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in South Sudan. 

1.3.4 NATIONAL BENCHMARKING 

South Sudan does not have any officially recognized national benchmarking or referential to measure 
cybersecurity development.  

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.gurtong.net/LinkClick.aspx?fileticket=eLPDLffO3HE%3d&tabid=342
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

South Sudan does not have an officially recognized national or sector-specific research and development 
program or project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in South Sudan.  

1.4.3 PROFESSIONAL CERTIFICATION 

South Sudan does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

South Sudan does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

South Sudan does not have any framework to facilitate sharing of cybersecurity assets across borders or with 
other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

South Sudan does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in South Sudan. 

1.5.4 INTERNATIONAL COOPERATION 

South Sudan is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

- Article 260 of the Criminal Code – does not explicitly mention child pornography but obscene content. 
2.2 UN CONVENTION AND PROTOCOL 

South Sudan has not acceded to articles 16, 17(e) and 34(c), to the Convention on the Rights of the Child. South 
Sudan has not acceded to articles 2 and 3, to the Optional Protocol to The Convention on the Rights of the Child 
on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in South Sudan.  
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in South Sudan.   

 

 
  

http://www.impact-alliance.org/home/index.html
http://www.gurtong.net/LinkClick.aspx?fileticket=eLPDLffO3HE%3d&tabid=342
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

SPAIN 

 

 

BACKGROUND 

Total Population: 46 772 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 71.5719% 

(data source: ITU Statistics, 2013) 

  

1.CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Penal Code. 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Law on Electronic Signature   - General Telecommunications Law  

- Protection of Personal Data. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
Spain has a national CIRT which is known as CNN-CERT.  

1.2.2 STANDARDS 
The OC/CCN is the officially recognized national agency responsible for cybersecurity frameworks and for 
implementing internationally recognized cybersecurity standards. It operates the Common Criteria (ISO-15408). 

1.2.3 CERTIFICATION 
The National Cryptology Centre (CNN) is the officially approved national (and sector specific) cybersecurity 
framework for the certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Spain has an officially recognized national cybersecurity strategy through The National Security Strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 
The National Security Strategy provides a line of action for cybersecurity in its fourth chapter. 

1.3.3 RESPONSIBLE AGENCY 
The following are the officially recognized organizations responsible for implementing a national cybersecurity 
strategy, policy and roadmap: 

- The National Cryptology Centre (CCN)  - National Centre of Intelligence 

- The National Security Office (ONS). 

1.3.4 NATIONAL BENCHMARKING 
Spain does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 
 
 
 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.boe.es/boe/dias/1995/11/24/pdfs/A33987-34058.pdf
http://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0CCAQFjAA&url=http%3A%2F%2Fwww.legislationline.org%2Fdocuments%2Fid%2F9044&ei=HbjIVPzXCMOdPbmBgZAG&usg=AFQjCNGd5kvCbv7F99hymukX4cQhg3fSJA&sig2=cJ6AdS8RIpIyHZWCwlmUTA&bvm=bv.84607526,d.ZWU
https://www.ccn-cert.cni.es/
https://www.oc.ccn.cni.es/
https://www.commoncriteriaportal.org/
https://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CCIQFjAA&url=https%3A%2F%2Fwww.ccn.cni.es%2Findex.php%3Foption%3Dcom_content%26view%3Darticle%26id%3D1%26Itemid%3D3%26lang%3Den&ei=Or7IVJTtJIvqONGwgeAG&usg=AFQjCNFbfN9EV6PucJz5dytE58jXM74IQg&sig2=j738oHYzcftMw36m3aAg3A&bvm=bv.84607526,d.ZWU&cad=rja
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/NCSS_ESen.pdf
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/NCSS_ESen.pdf
http://www.governo.it/
https://www.ccn.cni.es/index.php?option=com_content&view=article&id=1&Itemid=3&lang=en
http://www.cni.es/en/welcometocni/
http://www.cni.es/en/ons/introduccion/
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Spain has officially recognized national or sector-specific research and development (R&D) programs/projects 
for cybersecurity standards, best practices and guidelines through the CCN-STIC series and SCADA guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

Spain has officially recognized national or sector-specific educational and professional training programs for 
raising awareness with the general public, promoting cybersecurity courses in higher education and promoting 
certification of professionals through the SICT Training and European Cyber Security Month. 

1.4.3 PROFESSIONAL CERTIFICATION 

CNN-CERT team members are certified under internationally recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

CNN-CERT is accredited by FIRST, TI and EGC Group government and public sector agencies under internationally 
recognized standards in cybersecurity. However there are no exact numbers of public agencies being certified. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

CCN-CERT maintains a direct contact with other CIRT teams from the rest of the world in order to, in the event 
of an attack, distinguish which information sources are reliable. 

1.5.2 INTRA-AGENCY COOPERATION 

There is no information about any platform or programs for sharing of cybersecurity assets within the public 
sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no record of a framework for sharing cybersecurity assets between the public and private sectors in 
Spain.  

1.5.4 INTERNATIONAL COOPERATION 

Spain is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. CCN-CERT 
participates in the following international workshops: 

- ENISA  - APWG  - TI  - OTAN’s NCIRC (NATO).  

- TERENA - EGC  -F IRST     
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on cybercrime has been enacted through the following instruments: 

- Articles 186 and 189 of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Spain has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Spain has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Internet User Security Office under the Ministry of Telecommunications and Information Society provides 
information on internet safety. 
2.4 REPORTING MECHANISM 

Child pornography can be denounced on the website of Alia2. Child pornography can also be denounced on the 
website of protegeles.com or by the phone number 91 74 00 019. 

Computer incidents can be reported in a private area of the website of the Computer Security Response 
Capability CNN-CERT, the Spanish Government CERT. 

http://administracionelectronica.gob.es/pae_Home/pae_Actualidad/pae_Noticias/Anio2014/Septiembre/Noticia-2014-09-04-nuevas-guias-CNN-STIC-para-AAPP.html?idioma=en#.VMjsCCz9bTo
https://www.ccn-cert.cni.es/index.php?option=com_content&view=article&id=2687&Itemid=215&lang=en
https://www.ccn-cert.cni.es/index.php?option=com_content&view=article&id=3581&Itemid=244&lang=en
http://cybersecuritymonth.eu/ecsm-countries/spain
https://www.ccn-cert.cni.es/
https://www.ccn-cert.cni.es/
https://www.first.org/
https://www.trusted-introducer.org/
http://www.egcgroup.com/
https://www.ccn-cert.cni.es/
http://www.impact-alliance.org/home/index.html
https://www.ccn-cert.cni.es/
http://www.enisa.europa.eu/media/news-items/new-ncss-interactive-map-online-2013-powered-by-enisa
http://www.antiphishing.org/
https://www.trusted-introducer.org/
http://www.nato.int/cps/en/natolive/news_85161.htm
https://www.terena.org/
http://www.egc-group.org/
https://www.first.org/
http://www.boe.es/boe/dias/1995/11/24/pdfs/A33987-34058.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.osi.es/
http://www.minetur.gob.es/telecomunicaciones/en-US/Paginas/index.aspx
http://alerta2.org/english.php
http://www.protegeles.com/index.asp
https://www.ccn-cert.cni.es/
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CYBERWELLNESS PROFILE 

 SRI LANKA 

 

 

BACKGROUND 

Total Population: 21 224 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 21.90% 

(data source: ITU Statistics, 2013) 

 

 

 
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

-Computer Crime Act 2007.   

1.1.2  REGULATION AND COMPLIANCE 

Sri Lanka does not have specific legislation and regulation related to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Sri Lanka has an officially recognized national CIRT (Sri Lanka CERT).  

1.2.2 STANDARDS 

Sri Lanka does not have an officially recognized national (and sector specific) cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Sri Lanka does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Sri Lanka has an officially recognized national cybersecurity policy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Sri Lanka does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

Sri Lanka does not have an officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Sri Lanka does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.icta.lk/pdf/ComputerCrimesActNo24of2007.pdf
http://www.cert.gov.lk/
http://en.wikipedia.org/wiki/File:Flag_of_Sri_Lanka.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 
TechCERT along with Domain Registry conducts R&D programs and projects on cybersecurity. These programs 
will benefit both public and private sectors. 

1.4.2 MANPOWER DEVELOPMENT 
Sri Lanka CERT conducts various types of awareness programs on cybersecurity, for the general public as well as 
for public and private sector employees. 
The annual Cyber Security Week (CSW) program was introduced from year 2008 which consists of a national 
cyber security conference, workshops, seminars, media campaigns, security quiz for the students of tertiary 
educational institutions, hacking challenge etc. Details of CSW 2014 can be seen at: 
http://www.cert.gov.lk/csw2014/index.html 

(1) Tech Cert together with Domain Registry conduct awareness programs through mail across the country 
and especially for banking and office private sector organisations. In addition general public is also made 
aware through conducting workshops at schools.  

(2) Internet Society Sri Lanka chapter supports and conducts similar programs. 

Sri Lanka CERT|CC is also engaged in promoting the certification of cyber security professionals by hosting the 
Colombo Chapter of ISC2 that provides the CISSP certification 

1.4.3 PROFESSIONAL CERTIFICATION 

Sri Lanka does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Sri Lanka does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATIO 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Sri Lanka has officially 
recognized partnerships with the following organizations: 

-ITU -APCERT -CYMRU 

-FIRST  -Shadowserver. 

 

1.5.2 INTRA-AGENCY COOPERATION 

Sri Lanka CERT has officially recognized national or sector-specific programs for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Sri Lanka has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 
public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Sri Lanka is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Sri Lanka 
CERT|CC participates in regional and international cybersecurity drills, workshops, conferences and works closely 
with CERTs and other relevant organizations in those countries to resolve or mitigate cybersecurity incidents. Sri 
Lanka CERT|CC has been a full member of APCERT and FIRST for the past six years and continues to participate 
at their Annual General Meetings and Conferences. It is also a member of IMPACT and the Microsoft Security 
Corporation Program (SCP).  

Sri Lanka participated in the International Cyber Shield Exercise 2014 in Turkey (ICSE 2014).  

Sri Lanka CERT is a member of FIRST. 

http://www.techcert.lk/
http://www.cert.gov.lk/csw2014/index.html
http://www.itu.int/
http://www.apcert.org/
http://www.team-cymru.org/
http://www.first.org/
http://www.shadowserver.org/
http://www.icse2014.org/
http://www.cert.gov.lk/
http://www.first.org/
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2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Section 3 of the Penal Code (Amendment) Act. 
2.2 UN CONVENTION AND PROTOCOL 

Sri Lanka has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. 

Sri Lanka has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Sri Lanka does not have any officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Sri Lanka CERT is the officially recognized agency that offers an avenue for the reporting of incidents related to 
child online protection. 

 
  

http://www.documents.gov.lk/Acts/2006/Penal%20Code%20(Amend)%20Act%2016%202006/PL%20000608%20(E)%20Penal%20Code%20Act%20No.%2016%20of%202006.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf


Global Cybersecurity Index & Cyberwellness Profiles 

 437 

 

CYBERWELLNESS PROFILE 

 SAINT KITTS AND NEVIS 

 

 

BACKGROUND 

Total Population: 52 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 80.00% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

-Electronic Crime Act.   

 

1.1.2  REGULATION AND COMPLIANCE 

Specific regulation and compliance requirement pertaining to cybersecurity is as follows: 

-Electronic Crimes (Investigation Procedures, Collection and Preservation of Electronic Crimes Evidence) Rules 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

St. Kitts and Nevis does not currently have an officially recognized national CIRT.  ITU conducted a CIRT 
assessment for St.Kitts and Nevis in  2012. 

1.2.2 STANDARDS 

St. Kitts and Nevis does not have an officially recognized national (and sector specific) cybersecurity frameworks 
for implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
St. Kitts and Nevis does not have any officially approved national (and sector specific) cybersecurity frameworks 
for the certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

St. Kitts and Nevis does not have an officially recognized national cybersecurity strategy. However there is one 
cybersecurity policy that is currently developed at the CARICOM level for adoption by its Member States. 

1.3.2 ROADMAP FOR GOVERNANCE 

St. Kitts and Nevis does not have a national governance roadmap for cybersecurity. However there is one 
governance roadmap that is currently developed at the CARICOM level for adoption by its Member States. 

1.3.3 RESPONSIBLE AGENCY 

The Ministry of National Security is the officially recognized agency responsible for implementing a national 
cybersecurity strategy, policy and roadmap.  

1.3.4 NATIONAL BENCHMARKING 

St. Kitts and Nevis does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. However the Ministry of National Security is working 
with the Department of Technology for a new mandate. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://hipcar.gov.kn/sites/hipcar.gov.kn/files/Electronic_Crimes__Act._No._27_of_2009_pmd.pdf
http://www.caricom.org/
http://www.caricom.org/
http://en.wikipedia.org/wiki/File:Flag_of_Saint_Kitts_and_Nevis.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

St. Kitts and Nevis does not have any officially recognized national or sector-specific research and development 
(R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the 
private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 
St Kitts and Nevis does not have any officially recognized national or sector-specific educational and professional 
training programs for raising awareness with the general public, promoting cybersecurity courses in higher 
education and promoting certification of professionals in either the public or the private sector. 

1.4.3 PROFESSIONAL CERTIFICATION 

St. Kitts and Nevis does not have any public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

St. Kitts and Nevis does not have any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

St. Kitts and Nevis does not have officially recognized partnerships to facilitate sharing of cybersecurity assets 
across borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

St. Kitts and Nevis does not have any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

St. Kitts and Nevis does not have any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public and private sector. However BD CERT organizes events to share knowledge 
with the law enforcing agencies, industry and academia. 

1.5.4 INTERNATIONAL COOPERATION 

St. Kitts and Nevis is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. In 
addition, St. Kitts and Nevis also participated in OAS regional forums organized through CITCE. 

St. Kitts and Nevis is among the beneficiary countries of the EU/ITU co-funded project “Enhancing 
Competitiveness in the Caribbean through the Harmonization of ICT Policies, Legislation and Regulatory 
Procedures” (HIPCAR). 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

-Electronic Crime Act (Section 13). 
2.2 UN CONVENTION AND PROTOCOL 

St. Kitts and Nevis has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the 
Convention on the Rights of the Child. 

St. Kitts and Nevis has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol 
to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 

http://www.oas.org/en/sms/cicte/programs_cyber.asp
http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPCAR/Pages/default.aspx
http://hipcar.gov.kn/sites/hipcar.gov.kn/files/Electronic_Crimes__Act._No._27_of_2009_pmd.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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2.3 INSTITUTIONAL SUPPORT 

St. Kitts and Nevis does not have an officially recognized agency that offers institutional support on child online 
protection. However the Department of Probation and Child Protection Services is the government's primary 
agency responsible for ensuring the rights of children. 
2.4 REPORTING MECHANISM 

St. Kitts and Nevis does not have an officially recognized agency that offers an avenue for the reporting of 
incidents related to child online protection.  
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CYBERWELLNESS PROFILE 

SAINT VINCENT AND THE 
GRENADINES 

 

 

BACKGROUND 

Total Population: 109 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 52.00% 

(data source: ITU Statistics, December 2012) 

 

 
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

 

1.1.1  CRIMINAL LEGISLATION 

Saint Vincent and the Grenadines does not have any officially recognized criminal legislation pertaining to 

cybercrime.  

1.1.2 REGULATION AND COMPLIANCE 

Specific legislation and regulation to cybersecurity has been enacted through the following instruments:  

- Electronic Transaction Act   - Electronic Evidence Act. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

There is no available information regarding any officially recognized national CIRT in Saint Vincent and the 
Grenadines.  A CIRT readiness assessment was conducted for Saint Vincent and the Grenadines by ITUin 2012. 

1.2.2 STANDARDS 

There is no available information concerning any officially recognized national (and sector specific) cybersecurity 
frameworks for implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
There is no available information concerning any officially approved national (and sector specific) cybersecurity 
frameworks for the certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

There is no available information concerning any officially recognized national cybersecurity strategy in Saint 
Vincent and the Grenadines. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no available information concerning any officially recognized national governance roadmap for 
cybersecurity in in Saint Vincent and the Grenadines. 

1.3.3 RESPONSIBLE AGENCY 

The lead agency for cybersecurity in Saint Vincent and the Grenadines is the SVG Police Force, which has created 
an Information Technology Unit to oversee and support the investigation of all cybercrime and information 
security-related matters and thus is the officially recognized agency responsible for implementing a national 
cybersecurity strategy, policy and roadmap. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.oas.org/juridico/spanish/cyb_svg_electronic_act_2007.pdf
http://www.oas.org/juridico/spanish/cyb_svg_electronic_bill_2004.pdf
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1.3.4 NATIONAL BENCHMARKING 

There is no available information regarding any officially recognized national or sector-specific benchmarking 
exercises or referential used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no available information regarding any officially recognized national or sector-specific research and 
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied 
in either the private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

There is no available information regarding any officially recognized sector-specific educational and professional 
training programs for raising awareness with the general public, promoting cybersecurity courses in higher 
education and promoting certification of professionals in either the public or the private sectors. 

 

 

1.4.3 PROFESSIONAL CERTIFICATION 

There is no available information regarding the exact number of public sector professionals certified under 
internationally recognized certification programs in cybersecurity.  

1.4.4 AGENCY CERTIFICATION 

There is no available information regarding any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

International cooperation has centered largely on solicitation of support when needed from the experts of the 
Cyber Forensic Laboratory in Antigua and Barbuda.  

1.5.2 INTRA-AGENCY COOPERATION 

There is no available information concerning any officially recognized national or sector-specific programs for 
sharing cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no available information concerning any officially recognized national or sector-specific programs for 
sharing cybersecurity assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Saint Vincent and the Grenadines is a member of the ITU-IMPACT initiative and has access to relevant 
cybersecurity services.  

Personnel from the government’s Technology Unit have also participated in cybersecurity and cybercrime related 
training offered by regional and international partners including the OAS, US Department of State (DS/ATA), CTU, 
and INTERPOL, among others. 

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION AND STRATEGY 

Specific legislation on child protection has been enacted through the following instruments: 

- Section 71 and 73 from the Electronic Transactions Act. 
2.2 UN CONVENTION AND PROTOCOL 

Saint Vincent and the Grenadines has acceded, with no declarations or reservations to articles 16, 17(e) and 
34(c), to the Convention on the Rights of the Child. 

http://www.oas.org/juridico/spanish/cyb_svg_electronic_act_2007.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf


Global Cybersecurity Index & Cyberwellness Profiles 

442   

Saint Vincent and the Grenadines has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Saint Vincent and the Grenadines does not have any officially recognized agency that offers institutional support 
on child online protection. 
2.4 REPORTING MECHANISM 

Saint Vincent and the Grenadines does not have an officially recognized agency that offers an avenue for the 
reporting of incidents related to child online protection. 

 

 

 

 

 

 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 SUDAN (REPUBLIC OF) 

 

 

BACKGROUND 

Total Population: 45 722 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 22.70% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-E-Crime Law 

-Literary and Artistic Bill. 

-Informatic Offense (Combating) 

Act  

-Intellectual Property Law 

1.1.2  REGULATION AND COMPLIANCE 

Sudan does not have specific regulation and compliance requirement pertaining cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Sudan has an officially recognized national CIRT (SUDAN CERT). ITU conducted a cirt assessment for Sudan in 
2013. 

1.2.2 STANDARDS 

Sudan has officially recognized national (and sector specific) cybersecurity frameworks for implementing 
internationally recognized cybersecurity standards through the Information Security Law and the Regulation on 
measures for information security. 

1.2.3 CERTIFICATION 
Sudan does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Sudan has an officially recognized national cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 
There is no available information concerning a national governance roadmap for cybersecurity in Sudan. 

1.3.3 RESPONSIBLE AGENCY 

The National Telecommunication Corporation is the officially recognized agency responsible for implementing a 
national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 
There is no available information concerning any officially recognized national or sector-specific benchmarking 
exercises or referential used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Sudan has officially recognized national or sector-specific research and development (R&D) programs/projects 
for cybersecurity standards, best practices and guidelines through the Sudan Cybersecurity Standards 
Committee. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.wipo.int/wipolex/en/profile.jsp?code=SD
http://www.ntc.org.sd/images/stories/docs/English/Informatics_offences_Act_2007.pdf
http://www.ntc.org.sd/images/stories/docs/English/Informatics_offences_Act_2007.pdf
http://www.wipo.int/wipolex/en/profile.jsp?code=SD
http://www.cert.sd/
http://www.sluzbenilist.me/PravniAktDetalji.aspx?tag=%7BC707AE79-3025-4387-B59B-34E5979FBC3E%7D
http://www.mid.gov.me/biblioteka/uredbe
http://www.mid.gov.me/biblioteka/uredbe
http://www.ntc.gov.sd/
http://en.wikipedia.org/wiki/File:Flag_of_Sudan.svg
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1.4.2 MANPOWER DEVELOPMENT 

Sudan has officially recognized national or sector-specific educational and professional training programs for 
raising awareness with the general public, promoting cybersecurity courses in higher education and promoting 
certification of professionals in either the public or the private sectors. These include the National Awareness 
Project and the “Train the trainer” program. 

1.4.3 PROFESSIONAL CERTIFICATION 

There is no available information concerning any public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

There is no available information concerning any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no available information concerning any officially recognized partnerships to facilitate sharing of 
cybersecurity assets across borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

There is no available information concerning any officially recognized national or sector-specific programs for 
sharing cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no available information concerning any officially recognized national or sector-specific programs for 
sharing cybersecurity assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Sudan is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Sudan has 
participated in many CIRT events. Precisely in the 2012 ITU-IMPACT Workshop on Cyber Drill in Jordan, in the ITU 
RCC Regional Cybersecurity Forum Cyber Drill 2013 in Oman and in the International Cyber Shield Exercise 2014 
in Turkey. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-The Criminal Code (Section 235) 

-Informatic Offense (Combating) Act (Section 14-16). 
2.2 UN CONVENTION AND PROTOCOL 

Sudan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Sudan has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 

2.3 INSTITUTIONAL SUPPORT 

SUDAN CERT is the officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

SUDAN CERT is the officially recognized agency that offers an avenue for the reporting of incidents related to 
child online protection.   

http://www.itu.int/en/ITU-D/Cybersecurity/Pages/Organizational-Structures.aspx
https://www.unodc.org/tldb/pdf/Sudan/Penal_Code_2003.pdf
http://www.ntc.org.sd/images/stories/docs/English/Informatics_offences_Act_2007.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.cert.sd/index.html
http://www.cert.sd/index.html
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CYBERWELLNESS PROFILE  

SURINAME 

 

 

BACKGROUND 

Total Population: 534 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 37.40%  

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- Criminal Code First Book 

- Criminal Code Second Book. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- None. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Suriname has a now defunct national CIRT known as SurCIRT. It is in the process of being reactivated.  

1.2.2 STANDARDS 

Suriname does not have any officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Suriname.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Suriname does not have an officially recognized national or sector-specific cybersecurity strategy. Negotiations 
among stakeholders are ongoing regarding the creation of a national cybersecurity policy and strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Suriname. 

1.3.3 RESPONSIBLE AGENCY 

The Central Intelligence and Security Agency (CIVD) is the agency responsible for cybersecurity in Suriname. A 
Cyber Crime Unit is being created within the national police. 

1.3.4 NATIONAL BENCHMARKING 

Suriname does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
https://www.unodc.org/tldb/pdf/Suriname/SUR_Bill_Crim_CodeI_EN.pdf
https://www.unodc.org/tldb/pdf/Suriname/SUR_Bill_Crim_CodeII_EN.pdf
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Suriname does not have an officially recognized national or sector-specific research and development program 
or project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

Personnel from the national defense force are currently participating in a course on cybersecurity. 

1.4.3 PROFESSIONAL CERTIFICATION 

Suriname does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Suriname does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Suriname does not have any framework to facilitate sharing of cybersecurity assets across borders or with other 
nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Suriname does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Suriname. 

1.5.4 INTERNATIONAL COOPERATION 

Suriname is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Suriname 
also participates in the OAS-CICTE. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

- Article 292* of the Criminal Code – only for children under 16. 
2.2 UN CONVENTION AND PROTOCOL 

Suriname has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Suriname has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for the child online protection in Suriname.  
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Suriname.   

 
  

http://www.impact-alliance.org/home/index.html
http://www.oas.org/en/sms/cyber/
http://www.wipo.int/wipolex/en/text.jsp?file_id=209839
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 SWAZILAND 

 

 

BACKGROUND 

Total Population: 1 220 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 24.70% 

(data source: ITU Statistics, 2013) 

 
1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Swaziland does not have any officially recognized national legislation pertaining to cybercrime. 

1.1.2  REGULATION AND COMPLIANCE 

Swaziland does not have any officially recognized regulation and compliance requirement pertaining to 
cybersecurity. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU-IMPACT conducted a CIRT readiness assessment for Swaziland at Addis Ababa, Ethiopia in March 2014 (10-
14th March 2014).  Swaziland does not currently have an officially recognized national CIRT.  

 1.2.2 STANDARDS 

Swaziland does not have any officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Swaziland does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Swaziland does not have any officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Swaziland does not have any national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The Ministry of ICT is the officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Swaziland does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Swaziland does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.impact-alliance.org/home/index.html
http://www.gov.sz/index.php?option=com_content&view=article&id=213&Itemid=241
http://en.wikipedia.org/wiki/File:Flag_of_Swaziland.svg
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1.4.2 MANPOWER DEVELOPMENT 

Swaziland does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Swaziland does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Swaziland does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Swaziland does not have any officially recognized partnerships to facilitate intra-state cooperation. 

1.5.2 INTRA-AGENCY COOPERATION 

Swaziland does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Swaziland does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Swaziland is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Swaziland 
is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in Sub-
Sahara Africa” (HIPSSA). 

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Swaziland does not have any officially recognized legislation pertaining to child online protection. 
2.2 UN CONVENTION AND PROTOCOL 

Swaziland has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child.  Swaziland has acceded, with no declarations or reservations to articles 2 and 3, the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Swaziland does not have any officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Swaziland does not have any officially recognized agency that offers an avenue for the reporting of incidents 
related to child online protection.  

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www2.ohchr.org/english/law/pdf/crc-sale.pdf
http://www2.ohchr.org/english/law/pdf/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 SWEDEN 

 

 

BACKGROUND 

Total Population: 9 495 000 

(data source: United Nations Statistics Division, December 2012) 

Internet users, percentage of population: 94.7836% 

(data source: ITU Statistics, 2013) 

  

1.CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Penal Code. 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Personal Data Act     - Electronic Communications Act  

- Act on Qualified Electronic Signatures   - Act on Responsibility for Electronic Bulletin Boards 

- Public Access to Information and Secrecy Act   

- Act on Signals Intelligence in Defense Intelligence - FRA Law 

- Act on Processing of Personal Records within the Scope of the Defence Intelligence and Development Activities 

of the National Defence Radio Establishment. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
Sweden has an officially recognized national CIRT known as CERT-SE which is run by the Swedish Civil 
Contingencies Agency (MSB). 

1.2.2 STANDARDS  
There is no record indicating any internationally recognised cybersecurity standards in Sweden; however The 

National Defence Radio Establishment (FRA) is responsible for technical resources concerning information 

security.  

1.2.3 CERTIFICATION 
FMV/CSEC is the nationally recognized framework for certification and accreditation of national agencies and 
public sector professionals in IT security. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Strategy to improve Internet security in Sweden  is the officially recognised national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 
Sweden’s Information Security Action plan is the national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 
The following are the agencies responsible for implementing the cybersecurity policies, strategies and roadmaps: 

- The Swedish Armed Forces (FM)    - Office of Information Assurance and Cybersecurity  

- The Swedish Security Service (SÄPO)   - The Swedish National Bureau of Investigation (RPS) 

- The Swedish Civil Contingencies Agency (MSB). 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.notisum.se/rnp/sls/lag/19620700.htm
http://www.government.se/content/1/c6/01/55/42/b451922d.pdf
http://www.wipo.int/wipolex/en/text.jsp?file_id=242555
http://www.government.se/content/1/c6/02/72/93/569fc933.pdf
http://www.government.se/content/1/c6/02/61/42/43e3b9eb.pdf
http://www.government.se/content/1/c6/13/13/97/aa5c1d4c.pdf
http://www.government.se/sb/d/10941
https://www.cert.se/
https://www.msb.se/en/
http://www.fra.se/snabblankar/english.10.html
http://www.fra.se/snabblankar/english.10.html
http://fmv.se/en/Our-activities/CSEC---The-Swedish-Certification-Body-for-IT-Security/
http://www.pts.se/upload/Documents/EN/Strategy_Internet_security_2006_12_July_2006.pdf
https://msb.se/RibData/Filer/pdf/26419.pdf
http://intranet.itu.int/sites/ITU-D/cyb/CYBERSECURITY%20AREAS/Country%20Profiles/Country%20Profile%202014/The%20Swedish%20Armed%20Forces%20(FM)
https://www.msb.se/en/About-MSB/Organization/Departments-and-Sections/
https://dss.un.org/dssweb/trip/tripmyprofile.aspx
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1.3.4 NATIONAL BENCHMARKING 

The Swedish Data Inspection Board (DI) is responsible for auditing with regards to the protection of personal 
data and the privacy of individuals in the information society. DI also carries out inspections and issues guidelines 
on cybersecurity. This is the nationally recognized benchmarking and referential to measure cybersecurity 
development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no information on any nationally recognized programs and/or exercises for research and development 
(R&D) of cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

Sweden has recognized various types of awareness programs on cybersecurity, for the general public as well as 

for public and private sector employees:  

- European Cyber Security Month 

- The Swedish Defense Research Agency (FOI) conducts research on many aspects of cybersecurity and maintains 

a Cyber Range and Training Environment (CRATE) for experiments, competitions and exercises.  

- The Swedish National Defense College (FHS) conducts strategic cybersecurity and cyber defense studies and 
develops educational high-level courses on information assurance together with procedures and manuals on 
how to build technical cyber defense exercises (CDX). 

-The Swedish International Development Cooperation Agency (Sida) has ICT development related activities as 
one of its prioritized focus areas and works through support to global, regional and local initiatives in the field of 
policy and rule of law, strengthening and protecting human rights, and both civic and cyber capacity building. 
Sida addresses cyber security related issues from a human rights based approach, focusing on bottom-up 
initiatives for democratization and economic growth. This is being made both through initiated policy related 
work in normative processes, International Training Programmes (ITP) and directed support to a large number 
of actors across the world. 

1.4.3 PROFESSIONAL CERTIFICATION 

CERT-SE team is certified under internationally recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

CERT-SE is the certified government agency in Sweden. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Sweden participates and contributes actively in various international cyberspace fora, while also seeking bilateral 
and regional dialogues on cyber-issues, including in the Nordic-Baltic region. Sweden contributes substantially to 
cyber capacity-building efforts in low- and middle income countries through its international development 
cooperation, with an explicit focus on improving access to and increasing the use of open and secure ICTs through 
by means of improved infrastructure, regulation and institutions. 

1.5.2 INTRA-AGENCY COOPERATION 
CERT-SE provides means for information sharing, collaboration and feedback between public administration 

bodies. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Sweden does not currently have an officially recognized national or sector-specific program for sharing 
cybersecurity assets within the public and private sector. 

 

http://www.datainspektionen.se/in-english/
http://www.datainspektionen.se/in-english/
http://cybersecuritymonth.eu/ecsm-countries/sweden
http://www.foi.se/en/
http://www.foi.se/en/Our-Knowledge/Information-Security-and-Communication/Information-Security/Lab-resources/CRATE/
http://intranet.itu.int/sites/ITU-D/cyb/CYBERSECURITY%20AREAS/Country%20Profiles/Country%20Profile%202014/The%20Swedish%20National%20Defence%20College%20(FHS)%20conducts%20strategic%20cybersecurity%20and%20cyber%20defence
http://www.sida.se/english/
https://www.cert.se/
https://www.cert.se/
https://www.cert.se/
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1.5.4 INTERNATIONAL COOPERATION 
Sweden, through CERT-SE, actively engages international counterparts through platforms such as: 

  

- FIRST    - ENISA  - OSCE  - Nordic-Baltic (NB8) - UN GGE - IGF. 

 

2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

-Chapter 16, §10(a) of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Sweden has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Sweden has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no information about the institution responsible for online protection for children. 
2.4 REPORTING MECHANISM 

BRIS website provides a helpline via a phone number but also email and chat services. 

 
  

https://www.cert.se/
http://www.first.org/
https://www.enisa.europa.eu/
http://www.osce.org/
http://www.intgovforum.org/cms/
http://www.notisum.se/rnp/sls/lag/19620700.htm
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.bris.se/?pageID=61
http://www.bris.se/?pageID=327
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CYBERWELLNESS PROFILE  

SWITZERLAND 
 

 

BACKGROUND 

Total Population:  7 734 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 86.70% 

(data source: ITU Statistics, December 2012) 

  

1.CYBERSECURITY 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- Penal Code (art 143bis & art 144bis). 
1.1.2  REGULATION AND COMPLIANCE 

Switzerland has specific legislation related to cybersecurity and compliance.  However disclosure of cyber 

incidents is not mandatory.   

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
Switzerland has an officially recognized national GovCERT.ch which is part of MELANI a legally mandated 
institution aimed to protect information infrastructures in Switzerland. 

1.2.2 STANDARDS 
Switzerland does not have any officially approved national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards.  

1.2.3 CERTIFICATION 
Switzerland does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
A national cybersecurity strategy was approved by the Federal Council in 2012. At the moment Switzerland is 

working on the implementation of the 16 measures mentioned in the strategy. A few measures are already 

implemented. However Switzerland is still working on the bigger part of the strategy and all measures have to 

be implemented by the end of 2017, at the latest. 

1.3.2 ROADMAP FOR GOVERNANCE 
Switzerland does not currently have any national governance roadmap for cybersecurity.  

1.3.3 RESPONSIBLE AGENCY 
The Federal Council is the officially recognized institution responsible for implementing a national cybersecurity 
strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 
Switzerland does not have any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. 
 
 
 
 
 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.melani.admin.ch/org/00101/01098/index.html?lang=fr
http://www.melani.admin.ch/org/index.html?lang=fr
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/National_strategy_for_the_protection_of_Switzerland_against_cyber_risksEN.pdf
http://en.wikipedia.org/wiki/File:Flag_of_Switzerland_(Pantone).svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

The national cybersecurity strategy will be the officially recognized national or sector-specific research and 
development (R&D) program/project for cybersecurity standards, best practices and guidelines to be applied in 
either the private or the public sector when it is fully implemented (by the of 2017). 

1.4.2 MANPOWER DEVELOPMENT 

The national cybersecurity strategy will provide various types of educational and professional training programs 
for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors, when it is fully implemented 
(by the of 2017). 

1.4.3 PROFESSIONAL CERTIFICATION 

Switzerland does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Switzerland does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no available information regarding any officially recognized partnerships to facilitate sharing of 
cybersecurity assets across borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

There is no available information regarding any officially recognized national or sector-specific programs for 
sharing cybersecurity assets within the public sector.  

1.5.3 PUBLIC SECTOR PARTNERSHIP 

MELANI provides officially recognized national or sector-specific programs for sharing cybersecurity assets within 
the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Switzerland is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Articles 194 and 197* of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Switzerland has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Switzerland has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Reporting and Analysis Centre for Information Assurance (MELANI) provides information about risks on the 
internet and situation reports. The Cybercrime Coordination Unit (SCOCI (*)) provides information on internet 
safety. The Safer Surfing (*) website, under the Swiss Agency for Crime Prevention provides information on 
internet safety. 
2.4 REPORTING MECHANISM 

Incidents can be reported by completing the form provided by MELANI. 

Suspicious online content can be reported by completing the form provided by (SCOCI (*)).   

http://www.melani.admin.ch/index.html?lang=en
http://www.admin.ch/ch/f/rs/311_0/index2.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.melani.admin.ch/index.html?lang=en
http://www.cybercrime.admin.ch/content/kobik/en/home.html
http://www.cybercrime.admin.ch/content/kobik/fr/home.html
http://www.safersurfing.ch/10/en/1internet/100index.php
http://www.safersurfing.ch/10/fr/1internet/100index.php
https://www.melani.admin.ch/dienstleistungen/01503/01504/index.html?lang=en
http://www.cybercrime.admin.ch/content/kobik/en/home/meldeformular.html
http://www.cybercrime.admin.ch/content/kobik/fr/home/meldeformular.html
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CYBERWELLNESS PROFILE 

 SYRIA 

 

 

BACKGROUND 

Total Population: 21 118 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 26.20% 

(data source: ITU Statistics, 2013) 

 

 

1.CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation pertaining to cybercrime is mandated through the following legal instrument: 

- Law on the network communication and computer crime control. 

1.1.2  REGULATION AND COMPLIANCE 

Syria does not have any officially recognised regulation pertaining to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Syria has an officially recognized National CIRT, which is part of the National Agency for Network Service (NANS). 

1.2.2 STANDARDS 

There is no available information concerning any officially recognized national (and sector specific) cybersecurity 
frameworks for implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
There is no available information concerning any officially approved national (and sector specific) cybersecurity 

frameworks for the certification and accreditation of national agencies and public sector professionals. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

There is no available information concerning any officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no available information concerning any national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The National Agency for Network Service (NANS) is the officially recognized agency responsible for implementing 
a national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

There is no available information concerning any officially recognized national or sector-specific benchmarking 
exercises or referential used to measure cybersecurity development. 

 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.nans.gov.sy/
http://www.nans.gov.sy/
http://www.nans.gov.sy/
http://en.wikipedia.org/wiki/File:Flag_of_Syria.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no available information concerning any officially recognized national or sector-specific research and 
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied 
in either the private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

A center of excellence under management of NANS is dedicated to provide professional training in the field of 
cyber security. 

1.4.3 PROFESSIONAL CERTIFICATION 

There is no available information concerning any public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

There is no available information concerning any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Syria has signed a Memorandum of Collaboration against Malicious Activities in Cyberspace with Japan Ministry 
of Information and Communication. 

1.5.2 INTRA-AGENCY COOPERATION 

There is no available information concerning any officially recognized national or sector-specific programs for 
sharing cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no available information concerning any officially recognized national or sector-specific programs for 
sharing cybersecurity assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Syria is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Syria is also a 
member of the OIC-CERT.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Syria does not have any officially recognized legislation pertaining to child online protection. 
2.2 UN CONVENTION AND PROTOCOL 

Syria has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Syria has acceded, with no declarations or reservations to articles 2 and 3, the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Syria does not have any officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Syria does not have any officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 

 

 
  

http://www.oic-cert.net/
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www2.ohchr.org/english/law/pdf/crc-sale.pdf
http://www2.ohchr.org/english/law/pdf/crc-sale.pdf
http://www2.ohchr.org/english/law/pdf/crc-sale.pdf
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CYBERWELLNESS PROFILE 
REPUBLIC OF TAJIKISTAN 

 

 

BACKGROUND 

Total Population: 7 709 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 16.00% 

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Criminal Code. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Law on Information 

- Law on E-Signatures 

- Law on Cryptography 

- Law on Data Protection 

- Law on Telecommunications 

- Law on Electronic Document 

- Law on the Right of Access to Information. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Tajikistan does not have any officially recognized national CIRT.  

1.2.2 STANDARDS 

Tajikistan does not have any officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Tajikistan.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Tajikistan does not have any officially recognized national or sector-specific cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Tajikistan. 

1.3.3 RESPONSIBLE AGENCY 

There is no information about any agency responsible for cybersecurity in Tajikistan. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.legislationline.org/download/action/download/id/1707/file/207b8150765af2c85ad6f5bb8a44.htm/preview
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1.3.4 NATIONAL BENCHMARKING 

Tajikistan does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no officially recognized national or sector-specific research and development program or project for 
cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Tajikistan.  

1.4.3 PROFESSIONAL CERTIFICATION 

Tajikistan does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Tajikistan does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, a set of principles or action 
plan related to information security was adopted at the Shanghai Cooperation Organization’s (SCO) seventh 
council meeting of heads of states. China and Tajikistan, in a joint declaration, agreed to further strengthen 
cooperation and exchanges between law enforcement, security and defense authorities of the two countries. 

1.5.2 INTRA-AGENCY COOPERATION 

Tajikistan does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Tajikistan. 

1.5.4 INTERNATIONAL COOPERATION 

Tajikistan is a member of the UN and SCO. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 
- None. 
2.2 UN CONVENTION AND PROTOCOL 

Tajikistan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Tajikistan has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Tajikistan.  
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Tajikistan.   

http://www.un.org/en/
http://www.sectsco.org/EN123/
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 TANZANIA 

 

 

BACKGROUND 

Total Population: 47 656 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 4.40% 

(data source: ITU Statistics,2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-Electronic and Postal Communications Act 

-Computer and Cybercrime Bills (currently being enacted). 

 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity is in the process of being enacted through the 

following instruments: 

-Personal Data Protection Act -Electronic Transaction Act -The Electronic And Postal 

Communications (Computer 

Emergency Response Team) 

Regulations. 

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU conducted a CIRT readiness assessment for Tanzania at Kampala, Uganda, in April 2010. Tanzania CERT (TZ-
CERT) is the naional CIRT established by the ITU- IMPACT.  

1.2.2 STANDARDS 

Tanzania has an officially recognized national (and sector specific) cybersecurity framework for implementing 
internationally recognized cybersecurity standards through the Information Security Law and the Regulation on 
measures for information security. 

1.2.3 CERTIFICATION 
Tanzania does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Tanzania does not have an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Tanzania does not have an officially recognized national governance roadmap for cybersecurity. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.tcra.go.tz/images/documents/policies/epoca.pdf
http://www.mst.go.tz/index.php/78-news/94-taarifa-kuhusu-undaaji-wa-sheria-salama-ya-matumizi-ya-mtandao
http://www.mst.go.tz/index.php/78-news/94-taarifa-kuhusu-undaaji-wa-sheria-salama-ya-matumizi-ya-mtandao
http://www.mst.go.tz/index.php/78-news/94-taarifa-kuhusu-undaaji-wa-sheria-salama-ya-matumizi-ya-mtandao
http://www.tcra.go.tz/images/documents/regulations/cert.pdf
http://www.tcra.go.tz/images/documents/regulations/cert.pdf
http://www.tcra.go.tz/images/documents/regulations/cert.pdf
http://www.tcra.go.tz/images/documents/regulations/cert.pdf
http://www.tzcert.go.tz/
http://www.tzcert.go.tz/
http://www.sluzbenilist.me/PravniAktDetalji.aspx?tag=%7BC707AE79-3025-4387-B59B-34E5979FBC3E%7D
http://www.mid.gov.me/biblioteka/uredbe
http://www.mid.gov.me/biblioteka/uredbe
http://en.wikipedia.org/wiki/File:Flag_of_Tanzania.svg
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1.3.3 RESPONSIBLE AGENCY 

Tanzania does not have any officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Tanzania does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Tanzania does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Tanzania does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Tanzania does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Tanzania does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Tanzania has officially 
recognized partnerships with the following organizations: 

-ITU -African Union -GAC/ICANN  

-FIRST.   

1.5.2 INTRA-AGENCY COOPERATIO 

Tanzania does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Tanzania does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Tanzania is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 

There is officially recognized participation in East Africa region under the umbrella of East African 
Communications Organization (EACO). EACO has a dedicated platform referred as EACO Working Group 5 
comprised of members from all 5 countries (Tanzania, Kenya, Uganda, Rwanda and Burundi) within the region 
that reports to Assembly of Regulators which is mandated to address IP Networks, Standards and Cybersecurity 
issues. 

Tanzania is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT 
Policies in Sub-Sahara Africa” (HIPSSA). 

 

 

http://www.itu.int/
http://www.au.int/en
https://www.icann.org/
http://www.first.org/
http://www.eaco.int/
http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
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2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

-The Criminal Code(Section 175). 
2.2 UN CONVENTION AND PROTOCOL 

Tanzania has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Tanzania has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Tanzania does not have any officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

The Tanzania Communications Regulatory Authority provides an online complaint form. 

 

 

 

 

 
  

http://www.un.org/Depts/los/LEGISLATIONANDTREATIES/PDFFILES/TZA_penal_code.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.tcra.go.tz/index.php/complaints/2-tcra/114-customer-center-complaint-form
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CYBERWELLNESS PROFILE 

 THAILAND 

 

 

BACKGROUND 

Total Population: 69 892 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 28.94% 

(data source: ITU Statistics 2013) 

 

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Thailand has a specific legislation pertaining to cybercrime. It is mandated through the following legal instrument: 

- Act on Computer Crime B.E.2550 (2007). 

1.1.2 REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

- Ecommerce Act         

 -Law on Electronic Signatures  

-Act on Processing of Personal Data 

-Law on Electronic Communications Networks and Services  

-Act on Processing of Personal Data by the Operation of the Government.  

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Thailand has an officially recognized and legally mandated government CSIRT (ThaiCERT). 

1.2.2 STANDARDS 

Through the Office of the National Security Council and the Ministry of Information and Communication 
Technology Thailand has an officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
The approved national certification and accreditation body in Thailand is the IT Crime Prevention and 

Suppression Bureau,  Ministry of Information and Communication Technology, Thailand and ThaiCERT. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Thailand has an officially approved national and sector specific cybersecurity strategy and/or policy through the 
IT Crime Prevention and Suppression Bureau,  Ministry of Information and Communication Technology, Thailand  
and ThaiCERT. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is an officially recognized national or sector-specific governance roadmap for cybersecurity through the IT 
Crime Prevention and Suppression Bureau,  Ministry of Information and Communication Technology, Thailand. 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://advocacy.globalvoicesonline.org/wp-content/downloads/Act_on_Computer_Crime_2550%282007%29.pdf
https://www.retsinformation.dk/forms/R0710.aspx?id=25854
https://www.retsinformation.dk/Forms/R0710.aspx?id=6193
https://www.retsinformation.dk/Forms/r0710.aspx?id=828
https://www.retsinformation.dk/Forms/R0710.aspx?id=136073
https://www.retsinformation.dk/Forms/R0710.aspx?id=137677
http://www.thaicert.or.th/
http://www.nsc.go.th/
http://www.mict.go.th/
http://www.mict.go.th/
http://www.mict.go.th/
http://www.mict.go.th/
http://www.thaicert.or.th/
http://www.mict.go.th/
http://www.thaicert.or.th/
http://www.mict.go.th/
http://www.mict.go.th/
http://en.wikipedia.org/wiki/File:Flag_of_Thailand.svg
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1.3.3 RESPONSIBLE AGENCY 

The Ministry of Information and Communication Technology is the officially recognized agency responsible for 
implementing a national cybersecurity strategy, policy and roadmap in Thailand. 

1.3.4 NATIONAL BENCHMARKING 

The Ministry of Information and Communication Technology is responsible for national or sector-specific 
benchmarking exercises or referential used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Thailand’s Ministry of Information and Communication Technology is officially answerable for national or sector-
specific research and development (R&D) programs/projects for cybersecurity standards, best practices and 
guidelines to be applied in either the private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

The officially recognized national or sector-specific educational and professional training programs for raising 
awareness with the general public, promoting cybersecurity courses in higher education and promoting 
certification of professionals in either the public or the private sectors is the Ministry of Information and 
Communication Technology, Thailand. 

1.4.3 PROFESSIONAL CERTIFICATION 

Ministry of Information and Communication Technology, Thailand is responsible for educational and professional 
training programs for raising awareness with the general public, promoting cybersecurity courses in higher 
education and promoting certification of professionals in either the public or the private sector. 

1.4.4 AGENCY CERTIFICATION 

There are government and public sector agencies certified under internationally recognized standards in 
cybersecurity in Thailand: 

 -Ministry of Information and Communication Technology 

 -Electronic Transaction Development Agency. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Thailand does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Thailand does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Thailand does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Thailand is a member of the ITU-IMPACT initiatives and has access to relevant cybersecurity services. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child protection has been enacted through the following instruments: 

- Thailand Penal Code (Section 287) 
-Computer Crime Act (Section 16). 

 

http://www.mict.go.th/
http://www.mict.go.th/
http://www.mict.go.th/
http://www.mict.go.th/
http://www.mict.go.th/
http://www.mict.go.th/
http://www.mict.go.th/
http://www.etda.or.th/
https://www.unodc.org/tldb/pdf/Thailand/THA_Pena_CodeEN.pdf
http://advocacy.globalvoicesonline.org/wp-content/downloads/Act_on_Computer_Crime_2550%282007%29.pdf
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2.2 UN CONVENTION AND PROTOCOL 

Thailand has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Thailand has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3  INSTITUTIONAL SUPPORT 

Thailand has a Computer Emergency Response Team (ThaiCERT) but does not provide specific information on 
child online protection. 
2.4 REPORTING MECHANISM 

Thailand allows for computer incident report using the email: report@thaicert.or.th. ; the website provides keys 
to encrypt reports. 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.thaicert.or.th/
mailto:report@thaicert.or.th
https://www.thaicert.or.th/report-en.html
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CYBERWELLNESS PROFILE  

DEMOCRATIC REPUBLIC OF TIMOR-
LESTE 

 

 

BACKGROUND 

Total Population: 1 187 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 1.10%  

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- None. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- None. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Timor-Leste does not have an officially recognized national CIRT.  

1.2.2 STANDARDS 

Timor-Leste does not have an officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Timor-Leste.  

 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Timor-Leste does not have an officially recognized national or sector-specific cybersecurity strategy.  
1.3.2 ROADMAP FOR GOVERNANCE 
There is no national governance roadmap for cybersecurity in Timor-Leste. 
1.3.3 RESPONSIBLE AGENCY 
There is no agency responsible for cybersecurity in Timor-Leste. 
1.3.4 NATIONAL BENCHMARKING 
Timor-Leste does not have an officially recognized national benchmarking or referential to measure cybersecurity 
development.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Timor-Leste does not have an officially recognized national or sector-specific research and development program 
or project for cybersecurity standards, best practices and guidelines. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
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1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Timor-Leste.  

1.4.3 PROFESSIONAL CERTIFICATION 

Timor-Leste does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Timor-Leste does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Timor-Leste does not have any framework to facilitate sharing of cybersecurity assets across borders or with 
other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Timor-Leste does not have an officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Timor-Leste. 

1.5.4 INTERNATIONAL COOPERATION 

Timor-Leste is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Article 176* of the Criminal Code – only for children under 17. 
2.2 UN CONVENTION AND PROTOCOL 

Timor-Leste has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Timor-Leste has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Timor-Leste. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Timor-Leste.   

 

 
  

http://www.impact-alliance.org/home/index.html
http://www.jornal.gov.tl/?mod=artigo&id=1044&palavras=penal
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 TOGO 
 

 

BACKGROUND 

Total Population: 6 283 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 4.50% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Togo does not have specific legislation on cybercrime. 

1.1.2  REGULATION AND COMPLIANCE 

Togo does not have specific legislation and regulation related to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Togo does not  have an officially recognized national CIRT.  

1.2.2 STANDARDS 

Togo does not have officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Togo does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Togo does not have an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Togo does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

The Electronic Communication Regulator is the officially recognized agency responsible for implementing a 
national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Togo Electronic Communication Regulator has officially recognized national or sector-specific benchmarking 
exercises or referential used to measure cybersecurity development. Two studies have been made but the results 
are not yet published. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Togo does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://demo.artp.tg/
http://en.wikipedia.org/wiki/File:Flag_of_Togo.svg
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1.4.2 MANPOWER DEVELOPMENT 

Togo does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. However there are a lot of 
professional certification centers in the field of security and cybersecurity. 

1.4.3 PROFESSIONAL CERTIFICATION 

Togo does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Togo does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Togo does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across borders 
or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Togo does not have any officially recognized national or sector-specific programs for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Togo does not have any officially recognized national or sector-specific programs for sharing cybersecurity assets 
within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Togo is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Togo is among 
the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in Sub-Sahara 
Africa” (HIPSSA). 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

Article 89* of the Criminal Code – does not mention explicitly child pornography 

Article 392 of the Children’s Code of Togo. 
2.2 UN CONVENTION AND PROTOCOL 

Togo has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. Togo has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Togo does not have an officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Togo does not have an officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection. 
  

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.wipo.int/wipolex/en/text.jsp?file_id=201335
http://www.hsph.harvard.edu/population/fgm/togo.child.07.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 TONGA 

 

 

BACKGROUND 

Total Population: 105 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 35.00% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-Computer Misuse Act 2003 -Evidence Act -Criminal Offense Act 

-Pornography Control Act 2002 -Copyright Act 2005 -Tongan Internet Corporation 

Registration Act 2000. 

1.1.2  REGULATION AND COMPLIANCE 

Tonga does not have specific legislation and regulation on cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
Tonga does not have an officially recognized national CIRT.  

1.2.2 STANDARDS 
Tonga does not have officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Tonga does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Tonga does not have an officially recognized national cybersecurity strategy. However on 13 December 2013, 
the cabinet approved the establishment of a Cyber Challenge Task Force. The Task Force, through its working 
groups, is currently drafting a three year implementation plan focusing on the three main areas of cybercrime, 
cybersecurity and cybersafety.   

1.3.2 ROADMAP FOR GOVERNANCE 

Tonga does not have a national governance roadmap for cybersecurity. However the working groups in the Cyber 
Challenge Task Force are working on a roadmap. 

1.3.3 RESPONSIBLE AGENCY 

The Cyber Challenge Task Force is the officially recognized agency responsible for implementing a national 
cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Tonga does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Tonga does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Tonga does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Tonga does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Tonga does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Tonga does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Tonga does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Tonga does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Tonga is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Tonga is among 
the beneficiary countries of the EU/ITU co-funded project “Capacity Building and ICT Policy, Regulatory and 
Legislative Frameworks Support for Pacific Island Countries” (ICB4PAC). 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Section 115A of the Criminal Code 

-Articles 4 and 5 of the Pornography Control Act 
2.2 UN CONVENTION AND PROTOCOL 

Tonga has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. 
2.3 INSTITUTIONAL SUPPORT 

Tonga does not have an officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Tonga does not have an officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection.   

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/ICB4PAC/Pages/default.aspx
http://www.ilo.org/dyn/natlex/docs/ELECTRONIC/73337/95725/F665862081/TON73337.pdf
http://legislation.to/Tonga/DATA/PRIN/2002-033/PornographyControlAct2002.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
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CYBERWELLNESS PROFILE 

 TRINIDAD AND TOBAGO 

 

 

BACKGROUND 

Total Population: 1 351 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 63.80% 

(data source: ITU Statistics, 2013) 

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Trinidad and Tobago does not have specific legislation on cybercrime. 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instrument: 

-Law on Protection of Personal Information.   

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
Trinidad and Tobago does not have an officially recognized national CIRT; however it is in the process of 
establishing the CIRT. ITUconducted a CIRT readiness assessment for Trinidad and Tobago in 2012. 

1.2.2 STANDARDS 
Trinidad and Tobago does not currently have an officially recognized national (and sector specific) cybersecurity 
framework for implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Trinidad and Tobago does not have any officially approved national (and sector specific) cybersecurity 
frameworks for the certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Trinidad and Tobago has an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 
The national cybersecurity strategy provides a national governance roadmap for cybersecurity in Trinidad and 
Tobago. 

1.3.3 RESPONSIBLE AGENCY 
Trinidad and Tobago does not currently have an officially recognized agency responsible for implementing a 
national cybersecurity strategy, policy and roadmap. Precisely this agency is mentioned in the national 
cybersecurity strategy but it has not yet been implemented. 

1.3.4 NATIONAL BENCHMARKING 
Trinidad and Tobago does not have any officially recognized national or sector-specific benchmarking exercises 
or referential used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Trinidad and Tobago does not currently have any officially recognized national or sector-specific research and 
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied 
in either the private or the public sector. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.ttparliament.org/legislations/a2011-13.pdf
http://www.nationalsecurity.gov.tt/Portals/0/Pdf%20Files/National_Cyber_Security%20Strategy_Final.pdf
http://www.nationalsecurity.gov.tt/Portals/0/Pdf%20Files/National_Cyber_Security%20Strategy_Final.pdf
http://www.nationalsecurity.gov.tt/Portals/0/Pdf%20Files/National_Cyber_Security%20Strategy_Final.pdf
http://en.wikipedia.org/wiki/File:Flag_of_Trinidad_and_Tobago.svg
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1.4.2 MANPOWER DEVELOPMENT 

Trinidad and Tobago does not currently have any officially recognized national or sector-specific educational and 
professional training programs for raising awareness with the general public, promoting cybersecurity courses in 
higher education and promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Trinidad and Tobago does not have the exact number of public sector professionals certified under 
internationally recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Trinidad and Tobago does not have any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Trinidad and Tobago does not currently have officially recognized partnerships to facilitate sharing of 
cybersecurity assets across borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Trinidad and Tobago does not currently have any officially recognized national or sector-specific programs for 
sharing cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Trinidad and Tobago does not currently have any officially recognized national or sector-specific programs for 
sharing cybersecurity assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Trinidad and Tobago is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 
Trinidad and Tobago also participated in the OAS/CICTE cybersecurity activities. Trinidad and Tobago is among 
the beneficiary countries of the EU/ITU co-funded project “Enhancing Competitiveness in the Caribbean through 
the Harmonization of ICT Policies, Legislation and Regulatory Procedures” (HIPCAR). 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

Article 25 and part VIII of Act No. 12 of 2012. 
2.2 UN CONVENTION AND PROTOCOL 

Trinidad and Tobago has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the 
Convention on the Rights of the Child. 

Trinidad and Tobago has acceded, with no declarations or reservations to articles 2 and 3, to the Optional 
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child 
Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Ministry of Education provides internet safety orientation under its program eConnect & Learn. Reference 
to child online protection can be found at the Policy and Guidelines on the use of laptops distributed by the 
government and on the National School Code of Conduct. 
2.4 REPORTING MECHANISM 

Trinidad and Tobago does not have an officially recognized agency that offers an avenue for the reporting of 
incidents related to child online protection. 

 
  

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPCAR/Pages/default.aspx
http://www.ttparliament.org/legislations/a2012-12.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.moe.gov.tt/laptop_home.html
http://www.moe.gov.tt/laptop_info/eConnect_and_Learn_Policy.pdf
http://www.moe.gov.tt/general_pdfs/National_Schools_Code_of_Conduct.pdf
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CYBERWELLNESS PROFILE 

TUNISIA 

 

 

BACKGROUND 

Total Population:  10 705 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 43.80% 

(data source: ITU Statistics, 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 
-Art.199 bis and 199ter of Tunisia Penal Law. 
1.1.2  REGULATION AND COMPLIANCE 

Tunisia has officially recognized regulations regarding cybersecurity and compliance requirements through the 

following instruments: 

- Law n° 2004-5, February 3, 2004, relative to computer security.    
- Decree n° 1248 - 2004, May 25, 2004, setting the administrative, financial and operating procedures of the 
ANSI.  
- Decree n° 1249 - 2004, May 25, 2004, on requirements and procedures for the certification of expert auditors 
in the field of computer security.   

- Decree n° 1250 - 2004, May 25, 2004, on the institutional computer systems and networks subjected to the 
compulsory periodic Risk Assessment of computer security, and on the criteria relating to the nature and 
periodicity of the Risk Assessment and to procedures for monitoring the implementation of the 
recommendations made in the Risk Assessment report. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Tunisia has an officially recognized national CIRT (TunCERT). 

1.2.2 STANDARDS 

There is no available information regarding any officially approved national (and sector specific) cybersecurity 
frameworks for implementing internationally recognized cybersecurity standards.  

1.2.3 CERTIFICATION 

The National Institute for Standardization and Industrial Property (INNORPI) is the leading certification body for 
Tunisia. Its objective is to undertake every action concerning standardization, the quality of products and 
services, metrology, industrial property protection and the maintaining of a central commercial register.   
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Tunisia has an officially recognized national cybersecurity strategy.  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx
http://www.ansi.tn/fr/documents/article199.pdf
http://www.ansi.tn/en/audit/docs/loi_francais/loi_05-2004_fr.pdf
http://www.ansi.tn/en/audit/docs/loi_francais/decret_fr_1248.pdf
http://www.ansi.tn/en/audit/docs/loi_francais/decret_fr_1249.pdf
http://www.ansi.tn/en/audit/docs/loi_francais/decret_fr_1249.pdf
http://www.ansi.tn/en/audit/docs/loi_francais/decret_fr_1250.pdf
http://www.ansi.tn/en/audit/docs/loi_francais/decret_fr_1250.pdf
http://tuncert.ansi.tn/publish/content/article.asp?id=8
http://www.innorpi.tn/Fra/accueil_46_4
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1.3.2 ROADMAP FOR GOVERNANCE 

The national governance roadmap for cybersecurity in Tunisia is elaborated in the National Agency for Computer 
Security (ANSI). 

1.3.3 RESPONSIBLE AGENCY 

The National Agency for Computer Security (ANSI) is the officially recognized agency responsible for 
implementing a national cybersecurity strategy, policy and roadmap in Tunisia. 

1.3.4 NATIONAL BENCHMARKING 

The National Agency for Computer Security (ANSI) is responsible for the benchmarking and measuring 
cybersecurity development in Tunisia.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no available information concerning any officially recognized national or sector-specific research and 
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied 
in either the private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 
The National Agency for Computer Security (ANSI) is responsible for providing educational and professional 
training programs for raising awareness with the general public, promoting cybersecurity courses in higher 
education and promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 
Tunisia has numerous public sector professionals certified under internationally recognized certification 
programs in cybersecurity such as ISO270001, CEH, CISA, CISM and CISSP. 

1.4.4 AGENCY CERTIFICATION 

There is no available information concerning any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders with other nation states Tunisia has officially 
recognized partnerships with the following organizations: 

- National Agency for Computer Security   - FIRST 

- Honeypot Project      - OIC-CERT  -UNCTAD. 

1.5.2 INTRA-AGENCY COOPERATION 

The Tunisian honeypot project “Saher-HoneyNet” is an initiative launched by the Tunisian CERT, in order to 
mitigate threats related to malicious traffic and to improve the national cyberspace security by ensuring 
preventive and response measures to deal with malicious threats. It is the officially recognized program for 
sharing cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

The Tunisian honeypot project “Saher-HoneyNet” is an initiative launched by the Tunisian CERT, in order to 
mitigate threats related to malicious traffic and to improve the national cyberspace security by ensuring 
preventive and response measures to deal with malicious threats. It is the officially recognized program for 
sharing cybersecurity assets within the private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Tunisia is a member of the ITU-IMPACT initiatives and has access to relevant cybersecurity services. Tunisia 
participated in several cybersecurity activities with the following organizations/activities: 

- National Agency for Computer Security    -Honeypot Project    

http://www.ansi.tn/
http://www.ansi.tn/
http://www.ansi.tn/
http://www.ansi.tn/en/pages/audit/masteres.html
http://www.ansi.tn/
http://www.first.org/
http://www.honeynet.com/
http://intranet.itu.int/sites/ITU-D/cyb/CYBERSECURITY%20AREAS/Country%20Profiles/Country%20Profile%202014/www.oic-cert.net
http://www.unctad.org/
http://www.honeynet.tn/node/23
http://www.honeynet.tn/node/23
http://www.ansi.tn/
http://www.honeynet.tn/
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- Shadowserver      - ArborNetworks 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child protection has been enacted through the following instrument:  

- Articles 226, 226bis and 233-235 of the Criminal Code. 
2.2 UN CONVENTION AND PROTOCOL 

Tunisia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Tunisia has signed and ratified, with no declarations or reservations to articles 2 and 3, 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution 
and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Tunisia Computer Emergency Response Team (TUN CERT (*)) provides information on tools for parental control. 
2.4 REPORTING MECHANISM 

TUN CERT makes available the number (+216) 71 843 200 or (+216)71 846 020 - ext. 119 and the email address 

incident@ansi.tn to report a computer incident. 

 
  

https://www.shadowserver.org/wiki/
http://www.arbornetworks.com/
http://www.droit-afrique.com/images/textes/Tunisie/Tunisie%20-%20Code%20penal%202011.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www2.ohchr.org/english/law/pdf/crc-sale.pdf
http://www2.ohchr.org/english/law/pdf/crc-sale.pdf
http://www.ansi.tn/en/about_cert-tcc.htm
http://www.ansi.tn/ar/indexar.html
mailto:incident@ansi.tn
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CYBERWELLNESS PROFILE 

 TURKEY 

 

 

BACKGROUND 

Total Population: 74 509 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 46.25% 

(data source: ITU Statistics, 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-Law on Regulation of the publications on the 

Internet and Combating against committed crimes by 

these publications. 

-Turkish Criminal Law  

 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following 

instruments: 

-Law on Security of Electronic 

Communications 

-Regulation Concerning the Processing of Personal Data and 

the Protection of Privacy in the Electronic Communications 

Sector. 

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Turkey has an officially recognized national CIRT (TR-CERT).  

1.2.2 STANDARDS 

Turkey has officially recognized national (and sector specific) cybersecurity frameworks for implementing 
internationally recognized cybersecurity standards through the National Cyber Security Strategy and Action plan 
2013-2014 and the Law on Security of Electronic Communications. 

1.2.3 CERTIFICATION 
Turkish Standards Institution provides system, personnel and product certification services according to many 
international standards including ISO IEC 27001, ISO IEC 15408, ISO IEC 12207. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Turkey has an officially recognized national cybersecurity strategy (National Cyber Security Strategy and Action 
plan 2013-2014). The strategy is based on the principal of securing the information systems used in critical 
infrastructures and taking necessary measures to provide national cybersecurity.  

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.tbmm.gov.tr/kanunlar/k5651.html
http://www.tbmm.gov.tr/kanunlar/k5651.html
http://www.tbmm.gov.tr/kanunlar/k5651.html
http://www.tbmm.gov.tr/kanunlar/k5237.html
http://eng.btk.gov.tr/mevzuat/kanunlar/dosyalar/5809.pdf
http://eng.btk.gov.tr/mevzuat/kanunlar/dosyalar/5809.pdf
http://eng.btk.gov.tr/mevzuat/yonetmelikler/dosyalar/Regulation%20Concerning%20The%20Processing%20Of%20Personal%20Data%20And%20The%20Protection%20Of%20Privacy%20In%20The%20Electronic%20Communications%20Sector.pdf
http://eng.btk.gov.tr/mevzuat/yonetmelikler/dosyalar/Regulation%20Concerning%20The%20Processing%20Of%20Personal%20Data%20And%20The%20Protection%20Of%20Privacy%20In%20The%20Electronic%20Communications%20Sector.pdf
http://eng.btk.gov.tr/mevzuat/yonetmelikler/dosyalar/Regulation%20Concerning%20The%20Processing%20Of%20Personal%20Data%20And%20The%20Protection%20Of%20Privacy%20In%20The%20Electronic%20Communications%20Sector.pdf
http://usom.gov.tr/
http://www.resmigazete.gov.tr/eskiler/2013/06/20130620-1-1.pdf
http://www.resmigazete.gov.tr/eskiler/2013/06/20130620-1-1.pdf
http://eng.btk.gov.tr/mevzuat/kanunlar/dosyalar/5809.pdf
http://global.tse.org.tr/
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/TUR_NCSS.pdf
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/TUR_NCSS.pdf


Global Cybersecurity Index & Cyberwellness Profiles 

476   

 

1.3.2 ROADMAP FOR GOVERNANCE 

The National Cybersecurity Strategy and Action Plan allows for 29 main actions and 95 sub actions and assigns 
responsibilities about legislation, capacity building, development of technical infrastructure. This in turn provides 
a national governance roadmap for cybersecurity in Turkey. 

1.3.3 RESPONSIBLE AGENCY 

The Cybersecurity Board is the officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap. It was established, in order to determine the measures regarding cyber security, 
to approve the prepared plans, programs, reports, procedures, principles and standards and ensure the 
application and coordination of them. 

1.3.4 NATIONAL BENCHMARKING 
In last three years Turkey organized three cyber security exercises at the national level. Participants from both 

public and private sector have experienced real cyber-attacks and also worked on scenarios. These exercises 

played a big role in raising awareness of cybersecurity and also were a great tool for measuring the development 

of cybersecurity. Additionally the By-Law on Security of Electronic Communications obliges electronic 

communications service providers to comply with ISO IEC 27001. The audits performed by the NRA (ICTA) play a 

big role in measuring the cybersecurity development level of electronic communications sector.  

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Turkish Standards Institution is the institution that is responsible for standardization activities. Internationally 
recognized cybersecurity standards are adopted as Turkish standards as part of harmonization process. The 
institution provides also standardization services considering the country and sector specific needs. 

1.4.2 MANPOWER DEVELOPMENT 

Turkish Scientific and Technologic Research Agency and Turkish Standards Institution provide cyber security 
related training programs including CEH, ISO IEC 27001 lead auditor, internet governance, ICT law etc. There are 
also graduate programs like information security engineering, cybersecurity, ICT law in several universities like 
Bahçeşehir University and Şehir University. The graduate programs cover both technical and legal aspects of 
cybersecurity. Besides, several websites such as www.bilgiguvenligi.gov.tr, www.bilgimikoruyorum.org.tr, 
www.guvenliweb.org.tr have been established to raise awareness among the people.   

1.4.3 PROFESSIONAL CERTIFICATION 

Turkey has about 400 public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

There are 106 electronic communications service providers that have ISO IEC 27001 certification. The 
certification agencies include both accredited national (like Turkish Standards Institution, Kalitest etc) and 
international certification agencies (like BSI, Bureau Veritas, and DAS etc). There are nearly 15 governmental and 
public sector institutions that have certifications like ISO IEC 27001, ISO IEC 17025, ISO/IEC 18045. The 
certification agencies are generally accredited national certification agencies (like Turkish Standards Institution, 
Kalitest etc). 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Turkey has officially 
recognized partnerships with the following countries and organizations: 

-Albania, Azerbaijan, Bosnia, Herzegovina, 
Bulgaria, Kosovo, Kyrgyzstan, Macedonia,  

-Montenegro, Morocco, Niger, Republic of Sudan, 
Senegal, Serbia, Tunisia, Iran, Thailand, Egypt and Ukraine 

-NATO.  

 

http://www.ubak.gov.tr/
http://www.btk.gov.tr/
http://www.tse.org.tr/
http://www.tubitak.gov.tr/
http://www.tse.org.tr/
http://www.bahcesehir.edu.tr/
http://www.sehir.edu.tr/
http://www.bilgiguvenligi.gov.tr/
http://www.bilgimikoruyorum.org.tr/
http://www.guvenliweb.org.tr/
http://www.nato.int/
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1.5.2 INTRA-AGENCY COOPERATION 
The National Cyber Security Strategy and Action Plan 2013-2014 encourages the efficient use and sharing of 

resources between governmental institutions in cybersecurity related activities. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 
The National Cyber Security Strategy and Action Plan 2013-2014 encourages the efficient use and sharing of 

resources between public and private sector in cybersecurity related activities. 

1.5.4 INTERNATIONAL COOPERATION 

Turkey is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Turkey is also 
actively involved in the standardization work on cybersecurity within ITU-T. TR-CERT (USOM) is also candidate 
for FIRST and Trusted Introducer Membership. Turkey has co-organized with the collaboration of IMPACT and 
ITU, the International Cyber Shield Exercise 2014 (ICSE 2014), in May 2014 Istanbul, Turkey. Turkey participated 
in Applied Learning for Emergency Response Team (ALERT) 2012 during the ITU Regional Forum on Cybersecurity 
for Europe and CIS, in October 2012, in Bulgaria.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-The Criminal Code (Article 26) 

-Law on Regulation of the publications on the Internet and Combating against committed crimes by these 
publications (Article 8). 
2.2 UN CONVENTION AND PROTOCOL 

Turkey has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Turkey has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Turkish Information and Communication Technologies Authority, Telecommunications Presidency (*), 
provides information and makes awareness raising activities about online safety and children online protection 
to the Turkish public. 
2.4 REPORTING MECHANISM 

Online illegal material (according to Law 5651) can be reported at the website of Turkish Internet Hotline which 
is a member of INHOPE. 

 

 

 

 

 

 

 

 
  

https://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/TUR_CyberSecurity.pdf
http://www.impact-alliance.org/home/index.html
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/default.aspx
http://www.itu.int/en/ITU-D/Regional-Presence/Europe/Pages/International-Cyber-Shield-Exercise.aspx
http://www.itu.int/ITU-D/eur/rf/cybersecurity/
http://www.wipo.int/wipolex/en/text.jsp?file_id=247129
http://www.tbmm.gov.tr/kanunlar/k5651.html
http://www.tbmm.gov.tr/kanunlar/k5651.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.guvenliweb.org.tr/index_eng.php
http://www.guvenliweb.org.tr/index_eng.php?Pg=1
http://www.ihbarweb.org.tr/
http://www.inhope.org/
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CYBERWELLNESS PROFILE  

TURKMENISTAN 

 

 

BACKGROUND 

Total Population: 5 170 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 9.60%  

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Criminal Code. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Law on Communications    - Law on Electronic Document 

- Law of Turkmenistan on the Legal Protection of Algorithms and Programs for Electronic Computers, Databases 
and Topographies of Integrated Circuits. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Turkmenistan does not have any officially recognized national CIRT.  

1.2.2 STANDARDS 

Turkmenistan does not have any officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Turkmenistan.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Turkmenistan does not have any officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Turkmenistan. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Turkmenistan. 

1.3.4 NATIONAL BENCHMARKING 

Turkmenistan does not have any officially recognized national benchmarking or referential to measure 
cybersecurity development.  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.crime-research.org/library/Criminal_Codes.html
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Turkmenistan does not have an officially recognized national or sector-specific research and development 
program or project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Turkmenistan.  

1.4.3 PROFESSIONAL CERTIFICATION 

Turkmenistan does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Turkmenistan does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Turkmenistan does not have any framework to facilitate sharing of cybersecurity assets across borders or with 
other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Turkmenistan does not have any officially recognized national or sector-specific program for sharing 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Turkmenistan. 

1.5.4 INTERNATIONAL COOPERATION 

There is no information about any international cooperation initiative that Turkmenistan participates in. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 
- None. 
2.2 UN CONVENTION AND PROTOCOL 

Turkmenistan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Turkmenistan has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Turkmenistan. 
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Turkmenistan.   

 

 

 

 

http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

TUVALU 

 

 

BACKGROUND 

Total Population: 11 200 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 37.00% 

(data source: ITU Statistics, 2013) 

  

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

There is draft legislation on cybercrime prepared and waiting Cabinet’s approval and further progress. 

1.1.2  REGULATION AND COMPLIANCE 

Together with the draft legislation on cybercrime legislation, there is another draft awaiting further 
development, endorsement and implementation.  

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Tuvalu has not yet officially approved national or sector specific CIRT. However the Department of ICT is following 
PacCert developments, advice and recommendations. 

1.2.2 STANDARDS 

Tuvalu does not currently have any officially recognized national (and sector specific) cybersecurity frameworks 
for implementing internationally recognized cybersecurity standards. However, further development of the 
cybercrime policy and legislation are in process. 

1.2.3 CERTIFICATION 
Tuvalu does not currently have any officially approved national (and sector specific) cybersecurity frameworks 
for the certification and accreditation of national agencies and public sector professionals.  
 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Tuvalu does not have yet an officially recognized national cybersecurity strategy. However, further development 
of the cybercrime policy and legislation are in process. 

1.3.2 ROADMAP FOR GOVERNANCE 

Tuvalu does not have yet an officially recognized national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

Tuvalu does not have yet any officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap. However further development from the Department of ICT are in process. 

1.3.4 NATIONAL BENCHMARKING 

Tuvalu does not have yet any officially recognized national or sector-specific benchmarking exercises or 
referential used to measure cybersecurity development. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://en.wikipedia.org/wiki/File:Flag_of_Tuvalu.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Tuvalu does not currently have any officially recognized national or sector-specific research and development 
(R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the 
private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

Tuvalu does not currently have any officially recognized national or sector-specific educational and professional 
training programs for raising awareness with the general public, promoting cybersecurity courses in higher 
education and promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Tuvalu does not currently have any public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Tuvalu does not currently have any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Tuvalu has officially 
recognized partnerships with the following organizations: 

- ITU       -PacCert      -PiRRC. 

1.5.2 INTRA-AGENCY COOPERATION 

Tuvalu does not currently have any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Tuvalu does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Tuvalu is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Tuvalu also 
participated in the following cybersecurity activities:  

- ITU    -PacCert    -PiRRC     -APT 

Tuvalu also takes part in the Asia Pacific CIRT cybersecurity forums. Tuvalu is among the beneficiary countries of 
the EU/ITU co-funded project “Capacity Building and ICT Policy, Regulatory and Legislative Frameworks Support 
for Pacific Island Countries” (ICB4PAC).  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Tuvalu does not have specific legislation on child online protection.  
2.2 UN CONVENTION AND PROTOCOL 

Tuvalu has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the 
Rights of the Child. 
2.3 INSTITUTIONAL SUPPORT 

Tuvalu does not have any officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Tuvalu does not have an officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection.  
  

http://www.itu.int/
http://www.paccert.org/
http://www.pirrc.org/home/
http://www.itu.int/
http://www.paccert.org/
http://www.pirrc.org/home/
http://www.aptsec.org/aptmembers?order=title&sort=desc
http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/ICB4PAC/Pages/default.aspx
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
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CYBERWELLNESS PROFILE 

UGANDA 

 

 

BACKGROUND 

Total Population: 36 621 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 16.20% 

(data source: ITU Statistics, December 2012) 

 

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation pertaining to cybercrime is mandated through the following legal instrument: 

- Electronic Transaction Act    - Electronic Transactions Regulations 

- Computer Misuse Act     - Penal Code Act. 

1.1.2 REGULATION AND COMPLIANCE 

Specific legislation and regulation to cybersecurity has been enacted through the following instruments:  

- National Information Technology Authority of Uganda - NITA-U Act   

- Access to Information Act   - Electronic Signatures Act. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Uganda has two national CIRTs CERT-UG operating under the National Information Technology Authority of 
Uganda (NITA-U) and ugCERT operating under the Uganda Communications Commission.  

1.2.2 STANDARDS 

There is no available information concerning any officially recognized national (and sector specific) cybersecurity 
frameworks for implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
There is no available information concerning any officially approved national (and sector specific) cybersecurity 
frameworks for the certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Uganda has an officially recognized national cybersecurity strategy since 2011 (National Information Security 
Strategy 2011).  The NITA-U has also developed a National Information Security Framework (NISF). 

1.3.2 ROADMAP FOR GOVERNANCE 

The Information Security Roadmap and the CERT-UG Roadmap provide national governance roadmaps for 
cybersecurity in Uganda. 

1.3.3 RESPONSIBLE AGENCY 

The Ministry of Information and Communication Technology and the National Information Technology Authority 
of Uganda are the officially recognized agencies responsible for implementing a national cybersecurity strategy, 
policy and roadmap. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.gateway.co.ug/the-uganda-electronic-transactions-act-no-8-2011
http://www.nita.go.ug/sites/default/files/publications/doc2.pdf
http://www.nita.go.ug/sites/default/files/publications/Computer-Misuse-Act.pdf
http://www.wipo.int/wipolex/en/text.jsp?file_id=170005
http://www.freedominfo.org/documents/uganda_ati_act_2005.pdf
http://www.ulii.org/files/ug/legislation/act/2011/2011/electronic_signatures_act_2011_pdf_90247.pdf
http://www.cert.ug/
http://www.nita.go.ug/
http://www.ug-cert.ug/
http://www.sicurezzacibernetica.it/en/%5BUganda%5D%20National%20Cyber%20Security%20Strategy%20-%202011%20-%20EN.pdf
http://www.sicurezzacibernetica.it/en/%5BUganda%5D%20National%20Cyber%20Security%20Strategy%20-%202011%20-%20EN.pdf
http://www.nita.go.ug/
http://cert.ug/tags/national-information-security-framework
http://cert.ug/sites/default/files/Information%20Security%20Roadmap.pdf
http://cert.ug/sites/default/files/CERT.UG%20roadmap.pdf
http://www.ict.go.ug/
http://www.nita.go.ug/
http://www.nita.go.ug/
http://en.wikipedia.org/wiki/File:Flag_of_Uganda.svg
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1.3.4 NATIONAL BENCHMARKING 

There is no available information regarding any officially recognized national or sector-specific benchmarking 
exercises or referential used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no available information regarding any officially recognized national or sector-specific research and 
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied 
in either the private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

The National Information Security Framework Validation Workshop provides sector-specific educational and 
professional training programs for raising awareness with the general public, promoting cybersecurity courses in 
higher education and promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Uganda does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. However there are at least three within the CERT-UG. 

1.4.4 AGENCY CERTIFICATION 

The national CIRT (CERT-UG) is the only public sector agency certified under internationally recognized standards 
in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Uganda does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Uganda does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Uganda does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Uganda is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION AND STRATEGY 

Specific legislation on child protection has been enacted through the following instruments: 

- Computer Misuse Act, 2011. 

- Section 148 of the Criminal Code but does not mention explicitly pornography. 

- The Draft of the Nation Information Security Strategy deals with emerging security risks, but has no specific 
provisions for child online protection. 
2.2 UN CONVENTION AND PROTOCOL 

Uganda has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Uganda has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 

http://www.cert.ug/
http://www.cert.ug/
http://www.ulii.org/content/computer-misuse-act
http://www.ulii.org/ug/legislation/consolidated-act/120
http://www.sicurezzacibernetica.it/en/%5BUganda%5D%20National%20Cyber%20Security%20Strategy%20-%202011%20-%20EN.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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2.3 INSTITUTIONAL SUPPORT 

Uganda does not have any officially recognized agency that offers institutional support to child online protection. 
2.4 REPORTING MECHANISM 

Uganda CERT (UgCERT) provides an online form to report incidents. 

 

 

 

 

 

 
  

http://www.ug-cert.ug/
http://www.ug-cert.ug/data/incidents/5/Report-Incidents.html
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CYBERWELLNESS PROFILE  

UKRAINE 
 

 

BACKGROUND 

Total Population: 44 940 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 41.80% 

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- The Penal Code Act 
- The Computer Misuse Act. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- NITA-U Act      - Access to information Act 
- Electronic Signatures Act  - Electronic Transactions Act 
- The Electronic Transactions Regulations. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Ukraine has an officially recognized national CIRT known as CERT-UA. 

1.2.2 STANDARDS 

There is no officially approved national (and sector specific) cybersecurity framework for implementing 
internationally recognized cybersecurity standards in Ukraine. 

1.2.3 CERTIFICATION 
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Ukraine.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Ukraine has an officially recognized National Security Strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national or sector-specific governance roadmap for cybersecurity in Ukraine. 

1.3.3 RESPONSIBLE AGENCY 

The function of overseeing cybersecurity is shared between: The Security Service of Ukraine (SBU), the State 
Special Communication Service, and the Ministry of Internal Affairs.  

1.3.4 NATIONAL BENCHMARKING 
Ukraine has no officially recognized national benchmarking and referential to measure cybersecurity 
development. 
 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://cert.gov.ua/
http://www.sbu.gov.ua/control/en/index
http://www.dstszi.gov.ua/dstszi/control/en/
http://www.dstszi.gov.ua/dstszi/control/en/
http://mvs.gov.ua/mvs/control/en/index
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is no nationally recognized program for research and development of cybersecurity standards, best 
practices and guidelines in Ukraine.  

1.4.2 MANPOWER DEVELOPMENT 
The OSCE project is responsible for the training of twenty Ukrainian police officers and experts, improving their 

knowledge and skills in investigating cyber-related crimes. The course was held at the request of the country’s 

interior Ministry. 

1.4.3 PROFESSIONAL CERTIFICATION 

Ukraine does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Ukraine does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states Ukraine participates in 
regional cybersecurity activities especially through the OSCE. 

1.5.2 INTRA-AGENCY COOPERATION 

Ukraine has officially recognized national programs for sharing cybersecurity assets within the public sector 
through CERT-UA. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is a framework for sharing cybersecurity assets between the public and private sector in Ukraine through 
the CERT-UA.  

1.5.4 INTERNATIONAL COOPERATION 

Ukraine is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Ukraine 
participates in the: 

- OSCE  - ITU  - NATO  

CERT-UA is a member of FIRST. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Article 301 of the Criminal Code which does not explicitly mention child pornography but pornographic items 
in general. 

- Law on the introduction of Amendments to several Legislative Acts of Ukraine regarding Counteraction to 
Distribution of Child Pornography. 
2.2 UN CONVENTION AND PROTOCOL 

Ukraine has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Ukraine has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 

http://www.osce.org/ukraine/119855
http://www.osce.org/
http://cert.gov.ua/?page_id=207
http://cert.gov.ua/?page_id=207
http://www.impact-alliance.org/home/index.html
http://www.osce.org/
http://www.itu.int/en/Pages/default.aspx
http://www.nato.int/
http://cert.gov.ua/
http://www.first.org/
http://www.legislationline.org/documents/action/popup/id/16257/preview
http://zakon4.rada.gov.ua/laws/show/1819-17
http://zakon4.rada.gov.ua/laws/show/1819-17
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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2.3 INSTITUTIONAL SUPPORT 

There is no information about any institution responsible for the online protection of children in Ukraine.  
2.4 REPORTING MECHANISM 

The website of La strada Ukraine provides an online consultation form on child rights protection and a hotline. 
The CERT-UA also provides an online form to report incidents. 

 

 

 

 

 
  

http://www.la-strada.org.ua/ucp_mod_support_ask_3.html
http://www.la-strada.org.ua/
http://cert.gov.ua/
http://cert.gov.ua/?page_id=295
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CYBERWELLNESS PROFILE  

UNITED ARAB EMIRATES 
 

BACKGROUND 

Total Population:   

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 88.00% 

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- Federal Law by Decree No. 5 of 2012 regarding Cyber Crimes 

- The Federal Law No. (2) Of 2006 on the Prevention of Information Technology Crimes. 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Federal Law No. (1) of 2006 on Electronic Commerce and Transactions. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

The UAE has an officially recognized national CIRT known as aeCERT. 

1.2.2 STANDARDS 

There are no officially approved national (and sector specific) cybersecurity frameworks for implementing 
internationally recognized cybersecurity standards in the UAE. 

1.2.3 CERTIFICATION 
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 

professionals in the UAE.  

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
The UAE has officially recognised the General Policy for the Telecommunications Sector and the Cabinet 
Resolution No. 21 of 2013 regarding Information Security Regulation in Government Entities as the national 
cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in the UAE. 

1.3.3 RESPONSIBLE AGENCY 

The Telecommunications Regulatory Authority (TRA) is the body responsible for the implementation of a national 
cybersecurity strategy and policy in the UAE. 

1.3.4 NATIONAL BENCHMARKING 
There is no national benching marking or referential to measure cybersecurity development in the UAE.  
 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.tra.gov.ae/download.php?filename=legal_references/Federal-Law-No-5-2013.pdf
http://www.tra.gov.ae/download.php?filename=legal_references/Electronic%20Transactions%20%20Commerce%20Law_Final%20for%20May%203%202007.pdf
http://aecert.ae/en
http://www.tra.gov.ae/download.php?filename=legal_references/national_telecom_policy_uae.pdf
http://www.tra.gov.ae/download.php?filename=legal_references/Cabinet-Resolution-No-21-2013.pdf
http://www.tra.gov.ae/download.php?filename=legal_references/Cabinet-Resolution-No-21-2013.pdf
http://www.tra.gov.ae/index.php
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

aeCERT is the officially recognized national body responsible for research and analysis programs/projects for 
cybersecurity standards, best practices and guidelines to be applied in either the private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 
TRA and the aeCERT launched its awareness campaign Towards a Safe Cyber Culture with Salim, a cyber-security 

advisor. The aeCERT is also responsible for Advisory, Education and Awareness. 

1.4.3 PROFESSIONAL CERTIFICATION 

There is a Certified Professional Statistics Database that holds this record of public sector professionals certified 
under the aeCERT. 

1.4.4 AGENCY CERTIFICATION 

There is no information on any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity in the UAE. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no information on any framework for sharing cybersecurity assets across borders with other nation 
states. 

1.5.2 INTRA-AGENCY COOPERATION 

There is no information on any framework for sharing cybersecurity assets within the public sector in the UAE. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no information on any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector in the UAE. 

1.5.4 INTERNATIONAL COOPERATION 

The UAE is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  

The UAE participates in the following cybersecurity activities: 

- APWG   - The Honeynet Project. 

aeCERT is a member of FIRST. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

- Article 12 of the prevention of Information Technology Crimes. 
2.2 UN CONVENTION AND PROTOCOL 

The UAE has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. The UAE has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The aeCERT  has no current project on child online protection. There is no information on any agency responsible 
for the online protection of children. 
2.4 REPORTING MECHANISM 

The website of TRA provides an online form for complaints and another one for contacting them. The aeCERT 
can be contacted by email: info@aecert.ae; the communication can be encrypted using the key available on the 
website. 

http://aecert.ae/en
http://www.tra.gov.ae/index.php
http://aecert.ae/en
http://www.tra.gov.ae/news_To_Peak_its_Awareness_Campaign_to_Build_a_Safe_Cyber_Culture,_the_aeCERT_of_the_TRA_Introduces_SALIM%3A_Your_Cyber_Security_Advisor-96-57.php
http://aecert.ae/en
http://aecert.ae/en
http://www.impact-alliance.org/home/index.html
http://www.antiphishing.org/
http://www.honeynet.org/
http://aecert.ae/en
http://www.first.org/
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://aecert.ae/en
http://www.tra.gov.ae/index.php
http://www.tra.gov.ae/complaints_system.php
http://www.tra.gov.ae/contactus.php
http://aecert.ae/en
mailto:info@aecert.ae


Global Cybersecurity Index & Cyberwellness Profiles 

490   

 

 

 

CYBERWELLNESS PROFILE 

 UNITED KINGDOM 

 

 

BACKGROUND 

Total Population: 62 798 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 89.84% 

(data source: ITU Statistics, 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 
1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-Computer Misuse Act (1990) -Data Protection Act (1998) -Fraud Act. 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-OFCOM Telecom Regulation -Info Commissioner Regulation.   

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

United Kingdom will be establishing a national CIRT by end of 2014. It has the 3 following governmental CIRTs: 

-CSIRTUK (Critical Infrastructure) 

- csirtuk@cpni.gsi.gov.uk  

-GovCertUK (Govt Networks) 

- enquiries@govcertuk.gov.uk   

-MODCERT (Military Network) 

-cert@cert.mod.uk. 

1.2.2 STANDARDS 

United Kingdom is the leading member of the Common Criteria standardization group, which mandates 
standardization of cyber security in information technology solutions. 

1.2.3 CERTIFICATION 
The Institute of Information Security Professionals (IISP) is the leading UK professional certification body for the 
United Kingdom. The government promotes Information Assurance Professionalism. In particular, there is a 
certification scheme run by the ISSP. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

United Kingdom has an officially recognized national cybersecurity strategy which was published in 2011. 

1.3.2 ROADMAP FOR GOVERNANCE 

The national governance roadmap for cybersecurity is elaborated in the national cybersecurity strategy. 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.legislation.gov.uk/ukpga/1990/18
http://www.legislation.gov.uk/ukpga/1998/29
http://www.legislation.gov.uk/ukpga/2006/35
http://stakeholders.ofcom.org.uk/telecoms/policy/security-resilience/
http://www.ico.org.uk/
http://www.cpni.gov.uk/
mailto:csirtuk@cpni.gsi.gov.uk
http://www.cesg.gov.uk/policyguidance/GovCertUK/Pages/index.aspx
mailto:enquiries@govcertuk.gov.uk
mailto:cert@cert.mod.uk
https://www.commoncriteriaportal.org/
http://www.iisp.org/
http://certifications.bcs.org/category/15865
http://www.cesg.gov.uk/awarenesstraining/certified-professionals/Pages/index.aspx
https://www.gov.uk/government/publications/cyber-security-strategy
http://www.gov.uk/government/policies/keeping-the-uk-safe-in-cyberspace
http://en.wikipedia.org/wiki/File:Flag_of_the_United_Kingdom.svg
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1.3.3 RESPONSIBLE AGENCY 

The Office of Cybersecurity and Information Assurance (OCSIA), part of the Cabinet Office, is the officially 
recognized agency responsible for implementing a national cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

OCSIA is responsible for the benchmarking and measuring the progress of the National Cyber Security 
Programme. 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

United Kingdom does not have any officially recognized national or sector-specific research and development 
(R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the 
private or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 
Getsafeonline is a national program aimed at the general public and businesses to raise awareness about 
cybersecurity. In addition, the government published ten steps to cyber security for the private sector. Lastly, 
there is a certification scheme run by the ISSP. 

1.4.3 PROFESSIONAL CERTIFICATION 
United Kingdom has numerous public sector professionals certified under internationally recognized certification 
programs in cybersecurity. However it did not conduct a survey to gather the exact statistic. 

1.4.4 AGENCY CERTIFICATION 

United Kingdom’s National Technical Authority for Information Assurance (CESG) is the only public agency 
certified under internationally recognized standards in cybersecurity.  
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, United Kingdom has 
officially recognized partnerships with the following organizations: 

-ITU -ENISA -TRUSTED 
Introducer  

-European CERT Group -NATO.  

1.5.2 INTRA-AGENCY COOPERATION 

United Kingdom, through the OCSIA, has officially recognized a national program for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 
The OCSIA manage the cyber information security partnership (CISP) with private sector. In addition, the Centre 
for the Protection of National Infrastructure runs a series of sector-based information exchanges for private 
sector running critical information infrastructure.  

1.5.4 INTERNATIONAL COOPERATION 

The UK Government participates fully in the cybersecurity debates within the UN, ITU, ENISA, NATO, and OSCE. 
This work is spread among many government departments and is coordinated by Cabinet Office and the Foreign 
Office. 

GovCertUK is a member of FIRST. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

https://www.gov.uk/government/groups/office-of-cyber-security-and-information-assurance
https://www.gov.uk/government/groups/office-of-cyber-security-and-information-assurance
http://www.getsafeonline.org/
https://www.gov.uk/government/publications/10-steps-to-cyber-security-advice-sheets
http://www.cesg.gov.uk/awarenesstraining/certified-professionals/Pages/index.aspx
http://www.cesg.gov.uk/Pages/homepage.aspx
http://www.itu.int/
http://www.enisa.europa.eu/
http://www.trusted-introducer.org/
http://www.trusted-introducer.org/
http://www.egc-group.org/
http://www.nato.int/
https://www.gov.uk/government/groups/office-of-cyber-security-and-information-assurance
https://www.gov.uk/government/groups/office-of-cyber-security-and-information-assurance
http://www.cisp.org.uk/
http://www.cpni.gov.uk/
http://www.cpni.gov.uk/
http://www.un.org/
http://www.itu.int/
http://www.enisa.europa.eu/
http://www.nato.int/
http://www.osce.org/
http://www.cesg.gov.uk/policyguidance/GovCertUK/Pages/index.aspx
http://www.first.org/
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-§48-§50 of the Sexual Offences Act. 

-§1 of the Protection of Children Act. 

-§63 of the Criminal Justice and Immigration Act. 

-§1 of the Malicious Communications Act. 
2.2 UN CONVENTION AND PROTOCOL 

United Kingdom has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the 
Convention on the Rights of the Child. 

United Kingdom has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol 
to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Child Exploitation and Online Protection (CEOP), under the UK Police, provides information on online safety for 
children and parents. 
2.4 REPORTING MECHANISM 

Inappropriate and offensive content can be reported in the website of CEOP. Online Criminal Content can be 
reported in the website of the Internet Watch Foundation. Computer Incidents can be reported by a filling a form 
found in the website of the UK Computer Emergency Response Team (GovCertUK) or by the phone number 
01242 709311. 
  

http://www.legislation.gov.uk/ukpga/2003/42/contents
http://www.legislation.gov.uk/ukpga/1978/37/contents
http://www.legislation.gov.uk/ukpga/2008/4/contents
http://www.legislation.gov.uk/ukpga/1988/27/contents
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://ceop.police.uk/
http://ceop.police.uk/safety-centre/
http://www.iwf.org.uk/
http://www.cesg.gov.uk/AboutUs/contactus/Pages/Contact-GovCertUK.aspx
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CYBERWELLNESS PROFILE  

UNITED STATES 
 

 

BACKGROUND 

Total Population:  315 791 00 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 84.20% 

(data source: ITU Statistics, December 2013) 

  

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- 15 USC Chapter 103 - Controlling the Assault of Non-solicited Pornography and Marketing  
- 18 USC, Chapter 47, § 1029 - Fraud and related activity in connection with access devices 
- 18 USC, Chapter 47, § 1030 - Fraud and related activity in connection with computers 
- 18 USC, Chapter 47, § 1037 - Fraud and related activity in connection with electronic mail 
- 18 USC Chapter 119 - Wire and Electronic Communications Interception and Interception of Oral 
Communications  
- 18 USC Chapter 121 - Stored Wire and Electronic Communications and Transactional Record Access  
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- 44 USC Chapter 35, Subchapter III   - Information Security (§3541) 

- Uniform Electronic Transactions Act  - Electronic Signatures in Global and National Commerce Act 

- Homeland Security Act    - Cyber Security Research and Development Act 

- Protecting Children in the 21st Century Act - Children's Internet Protection Act 

- Adam Walsh Child Protection and Safety Act - Keeping the Internet Devoid of Sexual Predators Act 

- Freedom of Information Act (5 USC § 552) - Privacy Act (5 U.S.C. § 552a) 

- Federal Information Security Management Act of 2002. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

United States has an officially recognized national CIRT (US CERT) and an industrial control systems CERT (ICS-
CERT). 

1.2.2 STANDARDS 

United States has officially approved national (and sector specific) cybersecurity frameworks for implementing 
internationally recognized cybersecurity standards through the following instruments: 

-National Institute of Standards and Technology Framework for Improving Critical Infrastructure Cybersecurity 
Version 1.0 

-Federal Information Security Management Act of 2002 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://csrc.nist.gov/drivers/documents/FISMA-final.pdf
https://www.us-cert.gov/
https://ics-cert.us-cert.gov/
https://ics-cert.us-cert.gov/
http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf
http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf


Global Cybersecurity Index & Cyberwellness Profiles 

494   

-NIST SP 800-37 "Guide for the Security Certification and Accreditation of Federal Information Systems" 
-The North American Electric Reliability Corporation (NERC) has created many standards.  The most widely 
recognized is NERC 1300 which is a modification/update of NERC 1200.  

-National Institute of Standards and Technology Special publication 800-12 provides a broad overview of 
computer security and control areas.  

1.2.3 CERTIFICATION 

The National Initiative for Cybersecurity Education (NICCS) offers a cybersecurity framework for the certification 
and accreditation of national agencies and public sector professionals.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
United States has officially recognized International Strategy for Cyberspace. There is also an executive order in 
order to improve critical infrastructure cybersecurity. A Critical Infrastructure Protection Program has been in 
place since 1996. 

1.3.2 ROADMAP FOR GOVERNANCE 

The NIST Roadmap for Improving Critical Infrastructure Cybersecurity, the Cross-Sector Roadmap for 
Cybersecurity of Control Systems and the Roadmap to achieve energy delivery systems cybersecurity provide the 
national governance roadmap for cybersecurity in the United States. 

1.3.3 RESPONSIBLE AGENCY 

The White House has an appointed US Cybersecurity Coordinator at the level of Special Assistant to the President 
to guide Executive branch efforts. The Department of Homeland Security (DHS) and the Department of Defense 
(DoD) are the primary cybersecurity actors in order to monitor and coordinate the implementation of a national 
cybersecurity strategy, policy and roadmap by respective agencies. 

1.3.4 NATIONAL BENCHMARKING 
The National Checklist Program (NCP), defined by the NIST SP 800-70 Rev. 2, is the U.S. government repository 

of publicly available security checklists (or benchmarks) that provides detailed low level guidance on setting the 

security configuration of operating systems and applications. NCP is migrating its repository of checklists to 

conform to the Security Content Automation Protocol (SCAP). SCAP enables standards based security tools to 

automatically perform configuration checking using NCP checklists. 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

The Department of Defense (DOD) established the Defense Industrial Base (DIB) Cybersecurity/Information 
Assurance (CS/IA) Program that aims to provide cybersecurity standards, best practices and guidelines to be 
applied in either the private or the public sector. The National Institute of Standards and Technology (NIST) leads 
also in developing a Cybersecurity Framework of standards and best practices for protecting critical 
infrastructures.  

The Cybersecurity Division (CSD) provides information resources—standards, frameworks, tools, and 
technologies to enable seamless and secure interactions among homeland security stakeholders and leads the 
government’s charge in funding cybersecurity research and development (R&D).  

Also the IT Security Essential Body of Knowledge (EBK) establishes a national baseline of the essential knowledge 
and skills that IT security practitioners in the public and private sector should have to perform specific roles and 
responsibilities. 

1.4.2 MANPOWER DEVELOPMENT 
United States has the following various types of awareness programs, industry talk, conferences, training 

programs and workshops on cybersecurity, for the general public as well as for public and private sector 

employees:  

- National Cybersecurity Awareness Month - Stop.Think.Connect. Campaign 

- Cyber-Physical Systems Public Working Group Workshop 

- National Initiative for Cybersecurity Education 

http://www.whitehouse.gov/sites/default/files/rss_viewer/international_strategy_for_cyberspace.pdf
http://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity
http://www.nist.gov/cyberframework/upload/roadmap-021214.pdf
https://ics-cert.us-cert.gov/sites/default/files/ICSJWG-Archive/Cross-Sector_Roadmap_9-30.pdf
https://ics-cert.us-cert.gov/sites/default/files/ICSJWG-Archive/Cross-Sector_Roadmap_9-30.pdf
http://energy.gov/oe/downloads/roadmap-achieve-energy-delivery-systems-cybersecurity-2011
http://web.nvd.nist.gov/view/ncp/repository
http://www.nist.gov/cps/cps-pwg-workshop.cfm
http://csrc.nist.gov/nice/documents/nicestratplan/nice-strategic-plan_sep2012.pdf
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- National Cybersecurity Education Council (NCEC) 

- Cybersecurity Education and Training Assistance Program (CETAP) 

- National Cybersecurity Workforce Framework - NICCS 

- National Centers of Academic Excellence (CAEs) that provide students valuable technical skills in various 
disciplines of Information Assurance. 
- The Federal Cybersecurity Training Events (FedCTE) that delivers training, labs, and competitions for Federal 
cybersecurity and IT professionals.  

1.4.3 PROFESSIONAL CERTIFICATION 

There is no available information regarding the exact number of public sector professionals certified under 
internationally recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

There is no available information regarding any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, United States has officially 
recognized partnerships with the following organizations: 

- DHS and Canada Public Safety Plan to Strengthen Cybersecurity Cooperation 

- FIRST 

- US CERT 

- United States and Estonia: Partners in Cyber Security and Internet Freedom 

1.5.2 INTRA-AGENCY COOPERATION 

United States has officially recognized the following national or sector-specific programs for sharing 
cybersecurity assets within the public sector through the Department of Homeland Security (DHS) created by the 
Homeland Security Act of 2002. 

- The National Infrastructure Protection Plan (NIPP)  

- The Department of Homeland Security and the Department of Defense (DOD) signed a landmark memorandum 
of agreement in 2010 to protect against threats to critical civilian and military computer systems and networks.  

- The Department of Homeland Security, the Department of Defense, and the Financial Services Information 
Sharing and Analysis Center launched a pilot initiative designed to help protect key critical networks and 
infrastructure within the financial services sector by sharing actionable, sensitive information. 

- The Cybersecurity Partners Local Access Plan. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

The Administration provides officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector through a Cybersecurity Framework, a guide developed collaboratively 
with the private sector for private industry to enhance their cybersecurity, in 2014. 

The National Cybersecurity Center of Excellence (NCCoE) provides businesses with real-world cybersecurity 
solutions—based on commercially available technologies. Finally the Department of Homeland Security's Critical 
Infrastructure Cyber Community C³ Voluntary Program helps align critical infrastructure owners and operators 
with existing resources that will assist their efforts to adopt the Cybersecurity Framework and manage their cyber 
risks.   

1.5.4 INTERNATIONAL COOPERATION 

United States is signatory to Council of Europe Convention on Cybercrime and there is an EU-US cooperation on 
cybersecurity and cyberspace. 

 

http://www.staysafeonline.org/ncec/
https://www.cfda.gov/index?s=program&mode=form&tab=core&id=05063b31ef34183c6e0946f51562b0c9
http://intranet.itu.int/sites/ITU-D/cyb/CYBERSECURITY%20AREAS/Country%20Profiles/Country%20Profile%202014/niccs.us-cert.gov/training/national-cybersecurity-workforce-framework
http://niccs.us-cert.gov/training/fedcte
http://www.dhs.gov/news/2012/10/26/dhs-and-canada-public-safety-announce-plan-strengthen-cybersecurity-cooperation
http://www.first.org/
https://www.us-cert.gov/
http://www.state.gov/r/pa/prs/ps/2013/218234.htm
http://www.whitehouse.gov/issues/foreign-policy/cybersecurity
http://nccoe.nist.gov/?q=content/center
http://www.dhs.gov/ccubedvp
http://www.eeas.europa.eu/statements/docs/2014/140326_01_en.pdf
http://www.eeas.europa.eu/statements/docs/2014/140326_01_en.pdf
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2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION AND STRATEGY 

Specific legislation on child online protection has been enacted through the following instruments: 

- Section 15 of the US Code, Chapter 91, §§ 6501-6506, included in the US Code by the Children’s Online Privacy 
Protection Act, 1998.  

- Section 47 of the US Code, Chapter 5, §§ 254(h)(6).  

- Section 18 of the US Code, Chapter 110, §§ 2251-2260A, amended by H.R. 1981, May 2011. 

- Section 20 of the US Code, Chapter 72, §§ 9134 (f), included in the US Code by the Children’s Internet Protection 
Act, 2000. 

- Adam Walsh Child Protection and Safety Act, July 2006. 

- Securing Adolescents from Exploitation Online Act, February 2007. 

- Protect our Children Act, October 2008. 

- Keeping the Internet Devoid of Sexual Predators, October 2008. 

The International Strategy for Cyberspace does not outline child online protection.  
2.2 UN CONVENTION AND PROTOCOL 

United States has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. United States has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The following supports provide information on internet safety for parents, children and educators: 

-Branch created within the Department of Justice: Internet Crime against Children Task Force. 

-The Federal Trade Commission runs the OnGuardOnline website, the federal government website dedicated to 
bringing information on internet safety. 

-Branch created within the US Department of Health and Public Service: Administration for Children and Families. 

-Organization authorized to work in partnership with the US Department of Justice: National Center for Missing 
and Exploited Children. 

 -The United State Computer Emergency Response Team (US-CERT) does not provide specific information on 
child online protection but hosts a series of links redirecting to it. 
2.4 REPORTING MECHANISM 

Complaints can be filed through the OnGuardOnline website. Cyber Tipline of the National Centre for Missing 
and Exploited Children has a dedicated space to report incidents which include computer incidents related to 
child online protection. 

 

 

 

 

 

 

 

 

http://www.law.cornell.edu/uscode/text/15/chapter-91
http://www.ftc.gov/ogc/coppa1.htm
http://www.ftc.gov/ogc/coppa1.htm
http://www.law.cornell.edu/uscode/text/47/254
http://www.law.cornell.edu/uscode/text/18/part-I/chapter-110
http://judiciary.house.gov/hearings/pdf/112hr1981.pdf
http://www.law.cornell.edu/uscode/text/20/9134
http://www.fcc.gov/guides/childrens-internet-protection-act
http://www.fcc.gov/guides/childrens-internet-protection-act
http://www.gpo.gov/fdsys/pkg/PLAW-109publ248/pdf/PLAW-109publ248.pdf
http://www.gpo.gov/fdsys/pkg/BILLS-110s519is/pdf/BILLS-110s519is.pdf
http://www.govtrack.us/congress/bills/110/s1738/text
http://www.gpo.gov/fdsys/pkg/PLAW-110publ400/pdf/PLAW-110publ400.pdf
http://www.whitehouse.gov/sites/default/files/rss_viewer/international_strategy_for_cyberspace.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ojjdp.gov/Programs/ProgSummary.asp?pi=3&ti=1&si=2&kw=&strItem=&strSingleItem=&p=topic&PreviousPage=SearchResults
https://www.icactaskforce.org/Pages/Home.aspx
http://www.onguardonline.gov/
http://www.childwelfare.gov/
http://www.missingkids.com/missingkids/servlet/PageServlet?LanguageCountry=en_US&PageId=4327
http://www.missingkids.com/missingkids/servlet/PageServlet?LanguageCountry=en_US&PageId=169
http://www.missingkids.com/missingkids/servlet/PageServlet?LanguageCountry=en_US&PageId=169
http://www.us-cert.gov/related-resources/
http://www.onguardonline.gov/filecomplaint
https://report.cybertip.org/index.htm;jsessionid=A79ED904C0D9B2DE02D51D2D76E069B2.iwt1
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CYBERWELLNESS PROFILE 

 URUGUAY 

 

 

BACKGROUND 

Total Population: 3 391 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 58.10% 

(data source: ITU Statistics, 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-Forgery of electronic 

documents. Article 4 of Act. 18. 

600 (2009)  

-Attack on the regularity of 

telecommunications. Act. 18.383 

(2008)  

-Child Pornography. Act 17.815 
(2004)  

  

-Intellectual Property Offenses 

and related rights. Act 17.616 

(2003)  

-Fraud. Article 160 and 347 of the 

Criminal Code  

 

 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Regulatory Framework on 

Cybersecurity. Decree 92/014  

-Policy on Information Security in 

Public Sector. Decree 452/09  

 

--Information Security 

Direction. Article 148 of Act 

18.719 (2010)  

-National Computer Incident 
Response Centre CERTuy. Article 73 
of Act 18.362 (2008)  

 

-Authority: Unit for the Regulation 
and Control of Personal Data, 
www.datospersonales.gub.uy  

-National Computer Incident 

Response Centre CERTuy. Decree 

451/009  

 

 

- EU Commission decision on the 

adequate protection ofpersonal 

data by Uruguay (2012)  

- Personal data protection 

and habeas data action Act 

18.331 (2008); regulatory 

Decree 414/009  

 

 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Uruguay has an officially recognized national CIRT (CERTuy).  

1.2.2 STANDARDS 

Uruguay has an officially recognized national (and sector specific) cybersecurity framework for implementing 
internationally recognized cybersecurity standards through Regulatory Framework on Cybersecurity. Decree 
92/014. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18600&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18600&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18600&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18600&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18383&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18383&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18383&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18383&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18383&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=17815&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=17815&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18600&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=17616&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=17616&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=17616&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=17616&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=17616&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=17616&Anchor=
http://www.parlamento.gub.uy/Codigos/CodigoPenal/Cod_Pen.htm
http://www.parlamento.gub.uy/Codigos/CodigoPenal/Cod_Pen.htm
http://www.parlamento.gub.uy/Codigos/CodigoPenal/Cod_Pen.htm
http://www.parlamento.gub.uy/Codigos/CodigoPenal/Cod_Pen.htm
http://www.parlamento.gub.uy/Codigos/CodigoPenal/Cod_Pen.htm
http://www.parlamento.gub.uy/Codigos/CodigoPenal/Cod_Pen.htm
http://www.parlamento.gub.uy/Codigos/CodigoPenal/Cod_Pen.htm
http://archivo.presidencia.gub.uy/sci/decretos/2014/04/cons_min_827.pdf
http://archivo.presidencia.gub.uy/sci/decretos/2014/04/cons_min_827.pdf
http://archivo.presidencia.gub.uy/sci/decretos/2014/04/cons_min_827.pdf
http://www.agesic.gub.uy/innovaportal/file/299/1/Dec.%20452.pdf
http://www.agesic.gub.uy/innovaportal/file/299/1/Dec.%20452.pdf
http://www.agesic.gub.uy/innovaportal/file/299/1/Dec.%20452.pdf
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18719&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18719&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18719&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18719&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18719&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18719&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18362&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18362&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18362&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18362&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18362&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18362&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=18362&Anchor=
http://www.cert.uy/wps/wcm/connect/5d2944004f5dfd61b611f6dded6715b1/Decreto+451-009.pdf?MOD=AJPERES&amp;CONVERT_TO=url&amp;CACHEID=5d2944004f5dfd61b611f6dded6715b1
http://www.cert.uy/wps/wcm/connect/5d2944004f5dfd61b611f6dded6715b1/Decreto+451-009.pdf?MOD=AJPERES&amp;CONVERT_TO=url&amp;CACHEID=5d2944004f5dfd61b611f6dded6715b1
http://www.cert.uy/wps/wcm/connect/5d2944004f5dfd61b611f6dded6715b1/Decreto+451-009.pdf?MOD=AJPERES&amp;CONVERT_TO=url&amp;CACHEID=5d2944004f5dfd61b611f6dded6715b1
http://www.cert.uy/wps/wcm/connect/5d2944004f5dfd61b611f6dded6715b1/Decreto+451-009.pdf?MOD=AJPERES&amp;CONVERT_TO=url&amp;CACHEID=5d2944004f5dfd61b611f6dded6715b1
http://www.cert.uy/wps/wcm/connect/5d2944004f5dfd61b611f6dded6715b1/Decreto+451-009.pdf?MOD=AJPERES&amp;CONVERT_TO=url&amp;CACHEID=5d2944004f5dfd61b611f6dded6715b1
http://www.cert.uy/wps/wcm/connect/5d2944004f5dfd61b611f6dded6715b1/Decreto+451-009.pdf?MOD=AJPERES&amp;CONVERT_TO=url&amp;CACHEID=5d2944004f5dfd61b611f6dded6715b1
http://datospersonales.gub.uy/wps/wcm/connect/829161004d0a999d861fcefd6066fd91/Descargar+Ley+N%C2%B0+18.331.pdf?MOD=AJPERES&amp;CONVERT_TO=url&amp;CACHEID=829161004d0a999d861fcefd6066fd91
http://datospersonales.gub.uy/wps/wcm/connect/829161004d0a999d861fcefd6066fd91/Descargar+Ley+N%C2%B0+18.331.pdf?MOD=AJPERES&amp;CONVERT_TO=url&amp;CACHEID=829161004d0a999d861fcefd6066fd91
http://datospersonales.gub.uy/wps/wcm/connect/829161004d0a999d861fcefd6066fd91/Descargar+Ley+N%C2%B0+18.331.pdf?MOD=AJPERES&amp;CONVERT_TO=url&amp;CACHEID=829161004d0a999d861fcefd6066fd91
http://datospersonales.gub.uy/wps/wcm/connect/11c874804d1a397b9d83dffd6066fd91/Descargar+Decreto-414-009.pdf?MOD=AJPERES&amp;CONVERT_TO=url&amp;CACHEID=11c874804d1a397b9d83dffd6066fd91
http://datospersonales.gub.uy/wps/wcm/connect/11c874804d1a397b9d83dffd6066fd91/Descargar+Decreto-414-009.pdf?MOD=AJPERES&amp;CONVERT_TO=url&amp;CACHEID=11c874804d1a397b9d83dffd6066fd91
http://www.cert.uy/
http://archivo.presidencia.gub.uy/sci/decretos/2014/04/cons_min_827.pdf
http://archivo.presidencia.gub.uy/sci/decretos/2014/04/cons_min_827.pdf
http://en.wikipedia.org/wiki/File:Flag_of_Uruguay.svg
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1.2.3 CERTIFICATION 
Uruguay does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Uruguay has an officially recognized national cybersecurity strategy through the Regulatory Framework on 
Cybersecurity. Decree 92/014 and the Policy on Information Security in Public Sector. Decree 452/09 . 

1.3.2 ROADMAP FOR GOVERNANCE 

The Regulatory Framework on Cybersecurity. Decree 92/014 and the Policy on Information Security in Public 
Sector. Decree 452/09 provide a national governance roadmap for cybersecurity in Uruguay. 

1.3.3 RESPONSIBLE AGENCY 

The Agency for e-Government and Information Society  is the officially recognized agency responsible for 
implementing a national cybersecurity strategy, policy and roadmap and can be contacted at 
direccion@agesic.gub.uy. 

1.3.4 NATIONAL BENCHMARKING 

Uruguay does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Uruguay published public guides with recommendations and best practices on CERT's website. In addition, 
Uruguay also trained public servants about major security issues  

1.4.2 MANPOWER DEVELOPMENT 

Uruguay’s national awareness campaign "safe-connected" includes recommendations related to cybersecurity 
issues and internet use in general. In addition, there are conferences on various topics such as secure web 
applications, management systems information security, security policies, electronic signatures and key 
challenges.  Specialists are also trained, with the support of international partners such as the InterAmerican 
Committee against Terrorism (CICTE/OAS), ITU IMPACT-Alliance, ICANN and the U.S. Secret Service 

1.4.3 PROFESSIONAL CERTIFICATION 

Uruguay does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Uruguay does not currently have any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity but it is part of its regulation’s strategies. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, Uruguay has officially 
recognized partnerships with the following organizations: 

-ITU Impact  -First  -OAS/CICTE   

-eLAC   -LACNIC. 

 

 

Uruguay has an active involvement in the Ibero-American Network of Data Protection and in the International 
Conference of Data Protection and Privacy Commissioners, hosted in Uruguay in 2012.  

1.5.2 INTRA-AGENCY COOPERATION 

Uruguay does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

http://archivo.presidencia.gub.uy/sci/decretos/2014/04/cons_min_827.pdf
http://archivo.presidencia.gub.uy/sci/decretos/2014/04/cons_min_827.pdf
http://www.agesic.gub.uy/innovaportal/file/299/1/Dec.%20452.pdf
http://www.agesic.gub.uy/innovaportal/file/299/1/Dec.%20452.pdf
http://archivo.presidencia.gub.uy/sci/decretos/2014/04/cons_min_827.pdf
http://www.agesic.gub.uy/innovaportal/file/299/1/Dec.%20452.pdf
http://www.agesic.gub.uy/innovaportal/file/299/1/Dec.%20452.pdf
http://www.agesic.gub.uy/
mailto:direccion@agesic.gub.uy
http://www.itu.int/
http://www.itu.int/
http://first.org/
http://first.org/
http://www.oas.org/cyber/
http://www.oas.org/cyber/
http://www.eclac.cl/cgi-bin/getprod.asp?xml=/elac2015/noticias/paginas/4/45754/P45754.xml&xsl=/elac2015/tpl-i/p18f.xsl&base=/elac2015/tpl-i/top-bottom.xslt
http://www.eclac.cl/cgi-bin/getprod.asp?xml=/elac2015/noticias/paginas/4/45754/P45754.xml&xsl=/elac2015/tpl-i/p18f.xsl&base=/elac2015/tpl-i/top-bottom.xslt
http://www.lacnic.net/
http://privacyconference2012.org/english
http://privacyconference2012.org/english
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1.5.3 PUBLIC SECTOR PARTNERSHIP 

Uruguay does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Uruguay participated in cybersecurity activities by FIRST, OAS/CICTE, eLAC and LACNIC. 

CERTuy is a member of FIRST. Uruguay hosted and participated in the ITU-IMPACT Applied Learning for 
Emergency Response Teams (ALERT 2013) in Montevideo, Uruguay.  

 
2 CHILD ONLINE PROTECTION 

 
2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Article 274* from the Criminal Code, modified by the Law n. 16.707* from July 1995; 

-Law n. 17.815*, "Commercial or noncommercial sexual violence committed against children, teenagers or 
mental unable", August 2004. 
2.2 UN CONVENTION AND PROTOCOL 

Uruguay has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Uruguay has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Instituto del Niño y Adolescente del Uruguay is responsible for institutional support in child issues. The 
Dirección Nacional InFamilia is responsible for enforcing the National Strategy for Childhood and Adolescence. 
2.4 REPORTING MECHANISM 

The CERTuy provides an online form to report incident on its website. The child helpline Linea Azul Servicio 
Telefónico can be contacted at the number: 800 50 50. 
  

http://www.cert.uy/
http://www.first.org/
http://www.itu.int/en/ITU-D/Regional-Presence/Americas/Pages/EVENTS/2013/IMPACTALert/default.aspx
http://www.parlamento.gub.uy/Codigos/CodigoPenal/l2t10.htm
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=16707&Anchor=
http://www.parlamento.gub.uy/leyes/AccesoTextoLey.asp?Ley=17815&Anchor=
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.inau.gub.uy/
http://www.infamilia.gub.uy/
http://www.cert.uy/inicio/incidentes/reportar_un_incidentes/
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CYBERWELLNESS PROFILE  

REPUBLIC OF UZBEKISTAN 
 

 

BACKGROUND 

Total Population: 28 077 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 38.20% 

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Criminal Code. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Law on Electronic Signature   - Law on Informatization 

- Law on Electronic Document   - Law on Communication 

- Law on Electronic Commerce   - Law on Legal Protection of Software and Databases 

- Law on Telecommunications - Law on Principles and Guarantees of Freedom of Information 

- Law on Protection of information in the Automated Banking System. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Uzbekistan has an officially recognized national CIRT known as UZ-CERT.  

1.2.2 STANDARDS 

Uzbekistan does not have any officially approved national or sector specific cybersecurity framework for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Uzbekistan.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Uzbekistan does not have any officially recognized national or sector-specific cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Uzbekistan. 

1.3.3 RESPONSIBLE AGENCY 

There is no information about any agency responsible for cybersecurity in Uzbekistan. 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.lex.uz/pages/getact.aspx?lact_id=111457
http://cert.uz/page.php?id=about
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1.3.4 NATIONAL BENCHMARKING 

Uzbekistan does not have any officially recognized national benchmarking or referential to measure 
cybersecurity development.  
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Uzbekistan does not have an officially recognized national or sector-specific research and development program 
or project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Uzbekistan.  

1.4.3 PROFESSIONAL CERTIFICATION 

Uzbekistan does not have the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Uzbekistan does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Uzbekistan does not have any officially recognized national or sector-specific program for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Uzbekistan. 

1.5.4 INTERNATIONAL COOPERATION 

Uzbekistan is a member of the SCO. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

- Article 130* of the Criminal Code – does not mention explicitly child pornography but pornography in general. 
2.2 UN CONVENTION AND PROTOCOL 

Uzbekistan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention 
on the Rights of the Child. Uzbekistan has acceded, with no declarations or reservations to articles 2 and 3, to 
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Uzbekistan.  
2.4 REPORTING MECHANISM 

Incidents can be reported to the UZ-CERT using the email: cert@uzinfocom.uz.   
  

http://www.sectsco.org/EN123/index.asp
http://www.lex.uz/pages/getact.aspx?lact_id=111457
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://cert.uz/page.php?id=about
mailto:cert@uzinfocom.uz
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CYBERWELLNESS PROFILE 

 VANUATU 

 

 

BACKGROUND 

Total Population: 252 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 11.30% 

(data source: ITU Statistics, 2013) 

 
1. CYBERSECURITY 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

-Electronic  Transaction Act -E-Business Act   
1.1.2  REGULATION AND COMPLIANCE 

Vanuatu does not have specific regulation and compliance requirement pertaining to cybersecurity. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Vanuatu is currently establishing a national CIRT and is also a member of the PacCERT. ITU conducted a CIRT 
assessment for Nepal in 2014. 

1.2.2 STANDARDS 

Vanuatu does not have officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Vanuatu does not have any officially approved national (and sector specific) cybersecurity frameworks for the 

certification and accreditation of national agencies and public sector professionals. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
The Office of the Government Chief Information Officer (OGCIO) is currently formulating an officially recognized 
national cybersecurity policy. 

1.3.2 ROADMAP FOR GOVERNANCE 
Vanuatu will be developing a national governance roadmap for cybersecurity with the assistance of ITU once its 
national cybersecurity policy is formulated. 
1.3.3 RESPONSIBLE AGENCY 
The Office of the Regulator is the officially recognized agency responsible for implementing a national 
cybersecurity strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Vanuatu does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Vanuatu does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.paclii.org/vu/legis/consol_act/eta256
http://www.paclii.org/vu/legis/consol_act/ea125/
http://www.paccert.org/
http://www.ogcio.gov.vu/
http://www.trr.vu/
http://en.wikipedia.org/wiki/File:Flag_of_Vanuatu.svg
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1.4.2 MANPOWER DEVELOPMENT 

Vanuatu does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. However the OGCIO and the 
Office of Regulator have conducted and continue to raise, on ad hoc basis, awareness in schools and general 
public using media such as radio and newspapers.  

1.4.3 PROFESSIONAL CERTIFICATION 

Vanuatu does not have any public sector professionals certified under internationally recognized certification 
programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Vanuatu does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

The Financial Intelligence Unit, which is under the Prime Minister’s Office and Police Force via the Transnational 
Crime Unit have official recognized partnerships to facilitate sharing of cybersecurity assets across borders or 
with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Vanuatu does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Vanuatu does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Vanuatu is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Vanuatu 
also participated in ITU related workshop in Pacific region and the APT Cybersecurity Forum in Asia region. 
Vanuatu is among the beneficiary countries of the EU/ITU co-funded project “Capacity Building and ICT Policy, 
Regulatory and Legislative Frameworks Support for Pacific Island Countries” (ICB4PAC). 

 
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

-The Criminal Code(Sections 94, 101D, 147, 147A and 147B). 
2.2 UN CONVENTION AND PROTOCOL 

Vanuatu has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Vanuatu has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Vanuatu does not have an officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Vanuatu does not have an officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection.   

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/ICB4PAC/Pages/default.aspx
http://www.wipo.int/wipolex/en/text.jsp?file_id=198053
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

 VENEZUELA 

 

 

BACKGROUND 

Total Population: 29 891 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 54.90% 

(data source: ITU Statistics, 2013) 

 
1.CYBERSECURITY 

 
1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 
-Penal Code  -Law on Electronic Signature   

 
1.1.2  REGULATION AND COMPLIANCE 

Venezuela has specific regulations and compliance requirements pertaining to cybersecurity. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Venezuela has an officially recognized national CERT (VenCERT).   

1.2.2 STANDARDS 

Venezuela has an officially recognized national (and sector specific) cybersecurity framework for implementing 
internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

Venezuela has an officially approved national (and sector specific) cybersecurity framework for the certification 
and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Venezuela has an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Venezuela has a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 

Venezuela has an officially recognized agency responsible for implementing a national cybersecurity strategy, 
policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 

Venezuela officially recognized national or sector-specific benchmarking exercises or referential used to measure 
cybersecurity development. 

 

 

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.oas.org/juridico/MLA/sp/pan/sp_pan-int-text-cp.pdf
http://www.asamblea.gob.pa/APPS/LEGISPAN/PDF_NORMAS/2000/2008/2008_560_0378.PDF
http://www.vencert.gob.ve/
http://en.wikipedia.org/wiki/File:Flag_of_Venezuela.svg
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Venezuela has officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

1.4.2 MANPOWER DEVELOPMENT 

The Superintendence of Electronic Certification Services SUSCERTE, the upper body of VenCERT, led a campaign 
to raise awareness about information security, the use of social media for children and adolescents and to publish 
the benefits of electronic certificates and electronic signatures.  

This campaign led to visits of public institutions and communities in more than 10 states. 

1.4.3 PROFESSIONAL CERTIFICATION 

Venezuela does not know the exact number of public sector professionals certified under internationally 
recognized certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

VenCERT is officially the government and public sector agency certified under internationally recognized 
standards in cybersecurity, such as ISO 270001. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Venezuela has officially recognized partnerships to facilitate sharing of cybersecurity assets across borders or 
with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Venezuela has officially recognized national or sector-specific programs for sharing cybersecurity assets within 
the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Venezuela has officially recognized national or sector-specific programs for sharing cybersecurity assets within 
the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Venezuela is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-Article 78* of the Federal Constitution. 

-Articles 388 and 389* of the Criminal Code. 

-Articles 23* and 24* of the Special Law against Computer Crimes, September 2001. 

-Articles 73* and 74* of the Law of Information Technology, August 2005. 

-Law for the Protection of Children and Adolescents Using Internet Facilities, Video and other Multimedia*, 
September 2006.  

-Articles 33, 74, 75, 79(b), (c), (d), (e), 92(f), 235* and 265* of the Organic Law for the Protection of Children and 
Adolescents, December 2007. 

-Articles 29.1, 41 and 46-49* of the Law against Organized Crime, January 2012. 

 

http://www.vencert.gob.ve/
http://www.tsj.gov.ve/legislacion/constitucion1999.htm
http://www.gobiernoenlinea.gob.ve/home/archivos/CodigoPenal.pdf
http://www.tsj.gov.ve/legislacion/ledi.htm
http://www.wipo.int/wipolex/en/text.jsp?file_id=241394
http://www.ministeriopublico.gob.ve/c/document_library/get_file?uuid=2f5cc1ef-c796-46e9-ad36-1a30c04a5301&groupId=10136
http://www.defensoria.gob.ve/dp/index.php/leyes-ninos-ninas-y-adolescentes/1347
http://www.asambleanacional.gov.ve/index.php?option=com_leyesficha&hidId=detalleley&Itemid=213&idley=864&lang=es
http://www.asambleanacional.gov.ve/index.php?option=com_leyesficha&hidId=detalleley&Itemid=213&idley=864&lang=es
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2.2 UN CONVENTION AND PROTOCOL 

Venezuela has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Venezuela has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution  and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

The Venezuelan Computer Emergency Response Team (VenCERT*) provides information* on child online 
protection. The Governmental organ responsible for implementing projects and writing general guidelines over 
children and youth issues is the “Consejo Nacional de Derechos del Niño, Niñas y Adolescentes” (IDENA). 
2.4 REPORTING MECHANISM 

Venezuela does not have any officially recognized agency that offers an avenue for the reporting of incidents 
related to child online protection.  

 

 
  

http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.vencert.gob.ve/
http://www.vencert.gob.ve/index.php/juventud
http://www.idena.gob.ve/
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CYBERWELLNESS PROFILE  

VIETNAM 
 

 

BACKGROUND 

Total Population: 89 730 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 43.90% 

(data source: ITU Statistics, December 2013) 

  

 

1.CYBERSECURITY 
 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- Law on Information Technology. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

-Law on e-transactions     -Decree No. 90/2008/ND-CP against Spam 
-Intellectual Property Law  -Technology ended by Law No. 36/2009/QH12 
-Law on Telecommunications    -Circular. 12/2008/TT-BTTTT(12/2008) on Anti-Spam     
-Decree on Information Technology Application in State Agencies' Operations 
-Decree No. 63/2007/ND-CP Providing for Sanctioning of Administrative Violations in the Domain of Information. 
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Vietnam has an officially recognized national CIRT known as VNCERT. In 2011 ITU conducted a CIRT assessment 
for Vietnam.  
1.2.2 STANDARDS 

Vietnam does not have an officially approved national cybersecurity framework for implementing internationally 
recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Vietnam.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Vietnam does not have an officially recognized national or sector-specific cybersecurity strategy.   

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Vietnam.  

1.3.3 RESPONSIBLE AGENCY 

The Vietnam Ministry of Posts and Telematics and Ministry of Information and Communication coordinate 
cybersecurity. 

1.3.4 NATIONAL BENCHMARKING 
There is no officially recognized national benchmarking or referential for measuring cybersecurity in Vietnam. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.moj.gov.vn/vbpq/en/Lists/Vn%20bn%20php%20lut/View_Detail.aspx?ItemID=4761
http://www.cov.gov.vn/cbqen/index.php?option=com_content&view=article&id=640:intellectual-property-law&catid=42:vn-law-document&Itemid=67
http://www.moj.gov.vn/vbpq/en/Lists/Vn%20bn%20php%20lut/View_Detail.aspx?ItemID=10472
http://moj.gov.vn/vbpq/en/Lists/Vn%20bn%20php%20lut/View_Detail.aspx?ItemID=3963
http://vncert.gov.vn/en/
http://english.mic.gov.vn/Trang/default.aspx
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

There is a written guideline based on ISO 27001 followed by VNCERT staff on the appropriate usage of the CIRT’s 
system. 

1.4.2 MANPOWER DEVELOPMENT 
VNCERT promotes its services to their constituency through website, events, workshops, seminars, publications 

(Law regulation relating to cyber security, guidelines), newspapers and also television. In addition, they also 

conduct an annual cyber security competition among universities as part of the awareness program. Ministry of 

Information and Communication has signed a memorandum of understanding (MoU) with Microsoft - both 

parties co-operate on bolstering cyber security, cloud infrastructure and application development, and 

infrastructure management skills in Vietnamese businesses. 

1.4.3 PROFESSIONAL CERTIFICATION 

Vietnam does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Vietnam does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

There is no information on any framework for sharing cybersecurity assets across borders with other nation 
states. 

1.5.2 INTRA-AGENCY COOPERATION 

VNCERT cooperates with other government agencies in the country such as Ministry of Public Security, Ministry 
of Defense and Ministry of Internal Affairs.  

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no information on any framework for sharing cybersecurity assets between the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Vietnam is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  

Vietnam participates in the ITU. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instrument: 

-Article 253 of the Criminal Code – only criminalizes the “dissemination” of decadent material. 
2.2 UN CONVENTION AND PROTOCOL 

Vietnam has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Vietnam has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no information on any agency responsible for child online protection. 
2.4 REPORTING MECHANISM 

A form can be filled at the website of VNCERT to report a computer incident.   

http://vncert.gov.vn/en/
http://vncert.gov.vn/en/
http://english.mic.gov.vn/Trang/default.aspx
http://english.mic.gov.vn/Trang/default.aspx
http://vncert.gov.vn/en/
http://www.impact-alliance.org/home/index.html
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/ITU-IMPACT.aspx
http://moj.gov.vn/vbpq/en/Lists/Vn%20bn%20php%20lut/View_Detail.aspx?ItemID=610
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://vncert.gov.vn/en/
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CYBERWELLNESS PROFILE  

REPUBLIC OF YEMEN 

 

 

BACKGROUND 

Total Population: 25 569 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 20.00%  

(data source: ITU Statistics, December 2013) 

  

 
1. CYBERSECURITY 

 
1.1 LEGAL MEASURES 

 
1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- None. 
1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Electronic Transactions Act.  
1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

Yemen does not have an officially recognized national CIRT.  

1.2.2 STANDARDS 

Yemen does not have an officially approved national or sector specific cybersecurity framework for implementing 
internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 

There is no cybersecurity framework for the certification and accreditation of national agencies and public sector 
professionals in Yemen.  
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Yemen does not have an officially recognized national or sector-specific cybersecurity strategy.  

1.3.2 ROADMAP FOR GOVERNANCE 

There is no national governance roadmap for cybersecurity in Yemen. 

1.3.3 RESPONSIBLE AGENCY 

There is no agency responsible for cybersecurity in Yemen. 

1.3.4 NATIONAL BENCHMARKING 

Yemen does not have any officially recognized national benchmarking or referential to measure cybersecurity 
development. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.centralbank.gov.ye/ar/CBY.aspx?keyid=80&pid=74&lang=2&cattype=1
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1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Yemen does not have an officially recognized national or sector-specific research and development program or 
project for cybersecurity standards, best practices and guidelines. 

1.4.2 MANPOWER DEVELOPMENT 

There are no educational and professional training programs for raising awareness, higher education and 
certification in Yemen.  

1.4.3 PROFESSIONAL CERTIFICATION 

Yemen does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Yemen does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Yemen does not have any framework to facilitate sharing of cybersecurity assets across borders or with other 
nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Yemen does not have an officially recognized national or sector-specific program for sharing cybersecurity assets 
within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the 
public and private sector in Yemen. 

1.5.4 INTERNATIONAL COOPERATION 

Yemen is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 

  
2. CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- None. 
2.2 UN CONVENTION AND PROTOCOL 

Yemen has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Yemen has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

There is no agency responsible for child online protection in Yemen.  
2.4 REPORTING MECHANISM 

There is no website or hotline dedicated to child online protection in Yemen.   
  

http://www.impact-alliance.org/home/index.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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CYBERWELLNESS PROFILE 

ZAMBIA 

 

 

BACKGROUND 

Total Population: 13 884 000 

(data source: United Nations Statistics Division, 
December 2012) 

Internet users, percentage of population: 15.40% 

(data source: ITU Statistics,2013) 

 

1.CYBERSECURITY 

 

1.1 LEGAL MEASURES 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instruments: 

- Computer Misuse and Crimes Act - Information and Communications Technology Act   

1.1.2  REGULATION AND COMPLIANCE 

Specific regulation and compliance requirement pertaining to cybersecurity has been enacted through the 

following instrument: 

- Electronic Communications and Transactions Act. 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 
ITU conducted a CIRT readiness assessment and capacity building program for Zambia at Kampala, Uganda, in 
April 2010. A national CIRT Implementation was completed by ITUin September 2012.  

1.2.2 STANDARDS 
Zambia does not have officially recognized national (and sector specific) cybersecurity frameworks for 
implementing internationally recognized cybersecurity standards. 

1.2.3 CERTIFICATION 
Zambia does not have any officially approved national (and sector specific) cybersecurity frameworks for the 
certification and accreditation of national agencies and public sector professionals. 
1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 
Zambia is in the process of drafting an officially recognized national cybersecurity strategy. 

1.3.2 ROADMAP FOR GOVERNANCE 
Zambia does not have a national governance roadmap for cybersecurity. 

1.3.3 RESPONSIBLE AGENCY 
Zambia does not have an officially recognized agency responsible for implementing a national cybersecurity 
strategy, policy and roadmap. 

1.3.4 NATIONAL BENCHMARKING 
Zambia does not have any officially recognized national or sector-specific benchmarking exercises or referential 
used to measure cybersecurity development. 
1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Zambia does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.zambialii.org/files/zm/legislation/act/2004/13/cmaca2004379.pdf
http://www.parliament.gov.zm/index.php?option=com_docman&task=doc_download&gid=551
http://www.parliament.gov.zm/index.php?option=com_docman&task=doc_download&gid=534
http://www.cirt.zm/
http://en.wikipedia.org/wiki/File:Flag_of_Zambia.svg
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1.4.2 MANPOWER DEVELOPMENT 

Zambia does not have any officially recognized national or sector-specific educational and professional training 
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and 
promoting certification of professionals in either the public or the private sectors. 

1.4.3 PROFESSIONAL CERTIFICATION 

Zambia does not have the exact number of public sector professionals certified under internationally recognized 
certification programs in cybersecurity. 

1.4.4 AGENCY CERTIFICATION 

Zambia does not have any certified government and public sector agencies certified under internationally 
recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Zambia does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across 
borders or with other nation states. 

1.5.2 INTRA-AGENCY COOPERATION 

Zambia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Zambia does not have any officially recognized national or sector-specific programs for sharing cybersecurity 
assets within the public and private sector. 

1.5.4 INTERNATIONAL COOPERATION 

Zambia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. 

Zambia is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies 
in Sub-Sahara Africa” (HIPSSA). Zambia will host and participates in the Applied Learning for Emergency Response 
Team (ALERT), cyberdrill for Africa in September 2014. 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

-The Penal Code (Section 177A) 

-Electronic Communication and Transaction Act (Section 102) 
2.2 UN CONVENTION AND PROTOCOL 

Zambia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child. Zambia has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 
2.3 INSTITUTIONAL SUPPORT 

Zambia does not have an officially recognized agency that offers institutional support on child online protection. 
2.4 REPORTING MECHANISM 

Zambia does not have an officially recognized agency that offers an avenue for the reporting of incidents related 
to child online protection.  

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.parliament.gov.zm/downloads/VOLUME%207.pdf
http://www.parliament.gov.zm/index.php?option=com_docman&task=cat_view&gid=115&dir=DESC&order=date&limit=5&limitstart=5
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf


Global Cybersecurity Index & Cyberwellness Profiles 

 513 

 

CYBERWELLNESS PROFILE 

 ZIMBABWE 

 

BACKGROUND 

Total Population: 13 014 000 

(data source: United Nations Statistics Division, 
December 2012) 

 

Internet users, percentage of population: 18.50% 

(data source: ITU Statistics, 2013) 

1. CYBERSECURITY 

 

1.1 LEGAL MEASURES 

 1.1.1 CRIMINAL LEGISLATION 
Specific legislation pertaining to cybercrime is mandated through the following legal instruments: 

-Criminal Law (Codification and Reform Act) 

-Computer Crime and Cybercrime Bill (awaiting passing into law). 

1.1.2 REGULATION AND COMPLIANCE 
Specific regulation and compliance requirement pertaining to cybersecurity is mandated through the following 

legal instruments: 

-Electronic Transaction and Electronic Commerce Bill (awaiting passing into law) 

-Data Protection Bill (awaiting passing into law). 

1.2 TECHNICAL MEASURES 

1.2.1 CIRT 

ITU-IMPACT has conducted a CIRT readiness assessment for Zimbabwe in March 2014, at Addis Ababa, Ethiopia. 
Zimbabwe does not currently have an officially recognized national CIRT. 

1.2.2 STANDARDS 

Zimbabwe does not currently have any officially recognized national (and sector specific) cybersecurity 
frameworks for implementing internationally recognized cybersecurity standards. However it will be included in 
the upcoming National Cybersecurity Strategy. 

1.2.3 CERTIFICATION 

Zimbabwe does not currently have any officially approved national (and sector specific) cybersecurity 
frameworks for the certification and accreditation of national agencies and public sector professionals. However 
it will be included in the upcoming National Cybersecurity policy. 

1.3 ORGANIZATION MEASURES 

1.3.1 POLICY 

Zimbabwe is in the process of drafting the national cybersecurity policy. 

1.3.2 ROADMAP FOR GOVERNANCE 

Zimbabwe does not currently have any national governance roadmap for cybersecurity. However it will be 
included in the upcoming National Cybersecurity policy. 

1.3.3 RESPONSIBLE AGENCY 

The Government Telecommunication Agency of Zimbabwe is the officially recognized agency responsible for 
implementing a national cybersecurity strategy, policy and roadmap. However it is at a formative stage.  

 

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
https://www.unodc.org/tldb/pdf/Zimbabwe/ZIM_Crim_Law_2004.pdf
http://en.wikipedia.org/wiki/File:Flag_of_Zimbabwe.svg
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1.3.4 NATIONAL BENCHMARKING 

Zimbabwe does not currently have any officially recognized national or sector-specific benchmarking exercises 
or referential used to measure cybersecurity development. However it will be included in the upcoming National 
Cybersecurity policy. 

1.4 CAPACITY BUILDING 

1.4.1 STANDARDISATION DEVELOPMENT 

Zimbabwe does not have any officially recognized national or sector-specific research and development (R&D) 
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private 
or the public sector. However it will be included in the upcoming National Cybersecurity policy. 

1.4.2 MANPOWER DEVELOPMENT 

Zimbabwe does not have any officially recognized national or sector-specific educational and professional 
training programs for raising awareness with the general public, promoting cybersecurity courses in higher 
education and promoting certification of professionals in either the public or the private sectors. However it will 
be included in the upcoming National Cybersecurity policy. 

1.4.3 PROFESSIONAL CERTIFICATION 

Zimbabwe does not currently have any public sector professionals certified under internationally recognized 
certification programs in cybersecurity.  

1.4.4 AGENCY CERTIFICATION 

Zimbabwe does not currently have any certified government and public sector agencies certified under 
internationally recognized standards in cybersecurity. 
1.5 COOPERATION 

1.5.1 INTRA-STATE COOPERATION 

Zimbabwe does not currently have any officially recognized partnerships to facilitate sharing of cybersecurity 
assets across borders or with other nation states.  

1.5.2 INTRA-AGENCY COOPERATION 

Zimbabwe does not currently have any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public sector. 

1.5.3 PUBLIC SECTOR PARTNERSHIP 

Zimbabwe does not currently have any officially recognized national or sector-specific programs for sharing 
cybersecurity assets within the public and private sector. However it will be included in the upcoming National 
Cybersecurity policy. 

1.5.4 INTERNATIONAL COOPERATION 

Zimbabwe is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.  Zimbabwe 
is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in Sub-
Sahara Africa” (HIPSSA). 

 
2 CHILD ONLINE PROTECTION 

2.1 NATIONAL LEGISLATION  

Legislation on child protection has been enacted through the following instrument: 

-Censorship and Entertainments Control Act (Section 26)  
2.2 UN CONVENTION AND PROTOCOL 

Zimbabwe has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 
the Rights of the Child.Zimbabwe has acceded, with no declarations or reservations to articles 2 and 3, to the 
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and 
Child Pornography. 

http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx
http://www.refworld.org/docid/4c46e6ec2.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
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2.3 INSTITUTIONAL SUPPORT 

Zimbabwe does not have any officially recognized agency that offers institutional support on child online 
protection. 
2.4 REPORTING MECHANISM 

Childline Zimbabwe maintains a helpline on number: 116. 

 

 

______________ 

 

http://www.childline.org.zw/
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